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ABSTRACT

Diabetes is a fast-growing global health problem affecting thousands across the world. Early diagnosis and
effective management can help avoid the full-blown consequences of complications such as heart disease and
kidney failure. Conventional methods of diagnosis are often inaccurate, slow, and do not scale for larger
datasets. This work proposes an Al-cloud-based diabetes-predicting model that puts a premium on data
security by using Blockchain along with AI/ML for decision-making. The model aims to be secure, scalable,
and efficient for predicting whether a patient is diabetic in terms of clinical parameters like glucose levels,
BMI, age, and insulin. While the proposed system uses Blockchain technology for decentralized storage,
feature extraction is conducted using Random Forest, and training is done using the Multilayer Perceptron
(MLP). The proposed prediction model works on cloud infrastructure for training and deployment--thereby
ensuring scalability and real-time access. The evaluation results indicated that the proposed solution
surpassed the traditional methods in accuracy (98.25%), precision (98.46%), recall (98.46%), and AUC-ROC
(0.981). The proposed solution thus provides enhanced data security, scalability, and predictive accuracy and
is an efficient and secure instrument for diabetes prediction for practitioners to intervene timely for better
patient outcomes.

Keywords: Diabetes Prediction, Cloud Computing, Blockchain Technology, Machine Learning, Data
Security, Scalable Systems

1. INTRODUCTION

Diabetes, an ever-increasing global health concern, is getting prevalent due to a sedentary lifestyle, unhealthy
eating habits, and genetic inheritance [1]. According to the World Health Organization (WHO), more than 460
million adults were living with diabetes; it is presumed that the number will continuously increase in the future
[2]. The most important phase in the entire management cycle of diabetes is the early detection of diabetes and
its proper management because it can help reduce complications like cardiovascular diseases, kidney failure,
and blindness [3]. Older methods of diabetes detection are also associated with manual assessment procedures
that take a long time and are prone to errors and are not scalable [4]. In recent years, they have greatly enhanced
the use of artificial intelligence (Al)-based tools and machine learning models in healthcare to supplement
diagnostics and improve healthcare pathways [5]. Cloud computing is an emerging technology that, through
keeping massive volumes of bulk data and scalable computing power, has proven to be an important part in
making the whole Al-enabled healthcare possible [6]. The combination of Al and cloud computing promises an
excellent combination for diabetes prediction systems constructed as scalable, secure, and efficient [7]. Such
systems can operate in real healthcare environments [8].

Diabetes mellitus is a chronic metabolic disorder characterized by elevated blood glucose levels, affecting
millions of people worldwide [9]. With its growing prevalence, diabetes has become a significant public health
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challenge, leading to severe complications such as cardiovascular diseases, kidney failure, and neuropathy [10].
Advances in healthcare technology have enabled the collection of vast amounts of patient data, which can be
leveraged through artificial intelligence (AI) and cloud computing to enhance early diagnosis and management
of diabetes [11]. Al-driven predictive models integrated with scalable cloud infrastructures offer promising
opportunities to support healthcare providers by enabling timely and accurate diabetes prediction at scale [12].
Multiple factors contribute to the onset and progression of diabetes, including genetic predisposition, lifestyle
behaviors, and environmental influences [13]. Poor dietary habits, sedentary lifestyles, obesity, and stress are
known to increase the risk of developing type 2 diabetes [14]. Additionally, age, family history, and certain
medical conditions also play a crucial role [15]. Understanding these causal factors is essential for developing
effective predictive models that can identify high-risk individuals and facilitate personalized interventions [16].
The main aim of this research is to develop a cloud-based Al system for diabetic prediction which combines the
advantages of scalability, safety, and cost-effectiveness [17]. The model intends to predict if a patient presents
diabetic or non-diabetic characteristics according to some clinical parameters ranging from glucose, BMI, age,
and family history [18]. Some major hurdles to solve in healthcare are considered, including data privacy, model
scalability, and real-time decision-making [19]. By deploying the model over a cloud infrastructure, large
databases can easily be processed, besides being securely accessed by authorized users [20]. Thus, ensuring
compliance with healthcare regulations like HIPAA and GDPR [21]. Integration of Al techniques, involving
machine learning algorithms and deep learning, ensures maximum predictive accuracy and actionable insights
towards healthcare providers [22]. The proposed work also gives special emphasis to privacy-preserving
techniques [23]. They ensure that the patient data is securely processed in the cloud while not penalizing the
predictive quality [24].
Despite technological advancements, several challenges persist in deploying diabetes prediction systems within
healthcare environments [25]. Data privacy and security concerns are paramount, given the sensitive nature of
medical information [26]. Furthermore, healthcare data is often heterogeneous, voluminous, and distributed
across multiple sources, making integration and real-time analysis complex [27]. Scalability of Al models to
handle large patient populations without compromising performance is another critical issue [28]. Additionally,
ensuring interpretability and reliability of predictions for clinical acceptance remains a significant hurdle [29].
This proposed solution is to develop an intelligent diabetes prediction model hosted in the cloud [30].
1.1 Objective
» Create a distributed-cloud Al architecture, which incorporates decentralized technologies within an
already built scalable-and-secure framework, for the guidance of diabetes prediction.
» Assess the potential of machine learning methods, such as Random Forest and Multilayer Perceptron
(MLP), in accurate diabetes prediction from healthcare data.
»  Analyze how cloud computing affects scalability and efficiency in real-time decision making for health
care providers.
» Generate privacy-preserving methods like encryption and MPC for better regulatory privacy with
regards to data stored or model processing under various healthcare regulations such as HIPAA and
GDPR.

2. LITERATURE SURVEY

The blockchain-centric perspective for maintaining data integrity in the multi-cloud storage system utilizes
Chain-Code and Homomorphic Verifiable Tags (HVT) [31]. Here, the Data Owners encrypt the data and create
commitments for confidentiality [32]. Also, the Cloud Service Providers generate aggregated signatures, which
are recorded on the blockchain, for decentralized, immutable integrity checks [33]. The advantages gained by
the proposed system include scalability and efficiency, whereby enhanced performance has been observed for
large scale deployments [34]. In addition to enhancing secure transfer and verification of data, this will act as
the basis for future enhancement in cloud security, notably in post-quantum cryptography [35].

An Al-based test automation framework for autonomous software verification uniquely features machine
learning (ML), natural language processing (NLP), and reinforcement learning (RL) to automate all methods of
test case generation, defect detection, and test execution with minimum human intervention [36]. The
framework compares individual Al technologies with the developed core system by integrating complete
automation of test coverage, defect detection, and robustness of test execution speed [37]. Furthermore, it
highlights applications of Al in other industries, demonstrating its importance in automation, decision making,
and performance optimization [38].

The blockchain-centric framework for multi-cloud storage ensures robust data integrity through the integration
of Chain-Code and Homomorphic Verifiable Tags (HVT) [39]. In this system, Data Owners encrypt their data
and generate cryptographic commitments to maintain confidentiality [40]. Cloud Service Providers further
strengthen security by producing aggregated signatures that are immutably recorded on the blockchain, enabling
decentralized and tamper-proof integrity verification [41]. This approach not only improves scalability and
efficiency but also demonstrates enhanced performance in large-scale deployments [42]. By securing data

199



? International Journal of o asaT

Information Technology & Computer Engineering Volume 11, Issue 3, 2023

transfer and verification processes, the framework lays a strong foundation for future advancements in cloud
security, particularly in the realm of post-quantum cryptography [43].

A financial analysis system oriented to cloud combines CatBoost for categorical modeling, ELECTRA for text
analysis, t-SNE for dimensionality reduction, and optimization with Genetic Algorithms [44]. The system is
designed to process high-dimensional, noisy, and categorical financial data and overcome the limitations posed
by classical methods [45]. It provides for scalability, security, and accuracy, therefore allowing for real-time
decision-making [46]. The use of these highly advanced technologies puts instant insights in the hands of
financial institutions, optimizing performance and improving data-driven methodologies within fast-moving
financial settings [47].

K-means clustering in the cloud-based environment analyzes Gaussian data using Lloyd's method, investigating
the effect of varied cluster sizes (k) on computation time and accuracy [48]. The findings indicate that at very
high accuracy levels, the algorithm can be terminated early, saving significant costs [49]. Such a study indicates
optimal initial centers and resource management to improve performance as well as cost-effectiveness in Big
Data solutions [50].

Transportation services are enhanced through cloud computing and vehicular networks; however, security and
privacy remain major challenges faced by Vehicular Cloud Computing (VCC) [51]. This research analyzes and
discusses these challenges through a series of threat models and proposes a trust-based approach termed Double
Board-based Trust Estimation and Correction (DBTEC), combining both direct and indirect trust estimation
[52]. Using threat modeling methodologies such as CIAA and STRIDE, this research aims to improve VCC
system integrity and reliability, ensuring secure cooperation and enhanced system efficiency [53].

The cloud-oriented financial analysis system leverages CatBoost for effective categorical data modeling,
ELECTRA for sophisticated text analysis, and t-SNE for dimensionality reduction, combined with Genetic
Algorithms for optimization [54]. This integrated framework addresses challenges posed by high-dimensional,
noisy, and categorical financial datasets that traditional methods struggle with [55].

2.1 Problem Statement

The rapid evolution of cloud computing, Al, and blockchain technologies has presented various opportunities to
improve a dozen and one streams, ranging from Human Resource Management (HRM) and healthcare to
financial analysis [56]. But centralized HRM systems today grapple with issues like data security, scalability,
and efficiency in making decisions [57]. There are times when HRM holds employees' sensitive data in
centralized systems that might undergo breaches and have inefficiencies in handling such large-scale internal
data [58]. This is also synonymous with patient data in the healthcare system that is often not secure while
delivering on real-time predictive analytics, whereas financial institutions have to face high-dimensional, noisy,
and categorical datasets that hinder effective decisions [59]. So, because of all these obstructions, there is a call
for the development of decentralized, scalable, and secured systems that leverage blockchain for data integrity,
AI/ML for decision-making, and advanced techniques like Sparse Matrix Storage, Predictive Control, and
Multi-Party Computation (MPC) for privacy and optimization [60]. The aim of this research, therefore, is to
address the mentioned gaps and develop a secure, scalable, and efficient system for HRM and other domains
using these advanced technologies [61], [62]. The rapid advancement of cloud computing, Al, and blockchain
technologies offers transformative potential across diverse fields such as Human Resource Management (HRM),
healthcare, and financial analysis [63]. However, traditional centralized HRM systems face significant
challenges related to data security, scalability, and efficient decision-making, often struggling to protect sensitive
employee information from breaches [64]. Similar concerns affect healthcare systems, where patient data
security and timely predictive analytics remain critical issues. Financial institutions also grapple with complex,
high-dimensional, and noisy datasets that impede effective analysis.

3. PROPOSED METHODOLOGY

The proposed methodology aims to create the Al-based cloud paradigm for diabetes prediction, allied with the
decentralization of the backend through Blockchain for data storage, Al and ML for decision-making, and the
cloud for scalability and security. The methodology uses Random Forests for feature extraction to obtain
relevant clinical parameters such as glucose, BMI, and age from Multilayer Perceptron (MLP) classification.
Real-time decision-making enhancement with quick and efficient cloud computing data storage, access, and
retrieval is the big data handling benefit of cloud computing. The methodology considers encryptions and
Initialize Multi-Party Computation (MPC) as privacy-preserving algorithms for patient privacy. The
methodology is validated through metrics like accuracy, precision, recall, AUC-ROC, which indicate high
predictive accuracy and extreme scalability to find an advantage over standard methods.
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Figure 1: Workflow for Diabetes Prediction using Al and Cloud-Based Solutions.

3.1 Dataset

The dataset about diabetes health will serve as the basis for diabetes prediction. It contains relevant medical
facts about the patient such as glucose level, BMI, age, insulin, any other condition of health, etc. This dataset
provides necessary input features for the model to analyze and predict whether a patient is diabetic or not. Thus,
the quality and completeness of this healthcare dataset determine the accuracy and efficiency of the model.

3.2 Data Preprocessing

Data preprocessing is a critical phase during which the raw data is prepared to be fed into the model for training.
In this phase, a few things must be ensured such as a clean data set, consistency in the data set, and an
appropriate data set that will go for feature extraction. Important activities that take place during data
preprocessing include the treatment of missing values, normalization or scaling of numerical features, and
encoding categorical variables. These processes improve the quality of data such that the model is capable of
effectively learning from it and making correct inferences. The two main activities in preprocessing are missing
data and normalization.

3.2.1 Handle Missing Data

Dealing with missing data means replacing missing values in the dataset with reasonable estimates. One way of
doing this includes mean imputation, where missing values are filled in with the mean of the available values.
Another method is KNN imputation, where the missing value is set to the average of its k-nearest neighbors.

For mean imputation, the equation is:

Sie Xi
Xmissing = %L (1)

where X; are the observed values, and n is the number of non-missing values.

3.2.2 Normalization

Normalization is the process of adjusting numerical features to the same scale, so that they do not overwhelm
the model learning with larger values. The most common type of normalization is Min-Max normalization
which transforms values into the range of 0-1.

The equation for Min-Max normalization is:
X~Xmin

@

Xnormalized = Xemax—Xmi
min

where X is the original value, X, is the minimum value, and X, is the maximum value of the feature.

3.3 Feature Extraction

After preprocessing feature extraction with the Random Forest model, Random Forest gives the important

features for diabetes prediction according to feature importance scores. It checks the contribution of each feature

to reduce impurity in decision trees. It calculates the importance of a feature X; according to the following

formula for Gini impurity:
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Where y is the final predicted output for the input x, which represents the predicted diabetes status (e.g.,
diabetic or non-diabetic), T is the total number of decision trees in the Random Forest, k. (x) is the prediction
made by the t-th decision tree for input x, where each tree makes its own independent prediction based on the
features of x.

3.4 Classification

Then, a Multilayer Perceptron (MLP) is used for classification after having extracted features by an MLP. A
neural network that uses two or more hidden layers and nodes is called MLP. This type of neural network is
typically used for determining complex representations in the input data. An MLP uses a sigmoid activation
function to compute probabilities for binary outputs (diabetic vs. nondiabetic). Here is the equation of the
sigmoid function:

o(z) = ﬁ “4)
where z is the weighted sum of inputs to the neuron. The output is classified as Diabetic or Non-Diabetic based
on this probability.

3.5 Cloud Storage

The classification results, diabetes prediction results, and the processed data are securely and reliably stored in
the cloud. Cloud storage offers highly scalable and convenient solutions for secure storage of large datasets,
model outputs, and patient records, where the real time access of data can be ensured. Cloud storage provides
strong security mechanisms such as encryption and access control to keep medical data secure. Also, cloud
storage allows integration with future model updates so the healthcare providers can retrieve and manage the
data.

4. RESULT AND DISCUSSION

The results show that the proposed cloud-powered Al system works well in diabetes prediction. It is established
that with accuracy, precision, recall, and AUC-ROC, the model has shown significant improvement over the
conventional methods. Merging Random Forest for feature extraction and Multilayer Perceptron (MLP) for
classification yielded very high prediction accuracy. Cloud infrastructure ensures scalability and security so that
handling large amounts of data can be done without compromising the data privacy while providing real-time
decision-making aid to healthcare providers. The study suggests that the proposed approach enhances the
prediction of diabetes risk and improves the working mechanisms of healthcare computer applications through
the use of advanced Al techniques within a cloud-based setting.
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Figure 2: ROC curve
Figure 2 illustrates the ROC, where the model's performance yields an AUC of 0.981. True Positive Rate (TPR)
is plotted against False Positive Rate (FPR), where a value of 1 on the y-axis means that positive cases are
perfectly identified at zero false-positive on the x-axis. The dashed diagonal line represents random guessing
(AUC = 0.5). Curve area of 0.981 signifies excellent classification power.
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Figure 3: Confusion Matrix
Figure 3 displays the outcome of a diabetes prediction model, which was applied to 782 instances. The
prediction model accurately classified 378 non-diabetic patients as True Negatives and 384 diabetic patients as
True Positives. In contrast, there were 12 non-diabetic patients incorrectly predicted as diabetic (False Positives)
and 8 diabetic patients incorrectly predicted as non-diabetic (False Negatives). These parameters indicate the
high accuracy of the model, with only a handful of misclassifications. Therefore, it can be concluded that the
diabetes risk prediction performed considerably well.

5. CONCLUSION

Diabetes is a fastly growing global health problem affecting thousands across the world. Early diagnosis and
effective management can help avoid the full-blown consequences of complications such as heart disease and
kidney failure. Conventional methods of diagnosis are often inaccurate, slow, and do not scale for larger
datasets. This work proposes an Al-cloud-based diabetes-predicting model that puts a premium on data security
by using Blockchain along with AI/ML for decision-making. The model aims to be secure, scalable, and
efficient for predicting whether a patient is diabetic in terms of clinical parameters like glucose levels, BMI, age,
and insulin. While the proposed system uses Blockchain technology for decentralized storage, feature extraction
is conducted using Random Forest, and training is done using the Multilayer Perceptron (MLP). The proposed
prediction model works on cloud infrastructure for training and deployment--thereby ensuring scalability and
real-time access. The evaluation results indicated that the proposed solution surpassed the traditional methods in
accuracy (98.25%), precision (98.46%), recall (98.46%), and AUC-ROC (0.981). The proposed solution thus
provides enhanced data security, scalability, and predictive accuracy and is an efficient and secure instrument for
diabetes prediction for practitioners to intervene timely for better patient outcomes.
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