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ABSTRACT:

The "Automated Attendance System Using
OpenCV, Face and Iris Detection" is an advanced
solution designed to replace outdated and insecure
traditional attendance systems. By leveraging
modern technologies such as OpenCV, artificial
intelligence (AI), and Internet of Things (IoT)
integration, the system ensures accurate, secure, and
user-friendly attendance tracking. It utilizes real-
time face detection and recognition to identify
individuals, while incorporating eye-blink detection
as a liveness check to prevent spoofing attempts
using photos or videos.

OpenCV serves as the core computer vision engine
for detecting facial features, while Al-driven models
improve recognition accuracy and adaptability. Eye
aspect ratio (EAR) calculations help confirm the
user’s physical presence by detecting natural
blinking patterns. In secure environments, iris
detection adds an extra biometric layer for identity
verification. The system can be implemented on
IoT-enabled devices such as Raspberry Pi for
portability and real-time processing.

This solution is ideal for educational institutions,
corporate offices, and smart environments. It
automates attendance logging, generates reports,
and synchronizes data with centralized systems. The
integration of computer vision and Al not only
improves efficiency but also ensures security and
scalability, making this system a powerful step
forward in smart attendance technology.

1.INTRODUCTION:

In the digital age, the demand for smart and secure
attendance management systems has grown
significantly across educational institutions,
workplaces, and smart environments. Traditional
methods such as manual attendance or basic
biometric systems like RFID cards and fingerprint
scanners are often inefficient, error-prone, and

susceptible to manipulation or security breaches.
These outdated techniques can lead to issues such as
buddy punching, proxy attendance, and lack of real-
time monitoring.

To overcome these limitations, the "Automated
Attendance System Using OpenCV, Face and Iris
Detection" introduces a highly advanced, Al-driven
approach that ensures both accuracy and
authenticity in tracking attendance. The system
integrates powerful computer vision techniques
using OpenCV for real-time face detection and
recognition, making the process contactless, fast,
and reliable. In addition, it employs eye-blink
detection using facial landmarks and eye aspect ratio
(EAR) calculations to serve as a liveness check,
verifying that a live person is in front of the camera
and not a spoofed image or video.

Further enhancing its security, iris detection may be
used for more sensitive environments, adding an
extra biometric layer. By incorporating Al and IoT
technologies, this system offers a smart, scalable,
and future-ready solution for efficient and secure
attendance tracking.

2.LITERATURE SURVEY

Title: Automating Attendance Management in
Human Resources

Author: Bao-Thien Nguyen-Tat, Minh-Quoc Bui,
Vuong M. Ngo

Year: 2024

Description: This research focuses on automating
attendance management in human resources using
computer vision and facial recognition. The system
employs Haar Cascade with OpenCV2 on
embedded platforms like the NVIDIA Jetson Nano
to accurately detect and match faces for attendance
tracking. The approach is designed to be cost-
effective and efficient, suitable for various
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organizational settings.

Title: AttenFace: A Real-Time Attendance System
Using Face Recognition

Authors: Ashwin Rao

Year: 2022

Description: AttenFace is a standalone system that
analyzes, tracks, and grants attendance in real-time
using face recognition. It captures snapshots from
live camera feeds, identifies students, and marks
their attendance based on their presence in multiple
snapshots taken throughout the class duration. The
system operates independently and integrates with
existing attendance tracking software..

Title: Face Identification and Liveness Detection
Using CNN for Automated Attendance System
Authors: S. Boobathi Raj, K. Tamilselvi, S.
Adharsh, S. Mohamed Javith

Year: 2021

Description: his paper introduces a real-time
automated attendance system that incorporates face
identification and liveness detection using
Convolutional Neural Networks (CNN). The system
utilizes Haar Cascade Classifier for face detection,
LBPH for face recognition, and CNN for liveness
detection to prevent spoofing. The system is
implemented using Python and Keras/TensorFlow
frameword

3.METHODOLOGIES:

To develop a robust and efficient automated
attendance system, a systematic approach was
followed involving several key stages. Each stage
played a vital role in ensuring the accuracy, security,
and real-time capability of the system. The
following are the main methodologies applied
during the system development:

e Usability Testing: To ensure intuitive design
and user flow.

e Performance Testing: To evaluate response
times and system load under real conditions.

4. REQUIREMENTS ENGINEERING:
1. Data Collection

The first step involved collecting facial and iris
image data from a diverse group of individuals. The
dataset included:
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High-resolution images of faces captured under
different lighting conditions and angles.

Multiple iris samples for each individual to aid in
identity verification.

Live video streams for eye-blink and liveness
detection.

Images and videos were collected using standard
webcam setups and Raspberry Pi cameras to
simulate real-world deployment. Public datasets
like LFW (Labeled Faces in the Wild) and
CASIA-IrisV4 were also incorporated to
supplement training and evaluation.

2. Data Preprocessing

To ensure consistent input for model training and
inference, the following preprocessing steps were
applied:

Face Detection: Used Haar Cascade and Dlib to
detect and crop face regions.

Iris Segmentation: Applied thresholding and
contour-based methods to isolate the iris region.
Normalization: Resized all images to a uniform
resolution (e.g., 128x128 pixels).

Augmentation: Employed techniques like flipping,
rotation, and brightness adjustments to increase
dataset diversity and robustness.

Additionally, facial landmarks were extracted using
Dlib to calculate Eye Aspect Ratio (EAR) for
liveness detection.

We can see from the results that on each database,
the error rates are very low due to the discriminatory
power of features and the regression capabilities of
classifiers. Comparing the highest accuracies
(corresponding to the lowest error rates) to those of
previous works, our results are very competitive.

Hardware Requirements

The hardware requirements may serve as the basis
for a contract for the implementation of the system
and should therefore be a complete and consistent
specification of the whole system. They are used by
software engineers as the starting point for the
system design. It should what the system do and not
how it should be implemented.

* PROCESSOR : INTELi5 11 GEN

*RAM : 8GB SSD RAM

3. HARD DISK : 512 GB SSD

4. Model Selection And Training

Two main models were developed and trained:.
Face Recognition Model:
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e Based on LBPH (Local Binary Patterns
Histograms) and CNN (Convolutional
Neural Networks) for comparison.

e Trained on facial embeddings generated
from the preprocessed dataset.

Liveness Detection Model:

o A lightweight CNN was trained on blink
detection datasets to classify live vs
spoofed inputs.

e FEAR  thresholds were empirically
determined for real-time blink analysis.

For iris recognition, classical algorithms such as
Daugman’s method and Gabor filters were
explored, ensuring higher precision in secure
environments.

Training was performed using Python frameworks
such as TensorFlow and Keras, optimized with
GPU support.

5. Model Evaluation
The performance of the models was evaluated based
on:

e Accuracy: Percentage of correctly
recognized individuals.

e Precision and Recall: To assess
recognition reliability.

e Confusion  Matrix: To  identify
misclassification patterns.

e FAR (False Acceptance Rate) & FRR
(False Rejection Rate): Especially
important for biometric systems.

e  Software Requirements

The software requirements document is the
specification of the system. It should include both a
definition and a specification of requirements. It is a
set of what the system should do rather than how it
should do it. The software requirements provide a
basis for creating the software requirements
specification. It is useful in estimating cost,
planning team activities, performing tasks and

EXPLANATION:

In this class diagram represents how the classes
with attributes and methods are linked together
to perform the verification with security. From
the above diagram shown the various classes
involved in our project.
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tracking the teams and tracking the team’s progress
throughout the development activity.

* Operating System :Windows 10
* Platform : Spyder3

* Programming Language : Python

* Front End : Spyder3

Compared results with traditional classifiers
(c.g.,

Decision Tree, Random Forest, Logistic Regression)
to highlight XGBoost’s superiority

6. Testing and Validation
The complete system was tested in real-world
scenarios across multiple sessions and participants.
Validation steps included:

e Simulating spoofing attempts using printed
photos and video replays.

e Evaluating system performance under
varying light, distance, and angle
conditions.

e Comparing attendance logs against
manually  recorded  attendance  for
consistency.

e Testing the system on Raspberry Pi to
confirm its performance in embedded
environments.

User feedback was also gathered to refine the system
interface and improve user experience.

DESIGN ENGINEERING :

Design Engineering deals with the various UML
[Unified Modelling language] diagrams for the
implementation of project. Design is a meaningful
engineering representation of a thing that is to be
built. Software design is a process through which the
requirements are translated into representation of the
software. Design is the place where quality is
rendered in software engineering.
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CLASS DIAGRAM:

——————— Record attendac

attendance

+status: string

+calcAttendacePercentage()

&

Professor

-professorNo: string
-name: string
-email: string
-mobileNo: string

attends

+login()

+register()
+updateProfile()
+addNewBlock()
+removeBlock()
+addStudents()
+removeStudents()
+recordAttendace()

R
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Account

-username: string
-password: string

+verifyLogin(): bool

Schedule

-day: string
-date: date
-time: time

attend:

nanag

Jo.

Block

e

+updateSchedule()

SYSTEM ARCHITECTURE:
LCD Display
Interenet é
T ranmeenennnd
RFID Reader ———» Microcontrolller ———» Wifi Modul

5.IMPLEMENTATION :

;

Memory
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Cloud Database

+sectionName(): string

+updateSection()

]

Students

-studentName: string
-studentNumber: string

+attendClass()

—»  Teacher or Staff
—— - Parent
P Student
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Introduction:

The implementation phase of the Automated
Attendance System using OpenCV with Face and
Iris Detection focuses on translating the system
design into a working prototype. This involves
integrating computer vision algorithms, machine
learning models, and hardware components into a
cohesive, real-time application capable of detecting
faces, verifying liveness through blink detection,
and optionally performing iris-based identity
verification.

The implementation phase of the Automated
Attendance System using OpenCV with Face and
Iris Detection focuses on translating the system
design into a working prototype. This involves
integrating computer vision algorithms, machine
learning models, and hardware components into a
cohesive, real-time application capable of detecting
faces, verifying liveness through blink detection,
and optionally performing iris-based identity
verification.

Real-time performance was achieved using
optimized video frame processing pipelines, and the
application was designed to run on both desktop
systems and low-power IoT devices such as the
Raspberry Pi. A user-friendly interface was also
developed to allow easy operation, attendance
logging, and data visualization.

This section outlines the practical steps taken to
build and integrate the core modules, including data
handling, model deployment, system architecture,
and hardware/software interfacing.

1. Data Collection And Preparation:

The first step in implementing the attendance
system involved collecting relevant biometric data
primarily face and iris images. Data was acquired
from:

e Live camera feeds using standard
webcams and Raspberry Pi cameras.

o Public datasets like LFW (Labeled Faces
in the Wild) for face images and CASIA-
IrisV4 for iris images.

Key Properties of the Dataset:

e Diversity: Includes various lighting
conditions, face  orientations, and
expressions.

e Labeling: Each image was tagged with a
unique ID for training recognition models.

e Frame-based Collection: Videos were
decomposed into frames to capture
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multiple expressions and blinks.

e Real-time Samples: Live user data was
captured to  simulate  deployment
conditions and test liveness.

5. Evaluation Metrics:

Each trained model is evaluated based on:
*Accuracy Score: Correct predictions out of total
predictions

*Confusion Matrix: True positives, false positives,
false negatives, true negatives

*Precision, Recall, F1-Score: To handle class
imbalance and false positives

These metrics validate that the XGBoost model
outperforms traditional classifiers in terms of both
precision and robustness, especially on complex
medical datasets.

7. FUTURE ENHANCEMENTS:

In the future, this disease prediction system can be
significantly enhanced to offer more advanced and
comprehensive healthcare support. One key
improvement would be integrating real-time
symptom tracking using wearable health devices,
enabling continuous health monitoring. The system
can also be connected to Electronic Health Records
(EHR) for more detailed patient analysis and
personalized predictions. Incorporating Natural
Language Processing (NLP) would allow the model
to interpret free-text symptom inputs, making it
more user-friendly. Expanding the dataset to include
rare and emerging diseases will further improve its
diagnostic coverage and accuracy. To reach a
broader audience, multi-language support can be
introduced. A feedback mechanism could also be
added to allow the system to learn from real-world
usage and enhance its performance over time.
Mobile app integration would improve accessibility,
especially for remote or rural areas. Collaborating
with hospitals for clinical validation could ensure
reliability and encourage real-world adoption.
Additionally, implementing advanced data privacy
measures, such as blockchain technology, would
further strengthen data security and user trust.

2. Training Process:

* The model is trained on the training set and
validated on the test set

* Accuracy and classification metrics are computed
to evaluate performance
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7.CONCLUSION:

The Automated Attendance System using
OpenCYV with Face and Iris Detection provides a
secure, efficient, and modern solution to the
longstanding issues in traditional attendance
management systems. By integrating facial
recognition, iris detection, and real-time liveness
checks, the system ensures high accuracy and
minimizes the risk of spoofing or proxy attendance.

The use of OpenCV and Al-based models enabled
reliable face and iris recognition under varying
lighting conditions and environments. The
implementation of Eye Aspect Ratio (EAR) for
blink detection proved to be a lightweight yet
effective method for ensuring the user’s physical
presence in front of the system. Additionally, the
system’s adaptability to IoT devices like Raspberry
Pi highlights its potential for low-cost deployment
in educational institutions and corporate settings.

This project not only demonstrates the power of
computer vision and artificial intelligence in
automating routine processes but also sets the
foundation for more advanced biometric systems in
the future. With further enhancements such as cloud
integration, mobile accessibility, and multi-modal
authentication, the system can be scaled to meet the
needs of larger, more dynamic environments.

In conclusion, the proposed solution marks a
significant advancement in attendance tracking
technology —  ensuring reliability, user-
friendliness, and enhanced security in a scalable and
intelligent manner.
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