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ABSTRACT

Credit cards are now potentially the most popular
mode of payment for both offline and online
purchases thanks to new developments in
electronic commerce systems and
communication technology; as a result, there is
much more fraud involved with such
transactions. Every year, fraudulent credit card
transactions cause businesses and individuals to
lose a lot of money, and con artists are constantly
looking for new tools and techniques to commit
fraud. Researchers face a difficult task when
trying to identify credit card theft since criminals
are quick-thinking and inventive. The dataset
provided for credit card fraud detection is
severely unbalanced, making it difficult for the
system to detect fraud. The use of credit cards is
quite important in today's economy. It is an
essential component of every family, company,
and global enterprise. While using credit cards
responsibly and safely can have many benefits,
engaging in fraudulent behaviour can have a
negative impact on your credit and finances.
There have been several solutions proposed to
address the escalating credit card thefi. The
increased use of electronic payments is now
significantly impacted by the detection of
fraudulent transactions. As a result, methods that
are efficient and effective for identifying fraud in
credit card transactions are required. Gradient
Boosting  Classifie;, a machine learning
methodology, is suggested in this research as a
smart method for identifying fraud in credit card
transactions. The experimental results show that
the suggested approach worked better than other
machine learning algorithms and reached the
maximum accuracy performance, with training
accuracy of 100% and test accuracy of 91%

1-INTRODUCTION

Credit card fraud (CCF) is a type of identity theft
in which someone other than the owner makes an

unlawful transaction using a credit card or account
details. A credit card that has been stolen, lost, or

counterfeited might result in fraud. Card-not-
present fraud, or the use of your credit card number
in e-commerce transactions has also become
increasingly common as a result of the increase in
online shopping. Increased fraud, such as CCF, has
resulted from the expansion of e-banking and
several online payment environments, resulting in
annual losses of billions of dollars. In this era of
digital payments, CCF detection has become one of
the most important goals. As a business owner, it
cannot be disputed that the future is heading
towards a cashless culture. As a result, typical
payment methods will no longer be used in the
future, and therefore they will not be helpful for
expanding a business. Customers will not always
visit the business with cash in their pockets. They
are now placing a premium on debit and credit card
payments. As a result, companies will need to
update their environment to ensure that they can
take all types of payments. In the next years, this
situation is expected to become much more severe.

ML models have been used in many studies to solve
numerous challenges. Deep learning (DL)
algorithms applied applications in computer
network, intrusion detection, banking, insurance,
mobile cellular networks, health care fraud
detection, medical and malware detection,
detection for video surveillance, location tracking,
Android malware detection, home automation, and
heart disease prediction. We explore the practical
application of ML, particularly DL algorithms, to
identify credit card thefts in the banking industry in
this paper.

1.2 SCOPE OF THE PROJECT

The scope of this study is to investigate the
application of Gradient Boosting Classifier, a
machine learning algorithm, to detect credit card
fraud in the banking industry. The study will focus
on the practical implementation of the algorithm
and its effectiveness in identifying fraudulent
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transactions. The results of this research can be
used to develop a system that can accurately detect
credit card fraud and help prevent financial losses
for individuals and businesses.

1.3 OBJECTIVE

The objective of this study is to apply machine
learning algorithms, particularly Gradient Boosting
Classifier, for credit card fraud detection in the
banking industry. The study aims to overcome the
challenges of identifying credit card theft, such as
unbalanced datasets and quick-thinking criminals.
The focus is on developing an efficient and
effective method for detecting fraudulent
transactions to minimize the losses incurred by
businesses and individuals due to credit card fraud.
The study seeks to compare the performance of
Gradient Boosting Classifier with other machine
learning algorithms commonly used for credit card
fraud detection. Furthermore, the study aims to
highlight the importance of fraud detection in the
context of the increasing use of electronic
payments and the need for businesses to update
their environments to accommodate various
payment methods. Finally, the study intends to
contribute to the development of advanced fraud
detection techniques in the banking industry

1.4 EXISTING SYSTEM:

» Frauds in credit card transactions are
common today as most of us are using the
credit card payment methods more
frequently. This is due to the advancement of
Technology and increase in online
transaction resulting in frauds causing huge
financial loss.

» Therefore, there is need for effective
methods to reduce the loss. In addition,
fraudsters find ways to steal the credit card
information of the user by sending fake SMS
and calls, also through masquerading attack,
phishing attack and so on. This paper aims in
using the multiple algorithms of Machine
learning such as convolutional neural
network (CNN), k-nearest neighbor (Knn)
and artificial neural network (ANN) in
predicting the occurrence of the fraud.

1.4.1 EXISTINGSYSTEM DISADVANTAGES:
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» It needed high processing time for big neural
networks.
» It training requires lots of data.
It requires lots of computational power.

2-LITERATURE SURVEY

Title: An efficient real time model for credit card
fraud detection based on deep learning.

Author: Y. Abakarim, M. Lahby, and A. Attioui
Year: 2021.

Description: In the last decades Machine Learning
achieved notable results in various areas of data
processing and classification, which made the
creation of real-time interactive and intelligent
systems possible. The accuracy and precision of
those systems depends not only on the correctness
of the data, logically and chronologically, but also
on the time the feed-backs are produced. This paper
focuses on one of these systems which is a fraud
detection system. In order to have a more accurate
and precise fraud detection system, banks and
financial institutions are investing more and more
today in perfecting the algorithms and data analysis
technologies used to identify and combat fraud.
Therefore, many solutions and algorithms using
machine learning have been proposed in literature
to deal with this issue. However, comparison
studies exploring Deep learning paradigms are
scarce, and to our knowledge, the proposed works
don't consider the importance of a Real-time
approach for this type of problems. Thus, to cope
with this problem we propose a live credit card
fraud detection system based on a deep neural
network technology. Our proposed model is based
on an auto-encoder and it permits to classify, in
real-time, credit card transactions as legitimate or
fraudulent. To test the effectiveness of our model,
four different binary classification models are used
as a comparison. The Benchmark shows promising
results for our proposed model than existing
solutions in terms of accuracy, recall and precision

Title:  Facilitating user authorization from
imbalanced data logs of credit cards using artificial
intelligence

Author: V. Arora, R. S. Leekha, K. Lee, and A.
Kataria

Year: 2020.

Description: An effective machine learning
implementation means that artificial intelligence has
tremendous potential to help and automate financial
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threat assessment for commercial firms and credit
agencies. The scope of this study is to build a
predictive framework to help the credit bureau by
modelling/assessing the credit card delinquency
risk. Machine learning enables risk assessment by
predicting deception in large imbalanced data by
classifying the transaction as normal or fraudster. In
case of fraud transaction, an alert can be sent to the
related financial organization that can suspend the
release of payment for particular transaction. Of all
the machine learning models such as RUSBoost,
decision tree, logistic regression, multilayer
perceptron, K-nearest neighbor, random forest, and
support vector machine, the overall predictive
performance of customized RUSBoost is the most
impressive. The evaluation metrics used in the
experimentation are  sensitivity,  specificity,
precision, F scores, and area under receiver
operating characteristic and precision recall curves.
Datasets used for training and testing of the models
have been taken from kaggle.com.

Title: Performance analysis of feature selection
methods in software defect prediction: A search
method approach

Author: A. O. Balogun, S. Basri, S. J. Abdulkadir,
and A. S. Hashim

Year: 2019.

Description: Software Defect Prediction (SDP)
models are built using software metrics derived
from software systems. The quality of SDP models
depends largely on the quality of software metrics
(dataset) used to build the SDP models. High
dimensionality is one of the data quality problems
that affect the performance of SDP models. Feature
selection (FS) is a proven method for addressing the
dimensionality problem. However, the choice of FS
method for SDP is still a problem, as most of the
empirical studies on FS methods for SDP produce
contradictory and inconsistent quality outcomes.
Those FS methods behave differently due to
different underlining computational characteristics.
This could be due to the choices of search methods
used in FS because the impact of FS depends on the
choice of search method. It is hence imperative to
comparatively analyze the FS  methods
performance based on different search methods in
SDP. In this paper, four filter feature ranking (FFR)
and fourteen filter feature subset selection (FSS)
methods were evaluated using four different
classifiers over five software defect datasets
obtained from the National Aeronautics and Space
Administration ~ (NASA)  repository.  The
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experimental analysis showed that the application
of FS improves the predictive performance of
classifiers and the performance of FS methods can
vary across datasets and classifiers. In the FFR
methods, Information Gain demonstrated the
greatest improvements in the performance of the
prediction models. In FSS methods, Consistency
Feature Subset Selection based on Best First Search
had the best influence on the prediction models.
However, prediction models based on FFR proved
to be more stable than those based on FSS methods.

Title: Fraud and corruption control at education
system level: A case study of the Victorian
department of education and early childhood
development in Australia

Author: B. Bandaranayake

Year: 2014

Description: This  case describes  the
implementation of a fraud and corruption control
policy initiative within the Victorian Department of
Education and Early Childhood Development (the
Department) in Australia. The policy initiative was
administered and carried out by a small team of
fraud control officials, including the author of this
article, in the Department. The policy context
represents a large, devolved and fragmented
governance and accountability system. This case
highlights the complexity of the policy initiative,
the contextual constraints that challenged the
implementation, and the pragmatic approach taken
by the Department. While there are no easy
solutions for fraud and corruption control or proven
models to follow, this case presents helpful lessons
for the professionals working in large and devolved
education systems.

Title: Credit card fraud detection model based on
LSTM recurrent neural networks

Author: 1. Benchaji, S. Douzi, and B. E. Ouahidi
Year: 2021.

Description: With the increasing use of credit cards
in electronic payments, financial institutions and
service providers are vulnerable to fraud, costing
huge losses every year. The design and the
implementation of efficient fraud detection system
is essential to reduce such losses. However,
machine learning techniques used to detect
automatically card fraud do not consider fraud
sequences or behavior changes which may lead to
false alarms. In this paper, we develop a credit card
fraud detection system that employs Long Short-
Term Memory (LSTM) networks as a sequence
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learner to include transaction sequences. The
proposed approach aims to capture the historic
purchase behavior of credit card holders with the
goal of improving fraud detection accuracy on new
incoming transactions. Experiments show that our
proposed model gives strong results and its
accuracy is quite high..1.6 PROPOSED SYSTEM

» In recent years, deep learning approaches
have received significant attention due to
substantial and promising out-comes in
various applications, such as computer
vision, natural language processing, and
voice. However, only a few studies have
examined the application of deep neural net-
works in identifying CCF. [3]. It uses a
number of deep learning algorithms for
detecting CCF.

» However, in this study, we choose the
Gradient Boosting Classifier model and its
layers to determine if the original fraud is the
normal transaction of qualified datasets.
Some transactions are common in datasets
that have been labelled fraudulent and
demonstrate ~ questionable  transaction
behaviour. As a result, we focus on Gradient
Boosting Classifier learning in this research

paper.
1.6.1 PROPOSED SYSTEM ADVANTAGES:

» It has an in-built capability to handle missing
values.

» Itis generally used when we want to decrease
the Bias error.

PROJECT DESCRIPTION

2.1 GENERAL:

This project aims to develop a
machine learning model using Gradient Boosting
Classifier to detect credit card fraud in the banking
industry. The model will be trained on a large
dataset of credit card transactions and will be tested
for accuracy and efficiency in identifying
fraudulent transactions. The ultimate goal is to
provide a tool that can be used by financial
institutions to prevent credit card fraud and
minimize financial losses.

3-METHODOLOGY

MODULES NAME:
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< Data Collection

< Dataset

% Data Preparation

< Model Selection

% Analyze and Prediction
< Accuracy on test set

< Saving the Trained Mod
MODULES DESCSRIPTION:

1) Data Collection:

This is the first real step towards the real
development of a machine learning model, collecting
data. This is a critical step that will cascade in how
good the model will be, the more and better data that
we get, the better our model will perform.

There are several techniques to collect the data,
manual interventions and etc. Credit Card Fraud
Detection Using State-of-the-Art Machine Learning
and Deep Learning Algorithms

2) Dataset:
The dataset consists of 1000 individual data. There
are 21 columns in the dataset.

3) Data Preparation:

Wrangle data and prepare it for training. Clean that
which may require it (remove duplicates, correct
errors, deal with missing values, normalization, data
type conversions, etc.)

Randomize data, which erases the effects of the
particular order in which we collected and/or
otherwise prepared our data

Visualize data to help detect relevant relationships
between variables or class imbalances (bias alert!), or
perform other exploratory analysis

Split into training and evaluation sets

4) Model Selection:

We used Gradient Boosting Classifier machine
learning algorithm, We got a accuracy of 91 % on test
set so we implemented this algorithm.

5) Analyze and Prediction:
In the actual dataset, we chose only 14 features:
e credit_usage : Users credit usage
e credit_history : Users credit history
e purpose : Users purpose
e current_balance : Users current balance
e Average Credit_Balance : Users average
credit balance

428

DOI: https://doi.org/10.62647/1JITCE2025V1312sPP425-434



W ;
{ International Journal of

Information Technology & Computer Engineering

e personal_status : Users personal status

e other_parties : Other parties

e property_magnitude: Users Property

e cc_age : Users age

e other_payment_plans : payment plans

e housing : housing types

e job :job types

e num_dependents : Numbers of dependents

e foreign_worker : Foreign worker yes or
no

e Class: Good or Bad

6) Accuracy on test set:
We got an accuracy of 91.7% on test set.

7) Saving the Trained Model:

Once you’re confident enough to take your trained
and tested model into the production-ready
environment, the first step is to save it into a .h5 or
.pkl file using a library like pickle.

Make sure you have pickle installed in your
environment.

Next, let’s import the module and dump the model
into .pkl file.

2.3 TECHNIQUE USED OR ALGORITHM
USED
2.3.1 EXISTING TECHNIQUE: -

»  Artificial Neural Network (ANN)

» We have used the neural network, even
though tough to train the model which would
fit fine to model for detecting a fraud in credit
card Transactions. In our model, by using an
artificial neural network (ANN) which gives
accuracy approximately equal to 100% is
best suited for credit card fraud detection.

» ANN is biologically inspired by human
brain. The neurons are interconnected in the
human brain like the same nodes are
interconnected in artificial neural network.
ANN with input, output and hidden layers.
Inputs are x1, x2...Xn and output is y.
wl...wn are the weights associated with
inputs x1...xn respectively. There are 15
hidden layers used in this neural network.
The activation function used in our credit
card fraud detection model is RELU
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2.3.2 PROPOSED TECHNIQUE USED OR
ALGORITHM USED:

» Gradient Boosting Classifier.

»  Gradient boosting algorithm can be used for
predicting not only continuous target
variable (as a Regressor) but also categorical
target variable (as a Classifier). When it is
used as a regressor, the cost function is Mean
Square Error (MSE) and when it is used as a
classifier then the cost function is Log loss.

» In order to make initial predictions on the
data, the algorithm will get the log of the
odds of the target feature. This is usually the
number of True values(values equal to 1)
divided by the number of False values(values
equal to 0)..

4-REQUIREMENTS ENGINEERING
GENERAL

We can see from the results that on each database, the
error rates are very low due to the discriminatory
power of features and the regression capabilities of
classifiers. Comparing the highest accuracies
(corresponding to the lowest error rates) to those of
previous works, our results are very competitive.

3.2 HARDWARE REQUIREMENTS

The hardware requirements may serve as the
basis for a contract for the implementation of the
system and should therefore be a complete and
consistent specification of the whole system. They are
used by software engineers as the starting point for the
system design. It should what the system do and not
how it should be implemented.

¢ PROCESSOR DUAL CORE 2

DUOS.
e RAM : 4GB DD RAM
e HARD DISK : 250 GB

3.3 SOFTWARE REQUIREMENTS

The software requirements document is the
specification of the system. It should include both a
definition and a specification of requirements. It is a
set of what the system should do rather than how it
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should do it. The software requirements provide a
basis for creating the software requirements
specification. It is useful in estimating cost, planning
team activities, performing tasks and tracking the
teams and tracking the team’s progress throughout the
development activity.

e Operating System

Windows 7/8/10
o Platform : Spyder3
e Programming Language : Python
e Front End : HTML,

CSS

3.4 FUNCTIONAL REQUIREMENTS

A functional requirement defines a function of a
software-system or its component. A function is
described as a set of inputs, the behavior, Firstly, the
system is the first that achieves the standard notion of
semantic security for data confidentiality in attribute-
based deduplication systems by resorting to the hybrid
cloud architecture.

3.5 NON-FUNCTIONAL REQUIREMENTS

The major non-functional Requirements of the
system are as follows

Usability

The system is designed with completely automated
process hence there is no or less user intervention.
Reliability

The system is more reliable because of the qualities
that are inherited from the chosen platform python.
The code built by using python is more reliable.
Performance

This system is developing in the high level languages
and using the advanced back-end technologies it will
give response to the end user on client system with in
very less time.

Supportability

The system is designed to be the cross platform
supportable. The system is supported on a wide range
of hardware and any software platform, which is built
into the system.

Implementation

The system is implemented in web environment using
Jupyter notebook software. The server is used as the
intellignce server and windows 10 professional is used
as the platform. Interface the user interface is based on
FLASK provides server system.
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DESIGN ENGINEERING
GENERAL:

Design Engineering deals with the various UML
[Unified Modelling language] diagrams for the
implementation of project. Design is a meaningful
engineering representation of a thing that is to be built.
Software design is a process through which the
requirements are translated into representation of the
software. Design is the place where quality is rendered
in software engineering.
IMPLEMENTATION

CLASS DIAGRAM :

7-CONCLUSION

The prevention of credit card fraud is essential for
increased credit card use. The financial losses suffered
by financial institutions are significant and ongoing,
and the detection of credit card fraud is becoming
more challenging, thus it is crucial to create more
efficient methods for doing so. Gradient Boosting
Classifier is used in this paper to suggest an intelligent
method for identifying fraud in credit card
transactions. We performed a number of experiments
utilising actual data. Performance analysis metrics
were used to assess the performance of the suggested
approach. According to the experimental findings, the
suggested method outperformed other machine
learning algorithms and attained the maximum
accuracy performance. The outcomes demonstrate
that the suggested method outperforms alternative
classifiers. The outcomes further emphasise the
significance and benefit of implementing an effective
parameter optimization strategy for boosting the
suggested approach's predictive capabilities.
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