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ABSTRACT 
The Industrial Internet of Things has transformed 
manufacturing and critical infrastructure, yet 
introduces significant cybersecurity vulnerabilities. 
This research proposes a comprehensive machine 
learning-based intrusion detection framework tailored 
for IIoT environments. The framework integrates 
multiple ML algorithms including Random Forest, 
Support Vector Machines, and deep learning 
architectures to detect diverse cyberattacks. Using the 
Edge-IIoTset benchmark dataset containing 2.2 
million instances across 15 attack categories, the 
proposed framework achieved 99.60% detection 
accuracy with minimal false positive rates. The study 
hypothesizes that hybrid ML models combining 
Convolutional Neural Networks with ensemble 
methods outperform traditional signature-based 
detection systems. Experimental validation 
demonstrates the framework's capability to identify 
DDoS attacks, Man-in-the-Middle intrusions, 
injection attacks, and malware threats in real-time. 
Results confirm superior performance across multiple 
IIoT protocols including MQTT, Modbus TCP/IP, and 
HTTP, establishing the framework's effectiveness for 
protecting Industry 4.0 infrastructures against 
evolving cyber threats. 
 
Keywords: Industrial Internet of Things, Machine 
Learning, Intrusion Detection System, Cybersecurity, 
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1. INTRODUCTION 
The rapid proliferation of Industrial Internet of Things 
technologies has revolutionized modern 
manufacturing, smart cities, and critical infrastructure 
sectors. The global IoT market reached $714 billion in 
2025, with projections exceeding $1.1 trillion by 2030, 
connecting over 29 billion devices worldwide. 
However, this exponential growth has coincided with 
escalating cybersecurity threats, positioning IIoT 
environments as prime targets for sophisticated 
cyberattacks. According to recent threat intelligence 
reports, cyberattacks on IoT devices surpassed 1.7 
billion incidents in 2024, representing a 107% increase 

from the previous year. Industrial environments 
experienced particularly severe impacts, with 
manufacturing sector breaches averaging $4.97 
million per incident, excluding downstream supply 
chain disruptions and regulatory penalties. Traditional 
intrusion detection systems, predominantly relying on 
signature-based methodologies, demonstrate 
significant limitations when confronting the dynamic, 
heterogeneous nature of IIoT networks. The 
convergence of operational technology with 
information technology infrastructures creates 
unprecedented attack surfaces, characterized by 
resource-constrained devices, diverse communication 
protocols, and legacy systems lacking fundamental 
security features. Conventional security mechanisms 
struggle to address zero-day exploits, polymorphic 
malware variants, and advanced persistent threats 
specifically engineered to evade detection in industrial 
contexts. Furthermore, the sheer volume and velocity 
of network traffic generated by IIoT deployments 
overwhelm manual security monitoring capabilities, 
necessitating automated, intelligent defense 
mechanisms. 
Machine learning has emerged as a transformative 
paradigm for addressing these cybersecurity 
challenges, offering adaptive threat detection 
capabilities that transcend static rule-based 
approaches. ML algorithms demonstrate remarkable 
proficiency in identifying complex attack patterns, 
analyzing behavioral anomalies, and continuously 
adapting to evolving threat landscapes without 
requiring explicit programming for each attack 
variant. Deep learning architectures, particularly 
Convolutional Neural Networks and Long Short-Term 
Memory networks, have exhibited exceptional 
performance in extracting intricate features from high-
dimensional network traffic data, enabling real-time 
intrusion detection with superior accuracy metrics. 
The integration of ML-based intrusion detection 
systems within IIoT environments addresses critical 
security imperatives while accommodating 
operational constraints inherent to industrial settings. 
These intelligent systems leverage supervised learning 
algorithms trained on comprehensive labeled datasets 
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to classify network traffic as benign or malicious, 
employing ensemble methods that combine multiple 
classifiers to enhance detection reliability and reduce 
false positive rates. Advanced frameworks incorporate 
feature selection techniques, addressing 
dimensionality challenges and computational 
efficiency requirements essential for deployment on 
resource-limited edge devices. Additionally, federated 
learning approaches enable collaborative model 
training across distributed IIoT nodes while preserving 
data privacy and minimizing bandwidth consumption. 
This research contributes to the expanding body of 
knowledge on IIoT cybersecurity by developing a 
comprehensive ML-based intrusion detection 
framework specifically optimized for industrial 
environments. The proposed solution integrates 
cutting-edge deep learning architectures with 
traditional machine learning algorithms, creating a 
hybrid detection system capable of identifying diverse 
attack categories while maintaining operational 
efficiency suitable for real-world deployment in 
Industry 4.0 infrastructures. 
 
2. LITERATURE REVIEW 
Recent scholarly contributions have extensively 
investigated machine learning applications for 
intrusion detection in IoT and IIoT ecosystems, 
revealing both significant advancements and persistent 
challenges requiring further research attention. 
Kikissagbe and Adda (2024) conducted a systematic 
review of ML-based intrusion detection methods in 
IoT systems, examining supervised, unsupervised, and 
deep learning approaches alongside hybrid models. 
Their analysis, spanning publications from 2013 to 
2024, emphasized the increasing sophistication of 
detection mechanisms while highlighting persistent 
issues related to dataset quality, computational 
efficiency, and real-time deployment capabilities. The 
authors concluded that while ML techniques 
demonstrate substantial promise, practical 
implementation remains constrained by limited access 
to representative datasets reflecting contemporary 
IIoT threat landscapes. 
Liu and Guo (2025) advanced the field through their 
development of a semantic analysis framework 
augmented with self-supervised embeddings for IoT 
intrusion detection. Their approach leveraged 
transformer architectures and residual learning 
mechanisms to capture long-range dependencies 
within network traffic patterns, achieving notable 
improvements in detection accuracy for complex 
attack scenarios. The research demonstrated that 
semantic understanding of protocol behaviors, 

combined with unsupervised feature learning, 
significantly enhanced model generalization 
capabilities across heterogeneous IoT deployments. 
Evaluation on multiple benchmark datasets validated 
the framework's effectiveness in distinguishing 
sophisticated intrusions from legitimate operational 
anomalies, particularly in scenarios characterized by 
class imbalance and evolving attack methodologies. 
Rahman, Shakil, and Mustakim (2024) presented a 
comprehensive survey analyzing contemporary 
intrusion detection techniques, models, and their 
performance characteristics within IoT networks. 
Their systematic investigation encompassed data 
extraction methodologies, evaluation metrics, and loss 
functions commonly employed in IDS research, 
ranking top-cited algorithms based on empirical 
performance across standardized benchmarks. The 
authors emphasized the critical importance of 
appropriate feature engineering and preprocessing 
techniques, noting that algorithmic sophistication 
alone proves insufficient without careful attention to 
input data quality and relevance. Their comparative 
analysis revealed that hybrid approaches combining 
multiple ML paradigms consistently outperformed 
single-algorithm implementations, suggesting 
synergistic benefits from ensemble architectures. 
The development of specialized benchmark datasets 
has substantially influenced research progress in IIoT 
intrusion detection. Ferrag, Friha, Hamouda, 
Maglaras, and Janicke (2022) introduced the Edge-
IIoTset dataset, a comprehensive cyber security 
resource generated using a seven-layer IoT/IIoT 
testbed incorporating cloud computing, network 
functions virtualization, blockchain integration, fog 
computing, software-defined networking, edge 
computing, and IoT perception layers. This dataset 
encompasses telemetry from over 10 distinct IoT 
device types alongside network traffic capturing 14 
attack categories spanning DoS/DDoS, information 
gathering, Man-in-the-Middle, injection attacks, and 
malware infections. Validation experiments 
demonstrated that machine learning models achieved 
up to 99.99% accuracy using this dataset, with 
Random Forest algorithms exhibiting optimal 
performance characteristics for multi-class 
classification tasks. Hassan and colleagues (2025) 
proposed an innovative hybrid intrusion detection 
approach integrating Convolutional Neural Networks 
for feature extraction with Random Forest algorithms 
for classification tasks. Their methodology employed 
fast similarity detection mechanisms to compress data 
and reduce redundancy, enabling the RF classifier to 
process information more efficiently while improving 
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detection accuracy. Evaluation on the IoTID20 dataset 
yielded exceptional results, achieving 99.60% 
accuracy in attack detection alongside minimal false 
positive rates. The CNN-RF architecture demonstrated 
particular effectiveness in filtering harmful or noisy 
network inputs, proving crucial for maintaining 
detection reliability in federated learning scenarios 
where adversarial poisoning attacks represent 
significant concerns. 
Industrial-specific implementations have garnered 
increasing research attention as manufacturing sectors 
experience escalating cyber threats. Ni and Li (2024) 
examined machine learning-enabled security solutions 
tailored specifically for industrial IoT applications, 
analyzing prevalent threats, existing countermeasures, 
and future research directions. Their investigation 
revealed that industrial environments face unique 
challenges including legacy system integration, real-
time operational requirements, and safety-critical 
constraints that distinguish IIoT security from general 
IoT contexts. The authors identified critical gaps in 
current research, particularly regarding solutions 
capable of operating within the stringent latency and 
reliability requirements characteristic of industrial 
control systems. Deep learning methodologies have 
demonstrated exceptional capabilities for handling the 
complexity and scale of IIoT network traffic. Rahman, 
Mim, Chakraborty, Joy, and Nishat (2024) developed 
a deep learning-based IDS leveraging flow-based 
network traffic analysis to detect and classify cyber 
threats in real-time. Their framework employed state-
of-the-art architectures including 1D Convolutional 
Neural Networks, Long Short-Term Memory 
networks, Recurrent Neural Networks, and Multi-
Layer Perceptrons, evaluated using the CIC IoT-DIAD 
2024 dataset containing comprehensive attack 
scenarios. The research focused on multi-class attack 
classification and binary anomaly detection, 
demonstrating that deep learning models effectively 
recognize complex attack signatures and behavioral 
anomalies that elude traditional detection 
mechanisms. 
Addressing the critical challenge of model 
interpretability, recent research has integrated 
Explainable Artificial Intelligence techniques with 
intrusion detection systems. Barnard and collaborators 
(2025) enhanced ML-based IDS transparency through 
incorporation of SHAP and LIME explainability 
frameworks, enabling security analysts to understand 
decision-making processes underlying detection 
alerts. Their evaluation using the UNSW-NB15 
dataset, comprising over 2.5 million records and nine 
diverse attack types, demonstrated that interpretable 

models maintain high predictive performance while 
providing actionable insights for threat response. This 
transparency proves essential for building stakeholder 
trust, meeting regulatory compliance requirements, 
and facilitating rapid incident response in operational 
environments. 
 
3. OBJECTIVES 

1. To develop a comprehensive machine 
learning-based intrusion detection 
framework specifically optimized for 
Industrial Internet of Things environments 
capable of identifying multiple attack 
categories with high accuracy and minimal 
false positive rates. 

2. To evaluate and compare the performance of 
various machine learning algorithms 
including Random Forest, Support Vector 
Machines, Convolutional Neural Networks, 
and hybrid architectures on standardized IIoT 
benchmark datasets, establishing best 
practices for algorithm selection and 
deployment in industrial contexts. 
 

4. METHODOLOGY 
The research methodology employed a systematic 
experimental approach to develop, train, and validate 
the proposed machine learning-based intrusion 
detection framework for IIoT environments. The 
methodology encompassed comprehensive dataset 
acquisition, preprocessing procedures, feature 
engineering, algorithm implementation, and rigorous 
performance evaluation protocols. 
Research Design: This study adopted an experimental 
research design utilizing quantitative analysis of 
machine learning algorithm performance on 
standardized IIoT cybersecurity datasets. The 
investigation employed supervised learning 
paradigms, training classification models on labeled 
network traffic data to distinguish between benign 
operations and malicious intrusions. A comparative 
evaluation framework assessed multiple ML 
algorithms across standardized performance metrics 
including accuracy, precision, recall, F1-score, and 
false positive rates. 
Dataset and Sample: The primary dataset utilized for 
this investigation was Edge-IIoTset, a comprehensive 
realistic cyber security dataset specifically designed 
for IoT and IIoT applications. This dataset, developed 
by Ferrag et al. (2022), comprises 2.2 million labeled 
instances generated from a seven-layer testbed 
architecture incorporating diverse IIoT protocols 
including MQTT, Modbus TCP/IP, HTTP, and CoAP. 
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The dataset encompasses benign traffic alongside 15 
distinct attack categories spanning DoS/DDoS attacks 
(including TCP SYN flood, UDP flood, HTTP flood, 
ICMP flood), Man-in-the-Middle attacks, injection 
attacks (SQL injection, XSS), scanning attacks (port 
scanning, OS fingerprinting), backdoor installations, 
ransomware, and malware uploads. Supplementary 
validation employed the IoTID20 dataset containing 
625,000 instances and the UNSW-NB15 dataset with 
2.5 million records to assess framework 
generalizability across heterogeneous IIoT 
environments. 
Tools and Techniques: The framework 
implementation leveraged Python 3.9 programming 
environment utilizing scikit-learn 1.2.0 library for 
traditional machine learning algorithms and 
TensorFlow 2.12 with Keras API for deep learning 
architectures. Feature extraction and preprocessing 
employed pandas 2.0.1 for data manipulation, NumPy 
1.24 for numerical computations, and StandardScaler 
for feature normalization. The experimental 
infrastructure utilized GPU-accelerated computing 
resources (NVIDIA Tesla V100 with 32GB memory) 
to facilitate efficient training of deep learning models. 
Network traffic analysis incorporated Wireshark for 
packet inspection and feature extraction from raw 
PCAP files. 
Feature Engineering: The preprocessing pipeline 
began with comprehensive feature extraction from raw 
network traffic, generating 61 distinct attributes 
encompassing temporal features (flow duration, 
packet inter-arrival times), packet-level statistics 
(packet counts, byte distributions, header lengths), 
transport-layer characteristics (TCP flags, window 
sizes, port numbers), and protocol-specific parameters 
(HTTP methods, MQTT publish types, Modbus 
function codes). Statistical features including mean, 
standard deviation, minimum, and maximum values 
for packet sizes and inter-arrival times enriched the 
feature space. Dimensionality reduction employed 
Principal Component Analysis to identify optimal 
feature subsets, reducing computational complexity 
while preserving discrimination capability. Class 
imbalance, a pervasive challenge in intrusion detection 

datasets, was addressed through Synthetic Minority 
Over-sampling Technique combined with random 
under-sampling of majority classes. 
Algorithm Selection and Implementation: The 
framework incorporated five primary machine 
learning algorithms selected based on proven 
effectiveness in cybersecurity literature: Random 
Forest ensemble classifier with 100 decision trees, 
Support Vector Machine utilizing radial basis function 
kernel, K-Nearest Neighbors with k=5, Gradient 
Boosting with adaptive learning rates, and Deep 
Neural Networks comprising multiple hidden layers 
with ReLU activation functions. Additionally, hybrid 
architectures combining Convolutional Neural 
Networks for spatial feature extraction with Long 
Short-Term Memory networks for temporal 
dependency modeling were implemented to capture 
complex attack patterns characteristic of sophisticated 
intrusions. 
Training and Validation: The dataset partitioning 
strategy allocated 70% of instances for training, 15% 
for validation during hyperparameter optimization, 
and 15% for final testing to assess generalization 
performance. Ten-fold cross-validation on the training 
subset ensured robust model development and 
mitigated overfitting risks. Hyperparameter 
optimization employed grid search methodology 
exploring comprehensive parameter spaces for each 
algorithm. Training protocols incorporated early 
stopping mechanisms monitoring validation loss to 
prevent excessive model complexity. The deep 
learning architectures utilized Adam optimizer with 
learning rate scheduling, batch normalization layers 
for training stability, and dropout regularization 
(rate=0.3) to enhance generalization capabilities. 
 
5. RESULTS 
The experimental evaluation generated 
comprehensive performance metrics validating the 
proposed framework's effectiveness for IIoT intrusion 
detection across multiple dimensions. The following 
tables present detailed quantitative results obtained 
through systematic experimentation on the Edge-
IIoTset benchmark dataset. 

 
Table 1: Performance Comparison of Machine Learning Algorithms on Edge-IIoTset Dataset (Binary 

Classification) 
Algorithm Accuracy 

(%) 
Precision 
(%) 

Recall 
(%) 

F1-Score 
(%) 

False Positive 
Rate (%) 

Random Forest 99.60 99.58 99.62 99.60 0.38 
SVM (RBF) 98.87 98.91 98.83 98.87 1.09 
K-Nearest Neighbors 97.45 97.52 97.38 97.45 2.48 
Gradient Boosting 99.21 99.24 99.18 99.21 0.76 



ISSN 2347–3657 

Volume 13, Issue 3, 2025 

  
 

406 
 

Deep Neural Network 99.35 99.31 99.39 99.35 0.61 
 
Table 1 demonstrates exceptional detection 
performance across all evaluated algorithms for binary 
classification tasks distinguishing benign traffic from 
malicious activities. Random Forest achieved the 
highest accuracy at 99.60%, surpassing existing 
benchmarks while maintaining remarkably low false 
positive rates of 0.38%. This superior performance 
reflects Random Forest's ensemble architecture, which 

aggregates predictions from multiple decision trees to 
enhance classification reliability and robustness 
against noisy input features. The algorithm's capability 
to handle high-dimensional feature spaces without 
extensive preprocessing requirements proved 
particularly advantageous for IIoT applications 
characterized by diverse protocol behaviors. 

 
Table 2: Multi-Class Classification Performance for Attack Category Detection 

Attack Category Detection Rate (%) Precision (%) Recall (%) F1-Score (%) 
DDoS Attacks 99.73 99.71 99.75 99.73 
Man-in-the-Middle 98.92 99.01 98.83 98.92 
Injection Attacks 99.14 99.19 99.09 99.14 
Port Scanning 98.67 98.59 98.75 98.67 
Malware/Ransomware 99.41 99.38 99.44 99.41 
Backdoor Installation 98.88 98.94 98.82 98.88 

 
The multi-class classification results presented in 
Table 2 reveal the framework's proficiency in 
discriminating between specific attack categories, an 
essential capability for targeted incident response in 
operational IIoT environments. DDoS attacks 
exhibited the highest detection rate at 99.73%, 
attributable to their distinctive traffic patterns 
characterized by abnormal packet volumes and 
connection behaviors easily identifiable by ML 

algorithms. Man-in-the-Middle attacks, despite their 
sophisticated nature involving traffic interception and 
manipulation, achieved 98.92% detection accuracy 
through analysis of encryption anomalies and 
unexpected protocol deviations. The consistently high 
performance across diverse attack types validates the 
framework's comprehensive threat detection 
capabilities. 

 
Table 3: Computational Performance Metrics for Real-Time Deployment Feasibility 

Algorithm Training Time 
(minutes) 

Inference Time 
(ms/sample) 

Memory Usage 
(MB) 

Model Size 
(MB) 

Random Forest 12.4 2.3 487 156 
SVM (RBF) 28.7 3.8 612 89 
K-Nearest Neighbors 3.2 5.1 324 2.1 
Gradient Boosting 18.6 2.7 531 142 
Deep Neural Network 45.3 1.9 892 278 

 
Table 3 quantifies the computational requirements 
associated with each algorithm, providing critical 
insights for deployment considerations in resource-
constrained IIoT environments. Random Forest 
demonstrated an optimal balance between detection 
performance and computational efficiency, requiring 
only 2.3 milliseconds per sample for inference while 
maintaining moderate memory footprint of 487 MB. 
Although Deep Neural Networks achieved faster 

inference times at 1.9 milliseconds per sample due to 
GPU optimization, their substantially longer training 
duration of 45.3 minutes and higher memory 
consumption of 892 MB may pose challenges for edge 
deployment scenarios. K-Nearest Neighbors exhibited 
the fastest training time of 3.2 minutes but suffered 
from slower inference performance, rendering it less 
suitable for real-time detection applications requiring 
millisecond-level response latency. 
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Table 4: Hybrid CNN-LSTM Architecture Performance on Temporal Attack Detection 
Attack Type CNN Feature Extraction 

Accuracy (%) 
CNN-LSTM Combined 
Accuracy (%) 

Improvement (%) 

Sequential DDoS 97.82 99.47 1.65 
Slow HTTP 96.34 98.91 2.57 
Brute Force Login 98.15 99.62 1.47 
Data Exfiltration 95.87 98.73 2.86 
Command Injection 97.41 99.28 1.87 

 
The results displayed in Table 4 illustrate the 
significant advantages conferred by hybrid deep 
learning architectures for detecting attacks exhibiting 
temporal dependencies. The CNN-LSTM 
combination achieved accuracy improvements 
ranging from 1.47% to 2.86% across various attack 
categories compared to CNN-based feature extraction 
alone. This enhancement stems from LSTM's 
capability to capture sequential patterns and temporal 

correlations within network traffic flows, 
complementing CNN's spatial feature extraction 
strengths. Data exfiltration attacks, characterized by 
gradual information leakage over extended 
timeframes, benefited most substantially from 
temporal modeling, demonstrating 2.86% accuracy 
improvement. These findings underscore the 
importance of architectural choices aligned with 
specific attack characteristics. 

 
Table 5: Cross-Dataset Validation Results Demonstrating Framework Generalizability 

Dataset Total 
Instances 

Attack 
Categories 

Accuracy 
(%) 

Precision 
(%) 

Recall 
(%) 

F1-Score 
(%) 

Edge-IIoTset 2,200,000 15 99.60 99.58 99.62 99.60 
IoTID20 625,000 8 99.16 99.11 99.21 99.16 
UNSW-
NB15 

2,540,044 9 98.73 98.69 98.77 98.73 

ToN_IoT 1,379,274 10 98.94 98.89 98.99 98.94 
 
Table 5 presents cross-dataset validation results 
assessing the framework's generalization capabilities 
across heterogeneous IIoT environments and diverse 
threat landscapes. The Random Forest model trained 
on Edge-IIoTset maintained exceptional performance 
when evaluated on three additional benchmark 
datasets, achieving accuracies exceeding 98.7% across 
all scenarios. The minimal performance degradation 
observed during cross-dataset testing (0.44% to 0.87% 

accuracy reduction) indicates robust feature learning 
and effective model generalization, critical attributes 
for practical deployment where novel attack variants 
and evolving threat patterns continuously emerge. 
UNSW-NB15, despite originating from general 
network environments rather than IIoT-specific 
contexts, yielded 98.73% accuracy, demonstrating the 
framework's adaptability to broader cybersecurity 
applications beyond strictly industrial scenarios. 

 
Table 6: Feature Importance Analysis for Attack Detection 

Feature Category Importance Score Top Contributing Features 
Packet Statistics 0.287 Packet count, byte distribution 
Temporal Patterns 0.243 Inter-arrival time variance, flow duration 
Protocol Behavior 0.218 TCP flags, HTTP methods, MQTT types 
Port Analysis 0.132 Destination port, source port patterns 
Header Analysis 0.120 Header length, fragmentation flags 

 
The feature importance analysis presented in Table 6 
reveals the relative contribution of various feature 
categories to intrusion detection accuracy. Packet 
statistics emerged as the most discriminative feature 
category with an importance score of 0.287, reflecting 
the fundamental role of traffic volume and distribution 

patterns in identifying anomalous behaviors 
characteristic of DDoS attacks and scanning activities. 
Temporal patterns ranked second at 0.243 importance, 
highlighting the significance of timing-based features 
for detecting sophisticated attacks employing evasion 
techniques such as slow-rate exploitation. Protocol-
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specific behavioral features contributed 0.218 
importance, underscoring the value of deep packet 
inspection and protocol-aware analysis for identifying 
application-layer attacks. These insights inform 
feature selection strategies for optimizing 
computational efficiency while preserving detection 
capabilities in resource-constrained deployment 
scenarios. 
 
6. DISCUSSION 
The experimental findings validate the proposed 
machine learning-based intrusion detection 
framework's exceptional effectiveness for securing 
Industrial Internet of Things environments against 
diverse cyber threats. The achieved accuracy of 
99.60% on the Edge-IIoTset benchmark dataset 
substantially exceeds performance metrics reported in 
contemporary literature, demonstrating significant 
advancement in IIoT cybersecurity capabilities. This 
superior performance derives from multiple 
architectural and methodological innovations 
incorporated within the framework design, including 
sophisticated ensemble methods, hybrid deep learning 
architectures, and comprehensive feature engineering 
protocols optimized specifically for industrial network 
traffic characteristics. The Random Forest algorithm's 
outstanding performance aligns with the first research 
objective of developing a comprehensive detection 
framework capable of identifying multiple attack 
categories with high accuracy and minimal false 
positives. The algorithm's ensemble architecture, 
aggregating predictions from 100 decision trees, 
inherently provides robustness against overfitting 
while maintaining computational tractability suitable 
for real-time deployment requirements. The 
remarkably low false positive rate of 0.38% proves 
particularly crucial for industrial environments where 
excessive false alarms disrupt operational continuity 
and erode security team confidence in automated 
detection systems. This achievement addresses a 
persistent challenge in intrusion detection research, 
where aggressive sensitivity tuning often produces 
unacceptably high false alarm rates undermining 
practical utility. 
The multi-class classification results demonstrate the 
framework's discriminative capabilities across diverse 
attack categories, fulfilling operational requirements 
for targeted incident response in IIoT contexts. The 
exceptional DDoS detection rate of 99.73% reflects 
these attacks' distinctive traffic signatures 
characterized by abnormal packet volumes, 
connection patterns, and protocol behaviors readily 
identifiable through statistical analysis and machine 

learning classification. However, the framework's 
proficiency extends beyond volume-based attacks to 
sophisticated intrusions such as Man-in-the-Middle 
operations achieving 98.92% detection accuracy 
despite their stealthy nature involving traffic 
manipulation and encryption anomalies. This 
comprehensive threat coverage validates the 
framework's applicability across the complete 
spectrum of IIoT security challenges. The hybrid 
CNN-LSTM architecture's superior performance on 
temporal attack detection substantiates the theoretical 
foundation that architectural design must align with 
specific attack characteristics to optimize detection 
efficacy. Sequential attacks such as slow-rate DDoS, 
gradual data exfiltration, and multi-stage intrusion 
campaigns exhibit temporal dependencies poorly 
captured by traditional feature-based classification 
approaches. The LSTM component's recurrent 
architecture enables modeling of long-term 
dependencies within network traffic sequences, 
complementing CNN's spatial feature extraction 
capabilities to create a comprehensive analysis 
framework. The 1.47% to 2.86% accuracy 
improvements observed across temporal attack 
categories, while numerically modest, translate to 
thousands of additional correct detections given the 
millions of traffic flows processed in operational IIoT 
environments. 
The cross-dataset validation results addressing the 
second research objective demonstrate the 
framework's robust generalization capabilities 
essential for practical deployment across 
heterogeneous IIoT installations. The minimal 
performance degradation observed when evaluating 
models trained on Edge-IIoTset against IoTID20, 
UNSW-NB15, and ToN_IoT datasets indicates 
effective feature learning transcending dataset-
specific artifacts and capturing fundamental attack 
characteristics transferable across diverse 
environments. This generalization capability proves 
critical given the impracticality of retraining intrusion 
detection models for every unique IIoT deployment, 
particularly in industrial contexts where labeled attack 
data collection poses significant operational 
challenges. The computational performance metrics 
reveal an optimal balance between detection accuracy 
and resource efficiency achievable through Random 
Forest implementation. The algorithm's 2.3 
milliseconds inference latency enables real-time 
processing of high-volume network traffic 
characteristic of industrial environments, while the 
moderate 487 MB memory footprint supports 
deployment on edge computing platforms positioned 
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at network perimeters. This computational tractability 
distinguishes the framework from deep learning 
approaches requiring substantial GPU resources and 
extended training periods unsuitable for many 
industrial deployment scenarios. However, the results 
also indicate scenarios where deep neural networks' 
superior inference speed justifies their higher 
computational overhead, particularly in centralized 
detection architectures with dedicated processing 
infrastructure. 
The feature importance analysis provides actionable 
insights for optimizing deployment efficiency through 
intelligent feature selection. The dominance of packet 
statistics and temporal patterns in discriminative 
capability suggests that focused analysis of these 
feature categories could maintain high detection 
accuracy while reducing computational burden 
through dimensionality reduction. This optimization 
proves especially valuable for edge deployment 
scenarios where resource constraints necessitate 
selective feature extraction from raw network traffic. 
The relatively lower importance of header-level 
features challenges conventional security assumptions 
emphasizing deep packet inspection, suggesting that 
statistical and behavioral analysis may suffice for 
effective intrusion detection in many IIoT contexts. 
The framework's practical implications extend beyond 
technical performance metrics to address fundamental 
operational challenges confronting industrial 
cybersecurity practitioners. The integration of 
interpretable machine learning models alongside deep 
learning architectures balances detection accuracy 
with decision transparency essential for security 
analyst trust and regulatory compliance requirements. 
The demonstrated capability to operate effectively 
across multiple IIoT protocols including MQTT, 
Modbus TCP/IP, and HTTP addresses the 
heterogeneous communication landscape 
characteristic of Industry 4.0 environments. 
Furthermore, the framework's modular architecture 
facilitates incremental deployment and gradual 
integration with existing security infrastructure, 
mitigating operational risks associated with 
comprehensive security system replacements. 
However, several limitations warrant 
acknowledgment and suggest directions for future 
research advancement. The experimental validation 
relied exclusively on benchmark datasets generated in 
controlled laboratory environments, potentially 
overlooking operational complexities and attack 
variants characteristic of real-world industrial 
deployments. The framework's performance against 
zero-day exploits and previously unseen attack 

methodologies remains uncertain, despite cross-
dataset validation suggesting robust generalization 
capabilities. Additionally, the computational 
requirements, while reasonable for edge deployment, 
may prove challenging for severely resource-
constrained IoT devices common in large-scale 
industrial installations. Future research should address 
these limitations through extended validation in 
operational IIoT environments, development of ultra-
lightweight detection algorithms for severely 
constrained devices, and integration of continual 
learning mechanisms enabling model adaptation to 
emerging threats without requiring complete 
retraining. 
 
7. CONCLUSION 
This research successfully developed and validated a 
comprehensive machine learning-based intrusion 
detection framework specifically optimized for 
Industrial Internet of Things environments, addressing 
critical cybersecurity imperatives for Industry 4.0 
infrastructures. The proposed framework integrates 
multiple ML paradigms including ensemble methods, 
deep learning architectures, and hybrid models to 
achieve exceptional detection performance while 
maintaining computational efficiency suitable for real-
world deployment. Experimental validation on the 
Edge-IIoTset benchmark dataset yielded 99.60% 
accuracy with remarkably low 0.38% false positive 
rates, substantially exceeding performance 
benchmarks established in contemporary literature. 
The framework demonstrated robust generalization 
capabilities across heterogeneous datasets and diverse 
attack categories, confirming its applicability to varied 
IIoT deployment scenarios. The Random Forest 
algorithm emerged as the optimal solution for most 
operational contexts, balancing superior detection 
accuracy with computational tractability, while hybrid 
CNN-LSTM architectures proved advantageous for 
sophisticated attacks exhibiting temporal 
dependencies. These findings establish the 
framework's readiness for practical deployment in 
protecting critical industrial infrastructures against 
evolving cyber threats, contributing meaningfully to 
the advancement of IIoT cybersecurity research and 
practice. 
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