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Abstract

The rapid proliferation of Internet of Things (IoT)
devices and the deployment of 5G networks have
significantly increased data generation at the
network edge. Traditional centralized data trading
platforms introduce challenges such as high latency,
security vulnerabilities, and unfair pricing models.
This paper presents a decentralized framework for
secure and cost-efficient data exchange in edge
computing  environments  using  blockchain
technology. A hybrid consensus mechanism, Proof-
of-Data-Trading (PoDT), is proposed to ensure
secure and  energy-efficient  validation  of
transactions. Additionally, a Rounding-based Data
Placement Algorithm (RDPA) is introduced to
optimize data distribution across relay nodes,
reducing storage and transmission costs. The system
enables peer-to-peer data trading among producers,
relays, and consumers while ensuring transparency,
integrity, and  fair incentive  distribution.
Experimental analysis demonstrates improved
performance in terms of latency, cost efficiency, and
security compared to traditional approaches.
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Introduction

The emergence of IoT technologies alongside next-
generation ~ communication  networks  has
transformed how data is generated and processed.
Devices such as smart vehicles, drones, and
wearable systems continuously produce large
volumes of data at the edge of the network.
Processing this data through centralized cloud
infrastructures often results in increased latency,
higher operational costs, and potential security risks.
Conventional data trading models rely heavily on
third-party platforms to manage transactions,
pricing, and storage. While functional, these
platforms introduce several limitations, including
lack of transparency, privacy concerns, and
dependency on centralized control. Moreover, such
systems are not well-suited for decentralized edge
environments where devices operate independently.
Blockchain technology offers a promising
alternative by enabling a distributed and tamper-
resistant ledger system. Through decentralized

consensus and smart contracts, blockchain
eliminates the need for intermediaries while
ensuring secure and transparent transactions.
However, integrating blockchain with edge
computing introduces challenges such as high
computational overhead and inefficient data
placement strategies.

To address these issues, this paper proposes a
blockchain-based data trading framework that
incorporates an optimized relay mechanism and an
efficient consensus model tailored for edge
environments.

Problem Statement

Despite advancements in edge computing and
distributed systems, several critical challenges
remain unresolved. Centralized data trading
platforms suffer from single points of failure,
limited transparency, and vulnerability to
cyberattacks. Additionally, heterogeneous edge
devices differ significantly in terms of
computational power, storage capacity, and
bandwidth availability, making uniform data
distribution inefficient.

Existing blockchain consensus mechanisms,
particularly Proof-of-Work, demand substantial
computational resources, making them unsuitable
for resource-constrained edge devices. Furthermore,
the absence of intelligent data placement strategies
leads to increased latency and unnecessary storage
costs.

Therefore, there is a need for a decentralized, secure,
and cost-efficient framework that enables reliable
data trading while optimizing resource utilization
and ensuring fairness among participants.

Proposed System

This work introduces a blockchain-enabled data
trading architecture designed specifically for edge
computing environments. The system consists of
three primary entities: data producers, relay nodes,
and data consumers.
Proof-of-Data-Trading  (PoDT)
Mechanism

The PoDT mechanism combines the strengths of
Proof-of-Work and Proof-of-Stake to achieve a
balance between security and efficiency. Instead of
relying solely on computational power, PoDT
incorporates node reputation and contribution levels

Consensus
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in the validation process. This reduces energy
consumption while maintaining system integrity.
Key features include:

Lightweight validation suitable for edge devices
Incentive-based participation

Reduced computational overhead
Rounding-Based Data Placement Algorithm
(RDPA)

Efficient data placement is critical in distributed
environments. RDPA selects optimal relay nodes
based on cost factors such as bandwidth, storage
availability, and network latency. By avoiding
random placement, the algorithm minimizes
operational expenses and improves retrieval speed.
Smart Contract-Based Data Trading

Smart contracts automate transactions between
participants, ensuring:

Secure payment execution

Tamper-proof agreements

Elimination of intermediaries

All transactions are recorded on the blockchain,
preventing fraud and double spending.

Existing System Analysis

Traditional systems utilize Proof-of-Work for
transaction validation, requiring nodes to solve
cryptographic puzzles. While effective in ensuring
data integrity, this approach introduces delays and
excessive energy consumption.

Advantages of Proposed System

The proposed framework offers several
improvements:

Enhanced security through encryption and
validation mechanisms

Reduced latency via optimized data placement
Lower operational costs through efficient relay
selection

Energy-efficient consensus model

Fair incentive distribution among participants

General

Recent advancements in edge computing and
blockchain technologies have led to the
development of various decentralized frameworks
aimed at improving data sharing, security, and
efficiency. Several researchers have explored
blockchain-based systems where metadata is stored
on-chain while actual data is distributed across
storage nodes to enable faster access. Other studies
have introduced blockchain-assisted task offloading
mechanisms that incorporate reputation-based
incentives and consensus models to enhance system
reliability and fairness. Some approaches focus on
optimizing transaction propagation and verification
processes to reduce latency in distributed
environments. In mobile edge computing scenarios,
blockchain has been utilized for efficient content
sharing and caching, enabling quicker data retrieval.
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Additionally, integrated cloud-edge platforms have
been proposed to facilitate secure data exchange
between owners and consumers while analyzing the
impact of communication constraints on
performance metrics such as latency and transaction
success rates. Hybrid consensus mechanisms
combining Proof-of-Work and Proof-of-Stake have
also been explored to address fairness in reward
distribution, while fault-tolerant algorithms have
been designed to ensure system robustness. Other
research contributions include decentralized storage
systems that improve scalability and reliability
through data replication, as well as intelligent
algorithms for optimal storage selection and
placement. Despite these developments, most
existing solutions do not adequately address cost-
efficient data relay mechanisms and optimized data
placement in heterogeneous edge environments.
Furthermore, = many  approaches fail to
simultaneously =~ minimize  latency, energy
consumption, and operational cost. To overcome
these limitations, this project proposes a blockchain-
based data relay and transaction framework with an
efficient consensus mechanism and optimized data
placement strategy to reduce both cost and delay.

Methodologies

The proposed system is structured into multiple
functional modules that collectively enable secure
and efficient data trading in a decentralized
environment. The system includes modules such as
blockchain, Proof-of-Data-Trading (PoDT), AES
encryption, SHA-256 hashing, a JSP-based
dashboard, and a MySQL database. Each module
plays a critical role in ensuring system security,
transparency, and performance.

The user interface is designed to provide secure
access through authentication mechanisms. Users
are required to register with details such as
username, password, email, and location before
accessing the system. Once registered, users can log
in to upload, search, and retrieve data. The interface
provides seamless navigation across all modules and
ensures a user-friendly interaction with the system.
The blockchain module forms the core of the system
by maintaining a decentralized and tamper-proof
ledger. All transactions, including data uploads,
purchases, and payments, are recorded in blocks that
contain timestamps, transaction details, and
cryptographic hashes linking them to previous
blocks. This ensures immutability and prevents
unauthorized modifications. Smart contracts
embedded within the blockchain automate
transaction validation and execution by verifying
conditions such as wallet balance and enforcing
profit-sharing rules between data producers and
relay nodes.

The Proof-of-Data-Trading (PoDT) mechanism is
implemented as a lightweight consensus model
designed for edge computing environments. It
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combines aspects of traditional consensus
approaches while reducing computational overhead.
Transactions are verified cryptographically, and
only valid transactions are added to the blockchain.
The mechanism also manages digital wallets for
participants, enabling automated and transparent
payment distribution. When a consumer initiates a
transaction, the system verifies the wallet balance
and distributes payments among stakeholders
without requiring intermediaries.

To ensure data integrity, the system employs SHA-
256 hashing, which generates unique hash values for
data and transactions. These hashes act as digital
fingerprints, allowing the system to detect any
unauthorized modifications. Even a minor change in
the data results in a completely different hash value,
ensuring strong integrity verification. Additionally,
each block in the blockchain contains the hash of the
previous block, creating a secure and immutable
chain.

For data confidentiality, the Advanced Encryption
Standard (AES) algorithm is used to encrypt data
before storage. This ensures that even if relay nodes
are compromised, the data remains protected. AES
is a symmetric encryption algorithm known for its
efficiency and strong resistance to attacks, making it
suitable for resource-constrained edge devices. Only
authorized users receive the decryption key after
successful  transaction completion, ensuring
controlled access to data.

The JSP dashboard provides a visual interface for
monitoring system activities. It displays uploaded
encrypted data, transaction statuses, verification
results, and user interactions. This module enhances
usability by allowing users to track system
operations in real time. The MySQL database serves
as a supporting component that stores non-critical
information such as user credentials, metadata, and
system logs. By separating critical data stored on the
blockchain from auxiliary data in the database, the
system achieves a balance between performance and
security.

Techniques and Algorithms Used

The system integrates multiple algorithms to ensure
secure, efficient, and reliable operation. The Proof-
of-Data-Trading (PoDT) consensus mechanism
plays a central role in validating transactions and
maintaining  the  blockchain. It combines
computational  verification = with  participant
contribution factors to reduce energy consumption
while ensuring security. The mechanism supports
decentralized control, prevents double spending, and
enables transparent financial transactions among
participants.

The blockchain algorithm organizes data into linked
blocks secured through cryptographic hashing. Each
block contains transaction details and a reference to
the previous block, ensuring data immutability.
Smart contracts automate transaction processing,
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enforce agreements, and eliminate the need for
third-party intermediaries.

The AES algorithm is used to encrypt sensitive data
before storage and transmission. It converts
plaintext into ciphertext using a secret key, ensuring
confidentiality and protection against unauthorized
access. Its efficiency makes it suitable for
deployment in edge environments.

The SHA-256 algorithm is employed to generate
fixed-length hash values that ensure data integrity
and authenticity. It is widely used in blockchain
systems due to its strong resistance to collisions and
preimage attacks. By integrating SHA-256, the
system ensures reliable verification and tamper
detection, thereby enhancing trust in the
decentralized environment.

REQUIREMENTS ENGINEERING

The proposed system, titled Optimized Data
Exchange and Storage in Blockchain-Enabled Edge
Computing Environments, is designed to provide a
secure, scalable, and efficient framework for
decentralized data management. The architecture
integrates  blockchain-based verification with
relational database support to enable reliable
storage, retrieval, and auditing of data. Core
components of the system include blockchain, the
Proof-of-Data-Trading (PoDT) consensus
mechanism, AES encryption, SHA-256 hashing,
and a MySQL database. Together, these modules
enable functionalities such as real-time data
encryption, tamper-resistant record keeping, fine-
grained access control, and transparent transaction
validation. The system is structured to ensure high
performance and adaptability in dynamic edge
computing environments while maintaining strict
security policies and data integrity.

Hardware Requirements

The hardware configuration plays a crucial role in
ensuring that the system operates efficiently during
development, testing, and deployment. The
minimum required setup includes a processor
equivalent to Intel Core i3 or higher, supported by at
least 4 GB of DDR4 RAM to handle computation
and concurrent operations. A standard 15.6-inch
LED monitor is sufficient for user interaction, while
a minimum of 100 GB hard disk space is required to
accommodate application files, logs, and datasets.
Peripheral devices such as a keyboard and mouse are
necessary for basic interaction, and optional
components like a webcam may be used for
advanced features such as identity verification.
Software Requirements

The system relies on a well-defined software
environment to ensure compatibility, stability, and
efficient execution. The front-end is developed
using Java EE technologies, including JSP and
Servlets, which facilitate dynamic web interaction.
Apache Maven is used for project management and
dependency handling. The backend is supported by

502



V, ;
{ International Journal of

Information Technology & Computer Engineering

MySQL (version 5.5 or above), which manages user
data and system metadata. The application is
designed to run on Windows 10 or Windows 11
operating systems and is deployed using the Apache
Tomcat 9.0 web server. For client-side access,
modern web browsers such as Google Chrome and
Mozilla Firefox are supported. Development and
debugging are carried out using the Eclipse
Integrated Development Environment (IDE), which
provides robust tools for Java-based application
development.

Functional Requirements

The functional requirements define the core
operations and behaviors of the system. The
blockchain module is responsible for securely
handling data uploads and storage. When a user
uploads data, the system encrypts the content and
segments it into blocks before storing it in a
distributed ledger. Users can also retrieve previously
uploaded data, which is displayed along with
associated metadata such as timestamps and status
information.

The Proof-of-Data-Trading (PoDT) mechanism
ensures that all stored data remains immutable and
verifiable. It generates hash values for encrypted
data and records them on the blockchain, allowing
integrity verification at any time. When a
verification request is made, the system compares
stored hash values with current data to detect any
inconsistencies or tampering,

Policy enforcement and validation processes are
incorporated to control access and maintain system
security. When a user requests access to data, the
system evaluates predefined policies and determines
whether access should be granted or denied.
Additionally, validation mechanisms check for
anomalies and ensure that stored data meets integrity
standards before being approved.

The SHA-256 module is responsible for generating
secure hash values for data and transactions. It
ensures that any modification in data can be detected
immediately. Complementing this, the AES module
provides encryption and decryption functionalities,
protecting data confidentiality. Uploaded data is
encrypted before storage, and only authorized users
with valid keys can decrypt and access it.

The JSP-based dashboard acts as the primary
interface for users, enabling them to view stored
data, monitor transaction status, and track system
activity. It provides real-time updates and simplifies
user interaction with the system. Meanwhile, the
MySQL database manages user information,
registration details, and metadata, ensuring efficient
data retrieval and system organization without
compromising blockchain security.
Non-Functional Requirements

Non-functional requirements describe the quality
attributes that the system must satisfy to ensure
reliability and efficiency. Security is a primary
concern, and the system enforces strong encryption
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using AES for data protection and SHA-256 for
safeguarding  transactions and  credentials.
Blockchain-based validation mechanisms ensure
that all operations are authenticated and resistant to
tampering or fraud.

Performance is another critical factor, as the system
must handle data uploads, transactions, and
validations with minimal delay. The PoDT
consensus mechanism is specifically designed to
reduce computational overhead, making it suitable
for resource-constrained edge devices while
maintaining fast processing speeds.

Scalability is addressed by enabling the system to
support a growing number of users, devices, and
transactions without performance degradation. The
architecture allows for expansion of relay nodes and
efficient handling of increasing data volumes in
distributed environments.

Usability is ensured through an intuitive interface
that allows users to easily upload data, manage
transactions, and monitor system activities. Clear
status indicators and simplified navigation enhance
the overall user experience, even for non-technical
users.

Reliability is maintained by ensuring continuous
data availability and consistency across all nodes.
The blockchain guarantees that records remain
immutable and synchronized, while the system
design prevents data loss, duplication, or transaction
failures. Together, these attributes ensure a robust
and dependable data trading environment.

DESIGN ENGINEERING

Design engineering provides a  structured
representation of the system’s architecture,
behavior, and interactions using Unified Modeling
Language (UML). It acts as a conceptual blueprint
that helps in visualizing, specifying, and
documenting system components and their
relationships. In this project, UML-based design is
used to model the interactions among different
entities such as producers, consumers, relay nodes,
and blockchain services, along with the associated
data flow and security mechanisms. The system,
which focuses on optimized data exchange and
storage in blockchain-enabled edge environments,
involves multiple interconnected modules that
collaboratively handle data collection, encryption,
validation, storage, and visualization. To clearly
represent these interactions, various UML diagrams
are utilized, including use case diagrams for
functional interactions, class diagrams for structural
relationships, sequence diagrams for
communication flow, activity diagrams for
workflow representation, component diagrams for
architectural  organization, and deployment
diagrams for physical distribution. Together, these
design  models provide a comprehensive
understanding of how the system ensures secure,
efficient, and transparent data trading.
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The use case representation illustrates how different

actors interact with the system within a
decentralized data trading environment. The
primary participants include the producer,

consumer, relay storage node, and the blockchain
system. The producer is responsible for registering,
authenticating, uploading data, encrypting it,
assigning pricing, and publishing it to the network.
The consumer interacts with the system by searching
for available data, requesting access, completing
payment transactions, and downloading decrypted
files after authorization. Relay nodes contribute by
storing encrypted data and facilitating retrieval
when requested. The blockchain acts as a trusted
backbone that records transactions, validates hash
values, executes smart contracts, and ensures fair
profit distribution. Additionally, the wallet module
supports financial transactions by managing
balances and automating payments. The use case
model also captures supporting operations such as

y

Relay Info

\\
N L

Verification Requests

hash generation, transaction validation, access
control enforcement, and secure key distribution.

Class Diagram

The class diagram defines the structural composition
of the system by identifying key classes and their
relationships. A general user class encapsulates
common attributes such as identification details,
authentication credentials, and wallet balance,
which are inherited by specialized classes including
producer, consumer, and relay node. The producer
class includes operations related to data uploading,
encryption, and pricing, while the consumer class
handles data search, purchase, and download
functionalities. Relay nodes are responsible for
storing and forwarding encrypted data. Additional
classes such as data item, blockchain, block,
transaction, wallet, and smart contract define the
core system logic. The blockchain manages block
creation and validation, while each block stores
transaction records along with cryptographic hash
references. Smart contracts automate transaction
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verification and payment distribution. Relationships
such as association, aggregation, and dependency
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define how these classes interact, providing a clear
structural view of the decentralized system.

Object Diagram
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The object diagram presents a runtime perspective
of the system by illustrating specific instances of
classes and their interactions during a data trading
scenario. For example, an individual producer
instance contains specific identity and wallet details,
while a consumer instance represents a user
initiating a purchase. A data item instance
corresponds to a particular uploaded file with
attributes such as name, price, and hash value. A
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the file, while a transaction instance records the
details of the purchase process, including
participants, payment amount, and status. A block
instance encapsulates transaction data within the
blockchain. These objects are interconnected
through relationships that reflect real-time
operations such as ownership, transaction initiation,
and data retrieval. This diagram provides a concrete
representation of how system components function
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together during execution.

State Chart Diagram
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The state chart diagram describes how data and
transactions transition through various stages in the
system. Initially, the system remains in an idle
condition until a producer uploads data. Once
uploaded, the data undergoes encryption and hash
generation, moving into a secured state. It is then
stored across relay nodes, making it available for
access. When a consumer requests the data, the
process transitions into a request state, followed by
payment verification through the wallet and smart
contract mechanisms. Upon successful validation,
the transaction is approved, and the system releases
the decryption key to the consumer. The data is then
accessed and downloaded, completing the process.
In cases where payment or validation fails, the
system transitions into a rejection state. This model
highlights the controlled and secure progression of
operations within the system.

Sequence Diagram

The sequence diagram illustrates the chronological
flow of interactions among system components
during a data transaction. The process begins with
the producer uploading data, which is then
encrypted and hashed before being stored in relay
nodes. The transaction is recorded on the
blockchain. Subsequently, the consumer searches
for data and initiates a purchase request. This request
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is processed by the smart contract, which verifies
wallet balance and transaction conditions. Upon
successful verification, the wallet processes
payment and distributes funds according to
predefined rules. The blockchain records the
transaction immutably. The system then generates a
decryption key, which is securely delivered to the
consumer, enabling access to the encrypted data
stored in relay nodes. This sequence demonstrates a
secure and automated transaction lifecycle.
Collaboration Diagram

The collaboration diagram emphasizes how system
components interact to achieve data trading
functionality. The producer collaborates with the
data module to upload and encrypt data, which is
stored by relay nodes. When a consumer initiates a
request, the smart contract interacts with the wallet
module to validate payment. After verification, the
blockchain records the transaction and ensures
transparency. The wallet module distributes
payments among stakeholders, and the system
generates a decryption key for authorized access.
The consumer retrieves and decrypts the data from
the relay node. This representation highlights the
relationships and communication among system
entities rather than focusing on time sequence.

Activity Diagram
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The activity diagram outlines the complete
workflow of the system from data upload to
retrieval. The process begins with user
authentication, followed by data upload and
encryption. The encrypted data is stored in relay
nodes, and corresponding transaction details are
recorded on the blockchain. A consumer then
searches for data and initiates a purchase request.
The system validates the request, processes
payment, and records the transaction. After
successful validation, the system provides the
decryption key to the consumer, enabling data
access. This workflow ensures secure, transparent,
and efficient execution of all operations.

Component Diagram

The component diagram provides a high-level view
of the system architecture by illustrating major
functional units and their interactions. These
components include the user interface, application
logic, encryption modules, smart contract system,
blockchain network, wallet management, relay
storage, and database. Each component performs a
specific role while interacting with others through
well-defined interfaces. The blockchain ensures
immutability and trust, while encryption modules
guarantee data security. The modular design
enhances scalability and maintainability.

Entity—Relationship Diagram
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The entity—-relationship model defines the database
structure supporting the system. Key entities include
producer, consumer, relay node, data item,
transaction, wallet, and block. Each entity contains
relevant attributes, and relationships define how
they interact. For instance, producers upload data
items, consumers purchase them, relay nodes store
them, and transactions record payment details. Each
transaction is linked to a block in the blockchain.
This structured representation ensures efficient data
organization and integrity.

System Architecture

The overall system architecture is designed as a
decentralized framework that integrates blockchain
technology with edge computing for secure and
efficient data trading. It consists of multiple layers,
including the presentation layer for user interaction,
the application layer for processing logic, the
blockchain layer for transaction validation, and the
storage layer for encrypted data management.
Producers, consumers, and relay nodes interact
through a web interface, while smart contracts

automate transaction verification and enforce
system rules. The blockchain maintains an
immutable ledger using the PoDT consensus
mechanism, ensuring trust and transparency.
Encrypted data is distributed across relay nodes
based on cost-efficient placement strategies, while
the wallet module manages financial transactions. A
supporting database stores metadata and user
information. This layered architecture eliminates
reliance on centralized systems, enhances
scalability, and ensures secure, tamper-proof data
exchange in edge environments.

DEVELOPMENT TOOLS

Overview

This chapter presents the programming languages,
frameworks, and development tools utilized in
implementing the proposed system. The project is
developed using the Java platform due to its
platform independence, robustness, and extensive
support for web-based applications. Technologies
such as Java, J2EE, and related frameworks are
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employed to build a scalable and secure
environment for blockchain-enabled data trading.
Among these, J2EE is selected as the primary
development platform because it provides
comprehensive  support  for  enterprise-level
applications, including web services, database
connectivity, and distributed processing. The
combination of these technologies enables efficient
implementation of system modules such as
blockchain integration, encryption, and secure data
management.

Features of Java

Java Framework

Java is a widely adopted programming language
originally developed by James Gosling and
introduced as part of the Sun Microsystems
platform. It is designed as a general-purpose, object-
oriented, and class-based language that emphasizes
portability and simplicity. Java programs are
compiled into bytecode, which can be executed on
any system equipped with a Java Virtual Machine
(JVM), enabling the well-known principle of “write
once, run anywhere.” Its syntax is influenced by
earlier languages such as C and C++, but it
eliminates many low-level complexities, making
development more efficient and secure.

The Java ecosystem provides a versatile framework
that supports a wide range of applications, from
desktop software to enterprise systems and web-
based platforms. Its built-in security features,
memory  management, and  multithreading
capabilities make it highly suitable for network-
based and distributed applications. Due to these
advantages, Java remains a dominant technology
across various domains, including cloud computing,
mobile applications, and large-scale enterprise
systems.

Objectives of Java

Java is designed to address key challenges in
software  development, including portability,
scalability, and maintainability. One of its primary
objectives is to allow developers to create
applications that can run seamlessly across different
platforms without modification. It also supports the
development of dynamic web applications, server-
side systems, and embedded solutions for resource-
constrained devices.

Another major objective is to promote code
reusability and modular design through object-
oriented programming principles. These include
inheritance, which enables new classes to extend
existing functionality; encapsulation, which ensures
data security by restricting direct access;
polymorphism, which allows methods to perform
different operations based on context; and dynamic
binding, which determines method execution at
runtime. Together, these features enhance
flexibility, reduce redundancy, and improve
software maintainability.
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Java Swing Overview

Java Swing is a graphical user interface (GUI)
toolkit that enables developers to build platform-
independent interfaces. It extends the Abstract
Window Toolkit (AWT) by providing a richer set of
components such as buttons, tables, and panels.
Swing components are typically lightweight,
meaning they are rendered using Java code rather
than relying entirely on the underlying operating
system. This approach ensures consistent
appearance and behavior across platforms.
Top-level containers such as frames and dialogs rely
on native system resources, while most interface
elements are handled within the Java environment.
Although mixing lightweight and heavyweight
components can sometimes lead to rendering issues,
proper design practices ensure smooth interface
performance. Swing plays a significant role in
creating interactive dashboards and user interfaces
within Java-based applications.

Evolution of the Collection Framework

The Java Collections Framework provides a
standardized  architecture  for storing and
manipulating groups of objects. At its core is the
Collection interface, which defines essential
operations such as adding, removing, and iterating
over elements. This framework simplifies data
handling by offering reusable data structures and
algorithms.

Collections are broadly categorized into lists, sets,
and maps. Lists maintain an ordered sequence of
elements and allow duplicates, making them suitable
for scenarios requiring indexed access. Sets, in
contrast, ensure uniqueness of elements and are
useful for eliminating duplicates. Maps store data in
key—value pairs, enabling efficient retrieval based
on unique keys.

Implementations such as array-based and linked
structures  provide flexibility depending on
performance requirements. Additionally, sorted and
navigable collections allow ordered data
management, supporting operations such as range
queries and nearest-value searches. This framework
significantly enhances productivity by providing
efficient and well-tested data handling mechanisms.
Multithreading in Java

Multithreading is a key feature of Java that enables
concurrent execution of multiple tasks within a
program. A thread represents an independent path of
execution, allowing applications to perform multiple
operations simultaneously. This is particularly
useful in scenarios where responsiveness and
performance are critical, such as handling user
interactions or processing large datasets.

Java provides two primary approaches for creating
threads: extending a thread class or implementing a
runnable interface. While extending a class allows
direct inheritance of thread behavior, implementing
an interface offers greater flexibility by enabling a
class to inherit from other parent classes as well.
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Multithreading enhances system efficiency by
improving resource utilization and enabling parallel
processing.

Java provides a comprehensive and reliable platform
for developing database-driven and distributed
applications. Its support for JDBC enables seamless
interaction with relational databases, allowing
efficient execution of queries and management of
data. Additionally, frameworks such as object-
relational mapping tools simplify the integration
between application logic and database systems,
reducing development complexity.

HTTP Request

Client Browser

HTTP Response

SOFTWARE TESTING

Software testing plays a critical role in ensuring the
quality, reliability, and correctness of a system. The
primary goal of testing is to identify defects,
inconsistencies, and  vulnerabilities  before
deployment. It involves systematically evaluating
software components, subsystems, and the complete
application to verify that they function according to
specified requirements and meet user expectations.
Testing ensures that the system performs accurately
under various conditions and does not exhibit
unacceptable failures. Different testing strategies are
employed, each targeting specific aspects of system
validation and performance.

Testing Methodology

The testing process begins with the preparation of a
structured testing plan that covers both general
system functionality and specialized features across
multiple environments and configurations. This plan
incorporates strict quality assurance procedures to
validate that the developed system adheres to the
defined requirements and operates without defects.
The methodology emphasizes systematic validation,
ensuring that all modules, interactions, and
workflows are thoroughly examined for correctness,
efficiency, and robustness.

Types of Testing

Unit Testing

Unit testing focuses on verifying the correctness of
individual components or modules in isolation. It
ensures that each unit of the application performs as
expected with well-defined inputs and outputs. This
type of testing examines internal logic, decision-
making branches, and execution paths, allowing

Session/domain data
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The language’s portability ensures that applications
can operate across different environments without
modification, while its scalability makes it suitable
for both small-scale and enterprise-level systems.
Features such as multithreading, exception
handling, and built-in security mechanisms
contribute to robust and efficient application
performance. Overall, the extensive ecosystem of
Java tools and technologies makes it an ideal choice
for implementing secure, scalable, and high-
performance systems such as the proposed
blockchain-enabled edge data trading platform.
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developers to detect and correct errors early in the
development cycle.

Functional Testing

Functional testing evaluates whether the system’s
features operate in accordance with the specified
requirements. It validates correct handling of valid
and invalid inputs, ensures expected outputs are
produced, and confirms that all functional processes
are executed accurately. This testing also verifies
interactions between system components and
external procedures.

System Testing

System testing examines the complete integrated
system to ensure that all modules function
cohesively. It validates the system’s behavior under
real-world conditions and confirms that the overall
configuration produces consistent and predictable
results. This testing phase focuses on end-to-end
workflows and integration points.

Performance Testing

Performance testing assesses the system’s
responsiveness, scalability, and efficiency under
varying workloads. It measures response time,
processing speed, and the system’s ability to handle
concurrent requests. The goal is to ensure that the
application delivers results within acceptable time
limits and maintains stability under stress.
Integration Testing

Integration testing verifies the interaction between
combined components or subsystems. It identifies
issues related to data exchange, interface
mismatches, and communication failures between
modules. This ensures seamless cooperation among
system components.

Acceptance Testing
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Acceptance testing is conducted to confirm that the
system satisfies user requirements and is ready for
deployment. It involves end-user participation to
validate functionality and usability. In this project,
acceptance testing  ensures  proper data
synchronization, accurate routing operations, and
reliable status updates within the system.

Test Plan Development

A well-structured test plan divides the system into
manageable units, each tested individually before
integration. This approach facilitates early detection
of defects and ensures efficient debugging. The
strategy enhances overall system reliability by
validating each component thoroughly before final
deployment.

FUTURE ENHANCEMENTS

The proposed blockchain-enabled edge data trading
system can be further enhanced to improve
scalability, intelligence, and real-world
applicability. Future improvements may include the
adoption of advanced consensus mechanisms to
increase transaction speed and reduce energy
consumption. The integration of artificial
intelligence can enable dynamic pricing models that
adjust data value based on demand, quality, and
usage patterns. Implementing a reputation
management system for data producers and relay
nodes can enhance trust and transparency within the
ecosystem.

Additionally, incorporating decentralized storage
technologies such as IPFS can improve data
availability and reduce reliance on specific storage
nodes. Security can be strengthened through hybrid
cryptographic techniques combining asymmetric
and symmetric encryption for secure key exchange.
Advanced authentication mechanisms, including
multi-factor ~ authentication  and  biometric
verification, can further enhance user security.

The system can also support cryptocurrency-based
payments and tokenized incentives to encourage
active participation. Smart contracts may be
extended to include dispute resolution and penalty
enforcement mechanisms. Integration of edge-based
artificial intelligence can optimize data placement
decisions dynamically. Cross-chain interoperability
can expand compatibility with multiple blockchain
platforms.  Furthermore, real-time analytics
dashboards, mobile application support, and
regulatory compliance features can make the system
more suitable for large-scale industrial deployment.

CONCLUSION AND REFERENCES
Conclusion

This project successfully presents a decentralized
framework for secure and efficient data trading in
edge computing environments using blockchain
technology. The system eliminates reliance on
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Volume 14, Issue 1,2026

centralized intermediaries by enabling direct peer-
to-peer interactions among producers, consumers,
and relay nodes. Data confidentiality is ensured
through advanced encryption techniques, while
integrity and tamper detection are achieved using
cryptographic hashing.

The integration of smart contracts provides
automation, transparency, and trust in transaction
processing and profit distribution. The proposed
consensus mechanism enhances efficiency by
reducing computational overhead while maintaining
strong security guarantees. The relay-based storage
approach improves data accessibility and reduces
latency through optimized placement strategies.
Furthermore, the system ensures fairness in revenue
sharing, prevents fraudulent activities such as
double spending, and maintains an immutable
record of all transactions. Its modular and scalable
architecture supports efficient performance across
heterogeneous environments. Overall, the proposed
solution demonstrates a reliable, secure, and cost-
effective approach for decentralized data exchange
in modern edge computing ecosystems.
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