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Abstract:

The rapid growth of online job portals has increased
accessibility for job seekers, but it has also led to a rise
in fraudulent job postings. These fake listings often
aim to deceive users by collecting personal
information or money. This project presents a machine
learning-based approach to detect fraudulent job
postings using Natural Language Processing (NLP)
techniques. The system uses TF-IDF (Term
Frequency—Inverse Document Frequency) for feature
extraction and classification algorithms such as Naive
Bayes and Support Vector Machine (SVM) to classify
job postings as real or fake. The proposed system
improves detection accuracy, reduces manual effort,
and enhances user safety in online recruitment
platforms.

Keywords: Machine Learning, TF-IDF, Naive Bayes,
SVM, Fraud Detection, NLP

1 Introduction

The increasing use of online recruitment platforms has
transformed the job search process, making it faster
and more convenient. However, this growth has also
led to a rise in fraudulent job postings that mislead
applicants by offering fake opportunities. These scams
often result in financial loss and misuse of personal
data.

Traditional detection methods rely on manual
verification or rule-based systems, which are
inefficient and not scalable. As fraudulent techniques
become more sophisticated, there is a need for an
automated and intelligent system to detect such
postings.

This project proposes a machine learning-based
system that analyzes job descriptions and classifies
them as real or fake using NLP techniques. By

automating the detection process, the system aims to
improve reliability and protect users from online job
scams.

2 Literature Survey

Recent research has focused on using machine
learning and NLP techniques to detect fraudulent job
postings and online scams. Various supervised
learning algorithms have been applied to classify job
listings based on textual features.

Some studies have used deep learning models to
improve detection accuracy by capturing complex
patterns in data. However, these approaches often
require high computational resources and large
datasets.

Other research has shown that traditional machine
learning algorithms like Naive Bayes and Support
Vector Machine (SVM), combined with TF-IDF
feature extraction, provide efficient and accurate
results for text classification tasks.

Despite these advancements, challenges such as
scalability, data imbalance, and evolving fraud
patterns still exist. The proposed system addresses
these issues by using a combination of efficient
algorithms and feature extraction techniques to
achieve better performance.

3 Methodology

The proposed system adopts a machine learning-based
approach to detect fraudulent job postings by
integrating data preprocessing, feature extraction, and
classification techniques. The system architecture is
designed to process textual job data and classify it into
genuine or fraudulent categories with high accuracy.
The dataset used in this study is obtained from Kaggle
and consists of labeled job postings containing
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features such as job descriptions, titles, and company-
related information. This dataset provides a real-world
representation of recruitment data, enabling effective
training and evaluation of machine learning models.
Initially, the collected data undergoes preprocessing to
remove noise, stop words, and irrelevant characters.
This step ensures that the textual content is cleaned
and standardized for further analysis. Following
preprocessing, Term Frequency—Inverse Document
Frequency (TF-IDF) is applied to convert textual data
into numerical vectors, allowing machine learning
algorithms to interpret the data effectively.

The system incorporates classification algorithms such
as Naive Bayes and Support Vector Machine (SVM)
to analyze the extracted features. Naive Bayes predicts
the probability of a job posting being fraudulent based
on word distributions, while SVM identifies an
optimal boundary that separates real and fake job
postings.

The integration of dataset-driven learning with feature
extraction techniques enables the system to identify
hidden patterns in job descriptions and improve
prediction accuracy. This methodological approach
ensures scalability, efficiency, and reliability in
detecting fraudulent job postings

4 Implementation and Experimental Setup
The implementation of the proposed system is carried
out using a Python-based environment supported by
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standard machine learning libraries. The system
operates in a web-based interface where users can
input job descriptions and obtain prediction results.
The dataset collected from Kaggle is divided into
training and testing subsets to evaluate model
performance under realistic conditions. During the
training phase, machine learning models such as Naive
Bayes and Support Vector Machine (SVM) learn
patterns from the dataset and adjust their parameters
accordingly. In the testing phase, the trained models
are evaluated using unseen data to measure accuracy
and consistency.

The system processes input data by applying TF-IDF
feature extraction and passing the transformed data to
the trained models for prediction. The output is then
displayed to the user, indicating whether the job
posting is real or fraudulent.

The experimental setup includes multiple test
scenarios involving different job descriptions to
analyze system performance, response time, and
prediction accuracy. The results demonstrate that the
system effectively identifies fraudulent job postings
while maintaining usability and efficiency.
Furthermore, the use of a real-world dataset enhances
the reliability and practical applicability of the system.
The integration of machine learning techniques with
efficient data processing ensures that the system can
handle large volumes of job postings and provide
accurate predictions in real-time environments.
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Conclusion

This paper presented a machine learning-based
approach for detecting fraudulent job postings using
Natural Language Processing techniques. The
proposed system utilizes TF-IDF for feature extraction
and classification algorithms such as Naive Bayes and
Support Vector Machine to analyze job descriptions
and identify fraudulent patterns.

The implementation demonstrates that the system is
capable of accurately classifying job postings as
genuine or fraudulent based on textual features. By
automating the detection process, the system reduces
manual effort and enhances the safety of job seekers
on online recruitment platforms. The use of a real-
world dataset further improves the reliability and
practical applicability of the system.

Although the system achieves effective performance,
certain limitations such as dependency on dataset
quality and evolving fraud patterns may affect
accuracy. Future work can focus on integrating
advanced deep learning techniques, real-time data
processing, and improving model robustness to handle
complex fraud scenarios.

Overall, the proposed system provides a scalable and
efficient solution for detecting fraudulent job postings
and contributes toward building a safer and more
trustworthy online job environment.
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