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Abstract

MediCloudCare is a decentralized Electronic
Health Record (EHR) management system
developed to enhance the security, privacy, and
accessibility of healthcare data. Traditional EHR
systems rely on centralized storage architectures,
which are highly vulnerable to data breaches,
unauthorized access, and limited interoperability
among healthcare providers. To overcome these
challenges, the proposed system integrates
blockchain technology with the InterPlanetary File
System (IPFS) to ensure secure and tamper-
resistant storage of medical data. In this approach,
medical records are stored in IPFS, while their
corresponding  cryptographic ~ hashes  are
maintained on the Ethereum blockchain to ensure
data integrity and transparency. The system
incorporates role-based access control, enabling
patients, doctors, and laboratories to interact
securely while giving patients full control over their
health records. Furthermore, MetaMask
authentication and smart contracts are utilized to
strengthen trust and enforce secure access policies.
An Al-powered chatbot is also integrated to improve
user interaction and accessibility. Overall,
MediCloudCare presents a secure, transparent, and
patient-centric solution for modern healthcare data
management.

Keywords—  Blockchain, EHR, IPFS, Smart
Contracts, Healthcare Security, Data Privacy,
Decentralization

INTRODUCTION

The rapid evolution of digital technologies has
significantly transformed the healthcare sector,
particularly through the adoption of Electronic
Health  Records (EHR). However, most
conventional EHR systems operate on centralized
infrastructures, which introduce critical challenges
related to data security, privacy, and ownership. In
such systems, patient information is stored in a
single database, making it vulnerable to cyberattacks
and unauthorized access. Moreover, centralized
models limit patient control over their medical data.
To address these issues, MediCloudCare proposes a
decentralized healthcare data management system
that combines blockchain technology and IPFS.
Blockchain ensures transparency, immutability, and
trust, while IPFS provides secure and distributed
storage for large medical files. This integration

enhances both data protection and accessibility
while empowering patients with greater control over
their healthcare information.

Existing System

Existing  healthcare information systems
predominantly rely on centralized databases to store
patient records. These systems often result in
fragmented data, as medical information is
distributed across multiple hospitals and
laboratories without proper integration.
Consequently, healthcare providers face difficulties
in accessing a patient's complete medical history,
which can impact the quality of care. Additionally,
centralized systems lack strong interoperability
standards, making secure data sharing between
institutions inefficient. The dependence on a single
storage system also increases the risk of system
failures and cyber threats, further compromising
sensitive patient information.

Limitations of Existing Systems

Traditional healthcare systems face several
limitations due to their centralized nature. One
major issue is the high risk of data breaches, as
centralized databases are prime targets for
cyberattacks. Furthermore, there is limited
interoperability between different healthcare
providers, which restricts seamless data exchange.
Patients also have minimal control over their own
medical records, as data access and management are
handled by institutions. Another significant
drawback is the presence of a single point of failure,
where any system malfunction or attack can disrupt
the entire database. Additionally, these systems lack
transparency, as users are often unaware of how and
when their data is accessed or modified.

Proposed System

MediCloudCare introduces a  decentralized
architecture that leverages blockchain and IPFS to
address the limitations of traditional systems.
Instead of storing large medical files directly on the
blockchain, the system stores them in IPFS, while
only their unique cryptographic hashes are recorded
on the blockchain. This approach ensures data
integrity, immutability, and efficient storage
management. Smart contracts are employed to
manage access control dynamically, allowing
patients to grant or revoke permissions to healthcare
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providers as needed. This design ensures secure,
transparent, and patient-driven data sharing.

LITERATURE SURVEY

Recent studies have highlighted the limitations of
storing large volumes of medical data directly on
blockchain networks due to high costs and
scalability issues. Researchers such as Liu et al.
(2020) and Guo et al. (2022) propose a hybrid
architecture in which blockchain is used to store
only metadata, such as cryptographic hashes, while
actual data is stored off-chain using decentralized
storage systems like IPFS. This approach ensures
efficient storage management while maintaining
data integrity and security. MediCloudCare adopts
this hybrid model to achieve scalability and cost-
effectiveness ~ while  ensuring secure data
verification.

Smart Contract-Based Access Control

Ensuring secure and flexible access control is a
critical requirement in healthcare systems. Studies
by Shuaib et al. (2022) and Wang et al. (2024)
emphasize the use of smart contracts to implement
fine-grained access control mechanisms. These
contracts allow automated enforcement of access
policies, ensuring that only authorized users can
access sensitive medical data. MediCloudCare
incorporates this concept by using smart contracts to
enable patient-controlled access, thereby improving
privacy and trust in the system.

Cloud Computing in Healthcare

Cloud computing has been widely adopted in
healthcare for its scalability and ability to provide
real-time access to medical data. Bamiah et al.
(2023) highlighted the benefits of cloud-based
systems, including improved collaboration and cost
efficiency. However, the study also identified
security concerns such as unauthorized access and
data breaches. MediCloudCare addresses these
issues by integrating blockchain technology with
decentralized storage, thereby enhancing security
while maintaining the advantages of cloud-based
systems.

REQUIREMENT ANALYSIS

Functional Requirements

The MediCloudCare system is designed with
multiple functional modules to support different
stakeholders in the healthcare ecosystem. The
patient module enables users to register, log in
securely, upload medical records, and manage
access permissions by granting or revoking
authorization to healthcare providers. Patients can
also view their complete medical history in a
structured format. The doctor module allows
authorized medical professionals to access patient
records upon receiving permission, upload
diagnoses, and provide treatment recommendations.
Additionally, the diagnostic module supports
laboratories and diagnostic centers by enabling them
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to upload test reports and share them securely with
both patients and doctors. These modules
collectively ensure seamless interaction, secure data
sharing, and efficient healthcare service delivery.
Non-Functional Requirements

The system is designed to meet several non-
functional requirements to ensure quality and
reliability. In terms of performance, MediCloudCare
provides fast response times during file uploads,
data retrieval, and blockchain transactions,
minimizing delays for users. Security is a critical
aspect, and the system ensures encrypted
communication along with blockchain-based
verification to protect sensitive medical data.
Scalability is achieved through decentralized storage
and modular architecture, allowing the system to
handle increasing users and large volumes of data
efficiently. The usability of the system is enhanced
through a simple and intuitive user interface,
enabling easy navigation for all types of users.
Furthermore, the system is designed to maintain
high availability with an uptime target of 99.9%,
ensuring continuous access to medical records.
Reliability is also emphasized, as the system
consistently performs operations without failure and
guarantees that data remains accessible whenever
required.

Computational Resource Requirements
Hardware Requirements

The system requires standard computing resources
to operate efficiently. A processor equivalent to an
Intel Core i5 is recommended to handle application
processing and blockchain interactions. A minimum
of 8 GB RAM is required to support smooth
multitasking and system performance. Additionally,
at least 256 GB of storage is necessary to
accommodate application files, databases, and
temporary data.

Software Requirements

The software requirements define the technological
framework used to develop and deploy the system.
MediCloudCare operates on Windows 10 as the
primary operating system. The frontend is
developed using React.js along with HTML and
CSS to create a responsive and interactive user
interface. The backend is implemented using
Node.js with the Express.js framework to handle
server-side logic and API communication.
MongoDB is used as the database, with Mongoose
as the Object Relational Mapping (ORM) tool for
schema management. The system is developed using
JavaScript (ES6+) as the primary programming
language. Blockchain integration is achieved using
Ethereum and Solidity for smart contract
development. IPFS is utilized for decentralized
storage of medical records, ensuring secure and
distributed data management.

Life Cycle Model

The development of MediCloudCare follows the
Iterative Process Model, which enables the system
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to be built incrementally through repeated cycles.
Instead of developing the entire system in a single
phase, the project is divided into smaller modules,
each of which is developed, tested, and refined
independently. During each iteration, all phases of
the software development lifecycle—including
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executed. After each cycle, the system is evaluated,
and improvements are made based on feedback and
identified issues. This approach allows early
detection of errors, continuous enhancement,
flexibility in accommodating changes, and
ultimately results in a more robust and high-quality

planning, requirement analysis, design, software system.
implementation, testing, and maintenance—are
. lterative Process Model
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Fig 1; Iterative Process Model

System Architecture

The architecture of MediCloudCare defines the
structure and interaction of its various components,
including the frontend, backend, blockchain
network, IPFS storage, and database. The system
processes user requests in a sequential manner,
starting from the user interface and passing through
backend services before interacting  with
decentralized components. The architecture ensures

modularity, scalability, and efficient request
handling.
Software Architecture

The software architecture outlines how different
software components interact within the system. It
includes the frontend interface, backend APIs,
database management system, and integration with
blockchain and IPFS. Each component is designed
to perform specific tasks while maintaining
seamless communication with other modules.
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Fig 2; Software Architecture

Technical Architecture
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The technical architecture focuses on the underlying
technologies and tools used to implement the
system. It includes Ethereum blockchain for storing
hashes, IPFS for decentralized file storage,
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MongoDB for metadata storage, and MetaMask for
authentication. This layered architecture ensures
secure, scalable, and efficient system performance.

MediCloudCare Technical Architecture
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Fig 3; Technical Architecture

IMPLEMENTATION

The MediCloudCare system is implemented as a
decentralized application that integrates blockchain
technology and IPFS to ensure secure and
transparent management of electronic health
records. The implementation begins with the
development of a user-friendly interface using
React.js, allowing users to interact with the system
efficiently. Medical data such as reports and
prescriptions are collected through the interface and
processed by the backend.Uploaded files are stored
in IPFS, where each file generates a unique hash that
acts as its identifier. This hash is then stored on the
Ethereum blockchain using smart contracts,
ensuring data immutability and integrity.
Authentication is handled through MetaMask,
enabling secure blockchain-based login and
transaction signing. Role-based access control is
enforced through smart contracts, ensuring that only
authorized users can access specific
records.MongoDB is used to store non-sensitive
data such as user profiles and metadata, enabling
efficient data management. The system also
incorporates logging and monitoring mechanisms to
track all activities and ensure transparency.
Additionally, an Al-based module is integrated for
report analysis and chatbot interaction, enhancing
system usability and functionality.

Technologies Used

The implementation of MediCloudCare utilizes a
combination of modern technologies. The frontend
is developed using React.js, supported by Tailwind
CSS and JavaScript for building a responsive user
interface. The backend is implemented using

Node.js and Express.js to handle server-side
operations and API communication. Smart contracts
are written in Solidity and deployed using tools such
as HardHat.

MongoDB serves as the database for storing
metadata and user-related information. IPFS is used
for decentralized storage of medical files, ensuring
secure and distributed data management. The
Ethereum blockchain is used to store file hashes and
maintain an immutable record of transactions.
MetaMask provides wallet-based authentication and
secure transaction signing. Development tools such
as Ganache and Visual Studio Code are used for
testing and implementation.

TESTING

Testing plays a crucial role in ensuring the
reliability, security, and efficiency of the
MediCloudCare system. It involves validating
system functionality, performance, and data
protection mechanisms across various modules,
including file upload, blockchain integration, access
control, and data retrieval.

Dimensions of Testing

The system is evaluated across multiple dimensions
to ensure quality. Functional testing verifies that all
system operations perform correctly, including
login, file upload, and access management.
Performance testing assesses the speed and
efficiency of operations such as file uploads and
blockchain transactions. Security testing ensures
that authentication and data protection mechanisms
prevent unauthorized access. Usability testing
evaluates the ease of use and user experience of the
system.
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Stages of Testing

Testing is conducted in multiple stages to ensure
system reliability. Unit testing focuses on individual
modules such as authentication and smart contracts.
Integration testing ensures that all system
components work together seamlessly. System
testing  validates the complete end-to-end
functionality of the application. Acceptance testing
ensures that the system meets user requirements and
expectations.
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Types of Testing

Different testing approaches are used to validate
system performance. Manual testing is performed to
verify user interface functionality and workflows.
Automated testing is used for APIs, backend
services, and smart contract execution. Regression
testing ensures that system updates do not affect
existing functionality. Security testing validates
authentication, authorization, and data protection
mechanisms.

INPUT AND OUTPUT

TERMINAL

PS C:\Users\vyshn\OneDrive\Desktop\Arogya_ personal> cd

PS C:\Users\vyshn\OneDrive\Desktop\Arogya personal\server side> node server.js

[dotenv@17.2.3] injecting env (3) from .env
[dotenv@17.2.3] injecting env (©) from .env

[dotenv@17.2.3] injecting env (©) from .env
[dotenv@17.2.3] injecting env (0) from .env
(node:11468) [MONGODB DRIVER] Warning: useNewUrlParser is a deprecated option: useNewUrlParser has no effect since Nod

e.js vriver version 4.0.¢ and will be removed in the next major version

(Use "node --trace-warnings ...

to show where the warning was created)

(node:11468) [MONGODB DRIVER] Warning: useUnifiedTopology is a deprecated option: useUnifiedTopology has no effect sin
ce Node.js Driver version 4.0.0 and will be removed in the next major version

server is running on port no. 5000
MongoDB connected

Screenshot 1: command prompt

HealthRecords dApp

Empowering Secure Decentral zed Healthcare

Privacy First

Decentralized

Screenshot 2: Home Page
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O=3206954EfaTob3f14ECeasSS3e637FC236d136473 99.97 ETH 7 &

! 9=610211630092425e0F2F293C9a1ACABI26aF305d 100.60 ETH

0=0a1352882e3FBO27202748E0F5809a65797CE4D  100.00 ETH =

©=9124A7F92DBO3b69d6C 926816222647 F1174 F27F l0e.00 ETH

O~ 3FeDBF716525587a640e7CCF361570bDEDA31108 106,68 ETH - Py &

G- f34ADDAGB23B66809918AC4IFEIb4eSIBCIBITE 100,06 ETH -4
| 8=101F799b5acE7aDD2SEA3700949ASC1d6B808F99 100,68 ETH %

Screenshot 3: Transactions

«7 Welcome to ArogyaBridge! I'm your healthcare buddy
. Ask me about your medical records, prescriptions, or
some healthy life tips!

what is fever?

Hey, | am ArogyaBridge, your healthcare assistant. Fever is
when your body's temperature rises above its normal
range, usually as a sign that your immune system is
fighting off an infection. Think of it as your body’'s internal
alarm going off, saying, "Time to heat things up and kick
those invaders out!™ Just don't try to toast marshmallows

£ : = =T s =

Screenshot 4: Al Assistance

Total Patient Files Total Prescriptions Diagnosis Reports Total Users Logins

2 2k 3

Patients Registered doct red Diagnosis Center Registered

1 1

Screenshot 5: Admin Panel

1273



{ International Journal of

Information Technology & Computer Engineering

ISSN 2347-3657
Volume 14, Issue 1,2026

Doctor's Profile

Professional and personal details at a glance

2. Vyshnavi

2004 -05-20

Female

vhnaviizZa@gmail .com

Apollo

Ophthalmology

Surgery

Surgeon

PERIEN

5

Number: 223166

Screenshot 6: Doctor’s Profile

Diagnostic Dashboard

Welcome Sravanthi!

View Profile

Create Report

Screenshot 7: Diagnostic Dashboard

Conclusion

The MediCloudCare system presents an effective
approach to managing Electronic Health Records
(EHR) through a decentralized architecture that
emphasizes security, transparency, and data
integrity. By integrating modern web technologies
with blockchain and distributed storage, the system
addresses the key limitations of conventional
centralized healthcare solutions. The combination of
the MERN stack with Ethereum blockchain and
IPFS enables secure handling of sensitive medical
data while ensuring that records remain immutable
and verifiable.A significant contribution of the

system is its patient-centric design, where
individuals are given full control over their medical
information. Through the use of smart contracts and
MetaMask authentication, patients can manage
access permissions, thereby enhancing privacy and
trust. The use of IPFS for file storage ensures
efficient and decentralized management of large
medical datasets, while blockchain technology
maintains a transparent and tamper-resistant audit
trail

Future Scope

The MediCloudCare system can be further enhanced
in several directions to improve its functionality and
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real-world applicability. One potential area of
improvement is interoperability with existing
healthcare systems. By integrating standardized
healthcare protocols and APIs, the platform can
enable seamless data exchange between hospitals,
clinics, and other medical institutions, thereby
improving coordination and continuity of care.
Another promising extension involves the
incorporation of advanced artificial intelligence
techniques. Future versions of the system could
include Al-based modules for disease prediction,
personalized  health  recommendations, and
automated medical report analysis, which would
significantly enhance decision-making capabilities
and patient support.

The integration of Internet of Things (IoT) devices
and wearable health technologies also presents an
important opportunity. By collecting real-time
physiological data from devices such as
smartwatches and fitness trackers, the system could
provide continuous health monitoring and early
detection of medical conditions.

In addition, the development of a dedicated mobile
application would improve accessibility and user
convenience, allowing patients and healthcare
providers to manage records anytime and anywhere.
Finally, the system can be scaled to support multi-
hospital environments and large healthcare
networks, enabling widespread adoption across
different regions and healthcare ecosystems.
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