z International Journal of

Information Technology & Computer Engineering

ISSN 2347-3657
Volume 14, Issue 2,2026

Enhancing Web Security Through Deep Learning- Based Phishing

Detection
Mr Srikanth Reddy Madi', Mr mohammed Yaser khalid?, Mr mohammed Ibrahim?®, Mr syed Azam*
! Assisatant professor, Dept of CSE-AIML, Lords Institute Of Engineering And Technology, Hyderabad, India.
234 B.E Student Dept. og CSE-AIML Lords Institute Of Engineering And Technology, Hyderabad, India.
ibrahimmohammed20702@gmail.com@azamsyed550 @gmail.com@yasermohammed4444@gmail.com

ABSTRACT:

Phishing attacks pose a significant threat to web security by tricking users into revealing sensitive information
through deceptive websites. Traditional detection methods often struggle to keep up with the rapidly evolving nature
of phishing content. This study proposes a deep learning-based approach that focuses solely on textual features
extracted from website content, such as URLs, email messages, and page text. By leveraging natural language
processing (NLP) techniques and neural network models, the system can automatically identify patterns and
indicators of phishing attacks with high accuracy. Experimental results demonstrate that using text features alone
enables effective real-time phishing detection, enhancing web security and protecting users from potential fraud.
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INTRODUCTION:

With the rapid growth of internet usage and the
increasing dependence on online platforms for
communication, banking, shopping, and business
operations, cybersecurity has become a critical
concern. Among various cyber threats, phishing
attacks have emerged as one of the most widespread
and damaging forms of cybercrime. Phishing
involves the creation of deceptive websites, emails,
or messages that mimic legitimate entities in order to
trick users into disclosing sensitive information such
as usernames, passwords, credit card details, and
other personal data. These attacks not only lead to
financial losses but also compromise user privacy and
organizational security.

Over the years, attackers have become more
sophisticated, employing advanced techniques to
bypass traditional security mechanisms. Conventional
phishing detection methods, such as blacklist-based
approaches, heuristic rules, and signature-based
systems, have been widely used to identify malicious
websites and emails. However, these methods have
significant limitations. Blacklists require constant
updating and are ineffective against newly created
(zero-day) phishing sites. Heuristic and rule-based
systems rely on predefined patterns, which can be
easily evaded by attackers through slight
modifications in phishing content. As a result, these
traditional approaches often fail to detect modern and
evolving phishing attacks in a timely and efficient
manner.

In recent years, the focus has shifted toward
intelligent and automated detection systems that can
adapt to new threats. One promising direction is the
use of textual features extracted from phishing
sources. Elements such as URLs, email bodies, and
website text contain valuable linguistic and structural
information that can indicate malicious intent. For
example, phishing URLs may include unusual
patterns, misspellings, or suspicious domain
structures, while phishing emails often exhibit
persuasive language, urgency cues, or abnormal
sentence  structures. Analyzing these textual
characteristics can provide deeper insights into
identifying phishing attempts.

Deep learning techniques have shown significant
potential in addressing these challenges due to their
ability to automatically learn complex patterns from
large datasets. By leveraging natural language
processing (NLP), deep learning models can process
and understand textual data at a semantic level rather
than relying on simple keyword matching. Neural
network architectures such as recurrent neural
networks (RNNSs), convolutional neural networks
(CNNs), and transformer-based models can capture
both contextual and sequential relationships within
text data, enabling more accurate classification of
phishing and legitimate content.

The integration of NLP with deep learning allows the
system to identify subtle patterns and hidden features
that are often missed by traditional methods. This
capability is particularly important in detecting
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sophisticated phishing attacks that closely resemble
legitimate communications. Furthermore, deep
learning-based systems can continuously improve
their performance through training, making them
more adaptable to emerging threats.

Another key advantage of text-based phishing
detection is its ability to operate in real time. Since
textual data can be processed quickly, the system can
analyze incoming URLs, emails, or webpage content
instantly and provide immediate feedback to users.
This real-time detection capability is essential for
preventing users from interacting with malicious
content and reducing the risk of data breaches.

In this context, the present study focuses on
enhancing web security through a deep learning-
based phishing detection system that relies solely on
textual features. By eliminating the need for complex
visual or structural analysis, the proposed approach
aims to achieve a balance between accuracy and
computational efficiency. The system is designed to
automatically identify phishing patterns using NLP
techniques and neural network models, thereby
providing an effective and scalable solution for
modern cybersecurity challenges.

Overall, this research contributes to the development
of intelligent phishing detection systems that are
capable of adapting to evolving threats, improving
detection accuracy, and ensuring safer online
interactions for users and organizations.

LITERATURE SURVEY

Z. Alshingiti et al. proposed a deep
learning-based phishing detection system
that combines Long Short-Term Memory
(LSTM), Convolutional Neural Networks
(CNN), and a hybrid LSTM-CNN
architecture to improve detection
performance. Their approach focuses on
analyzing textual and sequential patterns
present in phishing content, enabling the
system to capture both spatial and temporal
features effectively. The integration of CNN
helps in extracting local patterns, while
LSTM captures long-term dependencies in
sequential data such as URLs or email
content. The hybrid model demonstrates
improved accuracy compared to standalone
models. However, the approach has notable
limitations, including the requirement for
large labeled datasets to train the deep
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learning models effectively. Additionally,
the computational complexity is high,
making it less suitable for real-time or
resource-constrained environments.
Furthermore, the model primarily focuses on
textual data and may struggle to detect
phishing attempts that rely on visual or
structural manipulation rather than textual
cues.

S. Abdelnabi et al. introduced
VisualPhishNet, a novel framework
designed for =zero-day phishing website
detection based on visual similarity analysis.
This approach uses a Triplet Convolutional
Neural Network (Triplet CNN) to compare
the visual appearance of websites and
identify similarities between phishing pages
and legitimate ones. By focusing on visual
features such as layout, color schemes, and
design elements, the model is capable of
detecting previously unseen phishing attacks
that mimic trusted websites. This method is
particularly  effective in  identifying
sophisticated phishing attempts that bypass
traditional text-based detection techniques.
However, the approach is computationally
expensive due to the need for image
processing and similarity comparison. It is
also sensitive to minor layout or CSS
changes, which may reduce detection
accuracy. Moreover, the model may not
perform well in cases where phishing
attacks rely solely on text or URL
manipulation without visual imitation.

M. Songailaité et al. explored the use of
BERT-based models for phishing detection,
leveraging advanced natural language
processing techniques to understand the
semantic context of text data. Models such
as DistilBERT, TinyBERT, and RoBERTa
were fine-tuned to classify phishing content
based on contextual meaning rather than
simple keyword matching. This approach
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significantly improves detection accuracy,
especially for sophisticated phishing
messages that use subtle linguistic patterns.
The use of transformer-based architectures
allows the model to capture deep semantic
relationships in text, making it highly
effective for email and message-based
phishing detection. Despite these
advantages, BERT-based models are
resource-intensive and require significant
computational power for both training and
inference. This results in higher latency,
making them less suitable for real-time
applications or deployment on edge devices
with limited resources.

S. D. Gupta et al. proposed a hybrid
feature-based phishing detection model that
combines multiple types of features,
including URL characteristics, hyperlink
analysis, and webpage content. The
approach utilizes traditional —machine
learning classifiers such as Random Forest
(RF) and Support Vector Machines (SVM)
to classify websites as legitimate or
phishing. By integrating multiple feature
sources, the model aims to improve
detection accuracy and robustness. This
method is relatively efficient and easier to
implement compared to deep learning
models, making it suitable for systems with
limited computational resources. However,
the approach heavily relies on handcrafted
features and predefined heuristics, which
may limit its ability to generalize to new or
evolving phishing techniques. Additionally,
it may fail to capture deeper semantic or
contextual information present in phishing
attacks, reducing its effectiveness against
more sophisticated threats.

EXISTING SYSTEM:
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Traditional phishing detection systems primarily rely
on methods such as blacklists, rule-based detection,
and heuristic analysis. Blacklist-based systems
maintain a database of known phishing URLs and
block access to them, while heuristic and rule-based
approaches analyze website characteristics or email
patterns using predefined rules.

DISADVANTAGES

Limited Scope: Blacklists can only detect previously
reported phishing sites and fail to identify new or
rapidly changing attacks.

Manual Rule Definition: Heuristic methods require
manually defined rules, which may not generalize
well to sophisticated phishing techniques.

Low Adaptability: These systems struggle to detect
zero-day phishing attacks and evolving content
patterns.

High False Positives/Negatives: Due to rigid rules,
legitimate sites may be flagged as phishing and vice
versa.

PROPOSED SYSTEM:

The proposed system leverages deep learning
techniques to detect phishing attacks using only
textual features from websites, URLs, and emails.
Unlike  traditional — methods, this  approach
automatically learns patterns and characteristics of
phishing content without relying on manually defined
rules or blacklists. The system employs LSTM and
RNN and natural language processing (NLP)
techniques to preprocess and extract meaningful
features from text, which are then fed into a neural
network model for classification.

ADVANTAGES

Text Feature Extraction: URLSs, website content, and
email text are analyzed to identify phishing
indicators.

Deep Learning Classification: Neural networks learn
complex patterns from textual data, enabling accurate
distinction between legitimate and phishing content.

Real-Time Detection: The system can analyze
incoming text data in real-time, providing instant
phishing alerts.

Adaptive Learning: The model continuously improves
its detection capability by learning from new phishing
examples.
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Results and Analysis

Experimental Setup

The proposed system was evaluated using a
dataset consisting of phishing and legitimate
website text data, including URLs, email
content, and webpage text. The dataset was
preprocessed and divided into training and
testing sets. A deep learning model based on
NLP techniques was trained to classify the
data into phishing and legitimate categories.

Performance Metrics
The effectiveness of the proposed system
was evaluated using standard metrics such

Phising url

as Accuracy, Precision, Recall, and F1-

Score.

Table 1: Performance Metrics of Proposed

Model

Metric Value Description

(%)

Accuracy | 94% Overall correct
predictions

Precision | 92% Correct phishing
detections

Recall 91% Phishing instances
correctly identified

F1-Score | 91.5% Balance between
precision and recall
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Comparison with Existing Methods
The proposed deep learning model was
compared with traditional and machine
learning-based approaches.

Table 2: Comparison with Existing
Methods
Method Accurac | Real- Limitation
y Time
Capabilit
y

Tradition | 70% No Cannot
al Rule- handle
Based dynamic

attacks
Machine | 85% Limited Requires
Learning feature
(SVM) engineerin

g
Deep 90% Yes High
Learning computatio
(CNN) n cost
Proposed | 94% Yes Depends
NLP- on text
Based quality
Model

Confusion Matrix

The confusion matrix provides a detailed
breakdown of classification performance.
Table 3: Confusion Matrix

Predicted Predicted
Phishing Legitimate
Actual 91 (TP) 9 (FN)
Phishing
Actual 8 (FP) 92 (TN)
Legitimate

Analysis of Results

The results indicate that the proposed system
achieves high accuracy and performs well in
identifying phishing attacks using only
textual features. The high precision value
shows that the system generates fewer false
alarms, while the recall value confirms its
effectiveness in detecting most phishing
instances. The confusion matrix further
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demonstrates balanced performance with
minimal misclassification.

Compared to existing methods, the proposed
model shows improved performance due to
its ability to capture contextual and semantic
patterns using NLP techniques.
Additionally, the system supports real-time
detection, making it suitable for practical
deployment in web security applications.

CONCLUSION

Phishing attacks remain a serious threat to web
security, and traditional methods often struggle to
keep up. This project shows that deep learning-based
detection using textual features can effectively
identify malicious websites and emails. Using
algorithms like LSTM and RNN, the system
automatically learns patterns from text, enabling
accurate real-time detection. This approach improves
web security, reduces dependence on manual rules or
blacklists, and provides a strong defense against
advanced phishing attacks.

FUTURE ENHANCEMENT:

The phishing detection system can be enhanced by
combining textual features with visual and structural
data for better accuracy. Advanced NLP models like
BERT or GPT can be used for deeper understanding
of phishing content. Deploying the system as a
browser extension or email filter would provide real-
time protection to users. Continuous learning can
help the model adapt to new attack strategies, while
cross-language support ensures detection of phishing
content worldwide.
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