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Abstract: Online advertising systems face a serious 
threat from ad click fraud, which produces fraudulent 
clicks that skew campaign results and raise losses. 
This paper provides an attention-based Convolutional 
Neural Network (CNN) framework for real-time ad 
click fraud detection in order to overcome the 
shortcomings of traditional machine learning and 
deep learning models in collecting complicated 
contextual patterns. In order to improve prediction 
reliability, the suggested improvement incorporates an 
attention mechanism into the CNN design to highlight 
the most interesting characteristics and sequential 
relationships in clickstream data. Furthermore, real-
time fraud prediction via an interactive interface is 
made possible by a web-based deployment utilizing the 
Flask framework. The attention-enhanced CNN 
outperforms baseline models in terms of accuracy and 
resilience, according to experimental assessment, 
underscoring its usefulness for scalable and realistic 
ad click fraud detection in dynamic online advertising 
contexts. 
Index terms - — Ad Click Fraud Detection, Attention 
Mechanism, Convolutional Neural Network (CNN), 
Deep Learning, Clickstream Analysis, Real-Time 
Prediction, Flask Deployment, Online Advertising 
Security, Fraud Analytics, Feature Learning 
 
INTRODUCTION 
Ad click fraud is becoming a serious threat to the 
dependability and financial viability of digital 
advertising platforms due to the fast growth of online 
advertising. Inaccurate performance indicators, higher 
advertising expenses, and a decline in confidence 
between publishers and advertisers are all 
consequences of fraudulent clicks produced by 
automated bots or organized malevolent people. 
Despite the widespread use of machine learning and 

deep learning approaches to solve this problem, many 
of the models now in use have difficulty capturing the 
contextual relevance and sequential relationships seen 
in clickstream data, especially in real-time situations. 
Conventional CNN designs treat all extracted 
characteristics equally, despite the fact that 
Convolutional Neural Networks (CNNs) have shown 
great effectiveness in learning spatial and behavioral 
patterns from high-dimensional data. This restriction 
lessens their usefulness in intricate fraud situations 
when only particular behavioral or temporal 
characteristics are actually suggestive of fraudulent 
activity. Attention mechanisms, which allow models 
to choose focus on the most useful aspects, have 
emerged as a potent solution to this problem, boosting 
contextual knowledge and decision-making accuracy. 
This article proposes an attention-based CNN 
approach that prioritizes important clickstream 
characteristics during training and inference to 
improve ad click fraud detection. The model's capacity 
to spot subtle and changing fraud patterns that 
conventional CNNs and machine learning classifiers 
could miss is strengthened by the incorporation of the 
attention layer. Additionally, a Flask-based web 
interface is added to the system to enable real-time 
prediction, allowing marketers and advertising 
platforms to implement it practically. This addon 
provides a scalable and flexible method for identifying 
fraudulent ad click activity in dynamic online 
advertising ecosystems, bridging the gap between 
high-accuracy deep learning models and practical 
usability. 
 
LITERATURE SURVEY 
a) Fool Me Once: Regulating 'Fake News' and 
Other Online Advertising: 
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The opaqueness of online political advertising has 
been a recurring problem in American elections. 
American voters have been the target of 
misinformation operations since the 2016 election, 
which has made regulatory action more urgent. 
Only recently have internet corporations begun to 
favor self-regulation and support proposed 
transparency regulations. Although it is not necessary 
to regulate the content of political speech, the 
government may and should enforce transparency in 
the process. We recommend many actions to 
encourage openness. Campaign finance legislation 
should, first and foremost, mandate that platforms 
archive and make available (1) advertising that have 
appeared on their platforms and (2) the target 
demographic for those ads. Audience availability can 
be used to get around privacy concerns in addition to 
fulfilling a critical speech aim under the First 
Amendment's "marketplace of ideas" notion, which is 
to allow counter-speech. Our proposed regulation 
would encompass all online political advertising, 
including disinformation, that is distributed through 
paid social media. Second, legislation pertaining to 
online advertising transparency should be 
strengthened. Congress has a part in this as it has 
prevented regulatory agencies from acting to require 
disclosure from so-called dark money groups. Last but 
not least, the government should require social media 
businesses to offer an opt-in feature so that people may 
view content that is disputed or advertisements that are 
directly directed at them. 
b) Understanding fraudulent activities in online ad 
exchanges:  
 Online advertising, or ads, are an effective way for 
advertisers to target Web users. Ads can be customized 
based on a user's location, interests, and browsing 
patterns. Some of the most popular websites on the 
Internet rely on online advertising, which is currently 
valued at billions of dollars. In order to meet the 
massive market demand, marketplaces known as "ad 
exchanges" are utilized to manage the complex 
interactions between publishers (i.e., the websites 
hosting the advertising) and advertisers. across these 
transactions, publishers, who sell this ad space, and 
advertisers, who buy it, may dynamically broker 
traffic across ad networks to maximize profits for all 
parties. Unfortunately, the complexity of these 
systems permits a great deal of abuse by hackers, who 
profit from the advertising. 
In this article, we present a comprehensive 
examination of the operation of one of the largest ad 
exchanges and the associated security issues from the 
viewpoint of a member ad network. More specifically, 
we looked at a dataset that contained both incoming 
and outgoing ad traffic transactions for this ad 
network. Additionally, we examined information 

obtained from a command-and-control server that 
operates a botnet to perpetrate ad fraud against the 
same ad exchange. 
c) Click fraud detection for online advertising using 
machine learning: 
Advertising firms have turned their focus to online and 
in-app advertisements as social media and digital 
technologies have increased. Online advertising is the 
primary revenue stream for advertising networks, 
which serve as a conduit between advertisers and ad 
publishers. The advertising networks pay the ad 
publisher based on the number of clicks that go to 
advertisers using the pay-per-click (PPC) payment 
model. A growing security problem connected to this 
payment mechanism is click fraud. Click fraud is the 
illegal activity of clicking on pay-per-click 
advertisements to increase publishers' income or 
deplete advertisers' budgets. With unexpected 
outcomes, artificial intelligence techniques are being 
applied more and more to solve challenging issues in 
a number of academic disciplines, including 
cybersecurity. This article developed many machine 
learning models and compared their results using a set 
of evaluation metrics to identify if a user is a human or 
a bot. We used a real dataset that was gathered to 
explain user behavior on websites. We obtained a set 
of user behavior-related attributes, including the 
number of webpages seen, the duration of the 
browsing session, and the activities performed. The 
empirical data showed that all of the models under 
examination delivered good results, with the random 
forest algorithm surpassing all other algorithms across 
all assessment metrics. 
d)  Research on Information Technology with 
Detecting the Fraudulent Clicks Using 
Classification Method: 
The goal of this study is to develop an effective 
technique for spotting fraudulent clicks in 
commissioners' click logs. Based on the data they give 
about their ad clicks, we hope to predict whether or not 
a person is dangerous. Using the training data, we 
build our fraudulent click detection classification 
models. We initially create and extract characteristics 
from the above-mentioned raw log data. We choose 
models and build an ensemble model after evaluating 
classifiers. Finally, we tested our model for human 
judge reference using the real dataset. 
e) A Novel Ensemble Learning-Based Approach for 
Click Fraud Detection in Mobile Advertising: 
Click fraud is a significant financial burden on 
advertising budgets and has the potential to 
significantly reduce the profitability of the online 
advertising sector by depriving legitimate partners, 
commonly referred to as publishers, of their money. 
Fraud detection algorithms that can identify fraudulent 
activities by examining user click patterns are 
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therefore quite helpful. Based on the BuzzCity dataset, 
we propose a novel click fraud detection technique. 
The foundation of this approach is a set of novel traits 
derived from preexisting attributes. The proposed 
model is evaluated using the resulting accuracy, recall, 
and area under the ROC curve. The final ensemble 
model, which was based on six different learning 
techniques, showed stability in all three performance 
criteria. Our final model shows better results on 
training, validation, and test datasets, indicating its 
generalizability to additional datasets. 
 
METHODOLOGY 
i) Proposed Work: 
The proposed system uses an attention-based 
Convolutional Neural Network (CNN) architecture to 
improve the accuracy and reliability of ad click fraud 
detection in complex advertising situations. 
Clickstream data is initially preprocessed by encoding 
category attributes, normalizing numerical features, 
and selecting relevant features to reduce noise and 
increase learning efficiency. The CNN architecture is 
designed to extract crucial geographical and 
behavioral patterns from the processed data, while the 
integrated attention mechanism dynamically increases 
priority to major features and temporal interactions 
that plainly signal fraudulent conduct. This enables the 
model to capture contextual relevance and sequential 
linkages more accurately than conventional CNN-
based techniques. 
To ensure practical application, the proposed model is 
implemented as a real-time fraud detection system 
with a Flask-based web interface. Customers may use 
the implementation to stream or upload click data and 
receive real-time forecasts regarding the legitimacy of 
ad clicks. This real-time connectivity enhances 
platform administrators' and advertisers' usability by 
enabling continuous monitoring and quick reaction to 
fraudulent activity. The attention-enhanced deep 
learning architecture and web-based deployment 
provide a scalable, adaptable, and efficient solution 
that can handle large datasets and evolving fraud 
tendencies in online advertising ecosystems. 
ii) System Architecture: 
The system architecture of the proposed expansion is 
designed to support attention-based deep learning and 
real-time fraud detection. After being collected from 
online advertising platforms, raw clickstream data is 
routed via a preprocessing layer that handles missing 
values, encodes category attributes, and normalizes 
numerical features in order to ensure consistent data 
representation. After feature refinement, only the most 
important traits for fraud detection are retained. 
Following processing, the data is sent into a 
Convolutional Neural Network (CNN), which use 
click interactions to find patterns in behavior and 

space. An attention layer is built on top of the CNN 
feature maps to allow the model to focus on critical 
click behaviors that indicate fraudulent activity. 
Important traits and temporal patterns are given 
dynamic weights by this layer. 
In the following stage, a classification layer receives 
the attention-enhanced CNN outputs and determines if 
each click occurrence is genuine or fake. The trained 
model is implemented in a Flask-built web framework 
to enable real-time inference. By streaming live click 
records or uploading test data, users may quickly 
obtain fraud prediction conclusions. The architecture's 
flexibility and scalability allow it to be easily 
connected with large-scale advertising systems and 
changed often in response to shifting fraud patterns. 
Our end-to-end architecture effectively blends state-
of-the-art attention-based deep learning with practical, 
real-world implementation for dependable ad click 
fraud detection. 

 
Fig1 proposed architecture 
iii) Modules: 
1. Data Collection and Preprocessing Module 
This module handles the acquisition of raw 
clickstream data from advertising platforms. It 
performs data cleaning, label encoding for categorical 
features, normalization of numerical values, and 
preparation of structured inputs suitable for deep 
learning models. 
2. Feature Extraction and Refinement Module 
Relevant features are refined to reduce noise and 
improve learning efficiency. This module ensures that 
only informative attributes contributing to fraud 
detection are retained before being passed to the 
model. 
3. Attention-Based CNN Modeling Module 
This core module implements the Convolutional 
Neural Network integrated with an attention 
mechanism. The CNN extracts behavioral patterns, 
while the attention layer emphasizes critical features 
and sequential dependencies for accurate fraud 
classification. 
4. Model Training and Evaluation Module 
The attention-based CNN is trained using labeled click 
data and evaluated using performance metrics such as 
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accuracy, precision, recall, and F1-score to ensure 
robustness and reliability. 
5. Real-Time Prediction and Deployment Module 
This module deploys the trained model using a Flask-
based web interface, enabling real-time fraud 
prediction. Users can upload click data and instantly 
receive classification results, supporting practical and 
scalable fraud detection in live advertising 
environments. 
iv) ALGORITHMS: 
a) Deep Neural Network (DNN): 
DNN is a multilayer feedforward neural network that 
can represent intricate, nonlinear interactions. It 
examines varied data such as click timing, user 
behavior, and device information to detect fraudulent 
activities. DNNs learn hierarchical representations that 
boost anomaly detection and improve performance on 
large-scale datasets. 
b) Recurrent Neural Network (RNN): 
RNN is a neural network architecture designed to 
capture temporal relationships by maintaining 
recollection of prior inputs. It is used to detect 
abnormalities in time-based patterns and represent 
sequential click behavior. RNNs are quite good at 
spotting fraud situations where the sequence and 
timing of clicks are important clues. 
c) CNN with Attention Mechanism: 
The attention-enhanced CNN mixes convolutional 
feature extraction with an attention layer to focus on 
the most informative features and time steps. This 
methodology increases contextual awareness and 
sequential pattern detection in clickstream data. By 
highlighting key patterns and decreasing noise, the 
attention-based CNN delivers higher fraud detection 
performance compared to classic CNN and machine 
learning models. 
 
EXPERIMENTAL RESULTS 
Several machine learning and deep learning models 
for fraudulent click detection were tested using a 
labeled ad click dataset. The dataset was preprocessed 
by handling missing values, label encoding categorical 
variables, normalizing numerical features, and 
choosing features using Recursive Feature 
Elimination. Training and testing sets received an 
80:20 split of the processed data. Experiments showed 
that ensemble-based models capture complex feature 
interactions and manage data imbalance better than 
traditional classifiers. Several models, including 
Logistic Regression, Decision Tree, Random Forest, 
KNN, Naïve Bayes, Support Vector Machine, 
Gradient Boosting, XGBoost, and LightGBM, were 
trained and evaluated using standard performance 
metrics like accuracy, precision, recall, and F1. 
When it came to identifying fraudulent click patterns, 
Random Forest, Decision Tree, Gradient Boosting, 

and XGBoost all scored better than 98%. In 
competition with deep learning models, the Recurrent 
Neural Network replicated consecutive click action 
with 97% accuracy. With 99.73% accuracy, the 
attention-enhanced Convolutional Neural Network 
outperformed the others, highlighting the significance 
of attention processes for sequential pattern 
recognition and contextual feature weighting. These 
findings demonstrate how feature selection and 
attention-based deep learning enhance fraud detection, 
lower false positives, and offer a practical and 
expandable online advertising solution. 
The attention-based CNN achieves 99.73% accuracy 
thanks to effective data preprocessing, feature 
selection, and an attention mechanism that prioritizes 
discriminative temporal and behavioral aspects. While 
CNN-based hierarchical feature extraction enhances 
generalization and fraud detection, the attention layer 
concentrates on noteworthy click patterns to minimize 
noise. 
Accuracy: A test's accuracy is determined by its 
capacity to distinguish between healthy and ill cases. 
To gauge the accuracy of the test, find the percentage 
of examined instances that had true positives and true 
negatives. According to the computations: 
Accuracy = TP + TN /(TP + TN + FP + FN) 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
(𝑇𝑁 + 𝑇𝑃)

𝑇
 

Precision: Precision is the number of affirmative 
cases or the classification's accuracy rate. The 
following formula is applied to assess accuracy: 
Precision = True positives/ (True positives + False 
positives) = TP/(TP + FP) 

Pr 𝑒 𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

(𝑇𝑃 + 𝐹𝑃)
 

Recall: A model's ability to recognise every instance 
of a pertinent machine learning class is measured by 
its recall. The ratio of accurately predicted positive 
observations to the total number of positives indicates 
how well a model can identify class instances. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

(𝐹𝑁 + 𝑇𝑃)
 

mAP: Mean Average Precision is one ranking quality 
metric (MAP). It considers the number of relevant 
recommendations and their position on the list. MAP 
at K is calculated as the arithmetic mean of the 
Average Precision (AP) at K for each user or query. 
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F1-Score: An accurate machine learning model is 
indicated by a high F1 score. combining precision and 
recall to increase model correctness. The accuracy 
statistic quantifies the frequency with which a model 
correctly predicts a dataset. 

 
Figure 7: Test Data Upload Module 
This figure illustrates the test file upload interface, 

where users can upload CSV or Excel files containing 
click data. The uploaded data is used for real-time fraud 
prediction through the trained model. 

 

 
Figure 8: Prediction Results 
This figure presents the prediction results for 

uploaded click data. Each record is classified as Human 
Clicked or Bot Clicked, demonstrating the system’s 
ability to detect fraudulent clicks accurately. 

 
CONCLUSION 
This work provides an effective extension to ad click 
fraud detection by integrating an attention-based 
Convolutional Neural Network with real-time 
deployment capabilities. The attention mechanism 
enhances the model's ability to focus on significant 
clickstream features and contextual patterns when 
compared to conventional deep learning approaches, 
leading to more reliable and accurate fraud detection. 
Additionally, the Flask-based web interface helps 
bridge the gap between high-performance deep 
learning models and real-world advertising 
applications by enabling usable, real-time prediction. 
All things considered, the proposed extension offers a 
scalable, adaptable, and efficient means of combating 
evolving ad click fraud in dynamic online advertising 
environments. 
 
FUTURE SCOPE 

Future iterations of this system can focus on 
incorporating complex sequence-learning models, 
such as Transformer topologies, to further enhance 
long-range dependency modeling in clickstream data. 
Incremental and online learning might be added to the 
system, enabling the model to continuously adapt in 
real time to newly identified fraud tendencies. 
Additionally, it is possible to enhance detection across 
different advertising platforms while maintaining 
privacy by utilizing federated learning and anomaly 
detection techniques. Technologies for cloud-based 
and edge computing can improve deployment 
scalability, allowing the system to operate efficiently 
in large, busy online advertising environments. 
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