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PROBLEM SCOPE:

The problem scope addressed by the
"Intelligent Access Control System for
Safety Critical Areas in Industries" project
is comprehensive and multifaceted. At its
core, the project seeks to tackle the
challenges inherent in the existing safety
control and access management practices
within industrial settings. The manual
nature of safety checks during entry into
safety-critical areas is identified as a
significant issue, leading to human errors,
inconsistencies, and operational
inefficiencies. This traditional approach not
only poses potential safety risks due to the
lack of real-time verification of safety
essentials but also hampers overall
operational productivity. The scope extends
to the labor intensive and error-prone nature
of manual attendance tracking systems
currently in place, contributing to
administrative complexities. These systems
struggle to maintain precise and up-to-date
records of workers' attendance, further
compounding the challenges faced by

industrial operations. Additionally, the

project recognizes the broader implications
of these challenges on the safety and
efficiency of industrial environments. The
manual

inefficiencies  in processes

compromise workers' compliance with
safety protocols, raising concerns about
overall safety standards. The administrative
burdens imposed by outdated attendance
tracking systems create additional hurdles
for effective workforce management.
ABSTRACT

Based on the RFID technology, we
developed an intelligent building access
control and mornitoring system, with which
you can effectively control access to the
special zone, and monitor the people
entering the restricted zone timely and
accurately, and helpfully monitor and deal
with abnormal situation. Instead of the
passive monitoring and alarming in the
traditional security system, this system uses
the active control. Thus it will provide a

more effective way for safety management

of enterprises.

125



b X

nternational Journal of

Information Technology & Computer Engineering

INTRODUCTION

The project, titled "Intelligent Access
Control System for Safety Critical Areas in
Industries," presents a cutting-edge solution
to elevate safety measures and access
control in  industrial  environments.
Traditional manual checks for workers'
safety essentials, like helmets, are prone to
human error and inefficiencies. This project
introduces a transformative approach by
implementing an automated system that
utilizes advanced technologies for precise
safety compliance checks. At the heart of
this innovation is the integration of a
camera module equipped with sophisticated
object detection capabilities. Driven by
Python code, the camera performs real-time
scans of approaching workers,
autonomously identifying and verifying the
presence of mandatory safety gear. This
automated process not only expedites entry
procedures but also ensures a more accurate
adherence to

and consistent

safety

regulations.

Fig : Access for workers
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The system further optimizes attendance
tracking and access control through the
incorporation of

Identification (RFID) cards. Workers are

Radio-Frequency

equipped with RFID cards that, when
swiped, serve a dual function: recording
attendance data and granting access based
on the predefined safety criteria detected by
the camera module. This seamless
integration of RFID technology not only
simplifies administrative processes but also
enhances the overall efficiency of the
access control system. The project
leverages the capabilities of NodeMCU, an
open-source loT platform, to manage
communication and control functions
within the intelligent access control system.
Acting as a central hub, the NodeMCU
facilitates seamless coordination between
the RFID cards, the camera module, and the
backend system. This integration ensures
real-time decision-making and responsive
control over access permissions. In
practical terms, only workers meeting the
specific safety criteria detected by the
camera and possessing a valid RFID card
are granted access to safety-critical areas
within the industrial facility. Any deviation
from safety standards, such as the absence
of a helmet, triggers an automated denial of
thereby enforcing a

access, stringent

adherence to safety protocols. The project
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not only modernizes access control but also
significantly contributes to overall safety
and security in industrial settings. By
automating safety checks and access
procedures, the system not only enhances
workflow efficiency but also establishes a
new standard for safety assurance in safety-
critical areas within industries. This
amalgamation of advanced technologies
holds the potential to redefine safety
practices, setting a precedent for future
developments in industrial access control
systems.

LITERATURE SURVEY

The literature survey for the "Intelligent
Access Control System for Safety Critical
Areas in Industries" project delves into an
extensive exploration of scholarly works,
technical articles, and case studies that
collectively illuminate various facets of
access control systems, safety compliance,
and the integration of technology within
industrial environments. The examination
of traditional and contemporary access
control systems employed in industrial
settings provides crucial insights into the
challenges associated with manual access
control  processes. Emphasising the
imperative for automated and intelligent
solutions to bolster security measures and
streamline entry procedures, this body of

research underscores the pivotal role of
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advanced technologies in transforming
industrial safety practices. A significant
focus of the literature survey revolves
around the automation of safety verification
processes, leveraging technologies such as
computer vision and machine learning.
Studies investigating the efficacy of camera
modules equipped with object detection
capabilities in real-time safety essentials
validation contribute to the project's
foundational understanding. The
integration of Radio-Frequency
Identification (RFID) technology emerges
as a key theme, with research shedding light
on its advantages in facilitating efficient
access control and attendance tracking. The
dual functionality of RFID cards becomes
particularly

noteworthy, offering a

streamlined solution for both entry
authorization and attendance management.
The literature survey for the "Intelligent
Access Control System for Safety Critical
Areas in Industries" project encapsulates a
thorough exploration of scholarly works,
studies

technical articles, and case

encompassing access control systems,

safety compliance, and technology
integration within industrial settings. It
delves into the challenges associated with
manual access control, emphasising the
need for automated solutions to enhance

security measures and streamline entry
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processes. Research on the automation of

safety  verification  processes  using
computer vision and machine learning
technologies is scrutinised, particularly
focusing on the effectiveness of camera
modules with object detection capabilities.
Additionally, the survey examines the
advantages of RFID technology for
efficient access control and attendance
tracking. It explores the integration of the
Internet of Things (IoT) devices, such as
NodeMCU, for seamless communication in
intelligent  access control  systems.
Cybersecurity measures related to access
control encryption

systems, including

protocols and secure communication
channels, are highlighted. The survey also
delves into human-machine interaction,
emphasising user-friendly interfaces, and
investigates real-time monitoring, alert
systems, and the role of machine learning
algorithms in safety verification. By
synthesising these diverse sources, the
aims to offer a

literature  survey

comprehensive understanding of the
existing knowledge landscape, identify
gaps, and inform the development of an
intelligent access control system aligned
with the latest advancements and best
practices in industrial safety and technology

integration. The survey extends its purview

to the broader landscape of the Internet of
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Things (IoT) and its integration into
industrial safety practices. Notably, the
incorporation of IoT devices, such as
NodeMCU, is explored for its potential in
fostering seamless communication and
coordination  within

intelligent access

control systems. The cybersecurity
dimension of access control systems is
scrutinised, emphasising the need for

encryption  protocols and secure
communication channels to safeguard data
integrity and thwart unauthorised access
attempts.
Human-machine interaction within
industrial contexts is another crucial aspect
investigated in

the literature survey. Understanding how
workers interact with the proposed
intelligent access

control system, including the usability of
user-friendly interfaces, contributes
valuable insights to the project's design
considerations. The real-time monitoring
capabilities and alert systems discussed in
the literature underscore the importance of
immediate notifications in response to
anomalies or unauthorised access attempts,
facilitating proactive safety measures.
Furthermore, the survey encompasses
research on the integration of machine
learning algorithms into safety verification

processes. This research explores how
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machine learning enhances the accuracy of
object detection and its adaptability to
evolving safety protocols, positioning it as
a pivotal element in the development of the
intelligent access control system. In
synthesising this diverse array of sources,
the literature survey endeavours to provide
a comprehensive understanding of the
existing knowledge landscape. Identifying
gaps and  leveraging the latest
advancements and best practices in
industrial ~ safety and  technology
integration, the survey aims to lay a robust
foundation for the development of an
intelligent access control system tailored to
the dynamic needs of safety-critical areas in
industrial settings.

IMPLEMENTATION

The methodology for the "Intelligent
Access Control System for Safety Critical
Areas in Industries" project adopts a
systematic approach, commencing with a
needs assessment and objective definition.
Stakeholder engagement plays a pivotal
role in understanding safety protocols,
access control challenges, and desired
outcomes. A comprehensive literature
review follows, exploring existing research
on access control systems, safety
compliance, and technology integration in

industrial settings. The conceptual design

phase synthesises insights from the
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literature review, defining the system's
architecture, components, and
functionalities. The subsequent stage
involves the selection and integration of
technologies essential to the project,
including camera modules with object
detection capabilities, RFID cards, and IoT
devices like NodeMCU. The development
of a Python-based object detection
algorithm 1is paramount, enabling the
camera module to autonomously verify
safety essentials. Simultaneously, the
implementation of the access control
system incorporates RFID technology, with
the NodeMCU managing card swiping,
attendance

tracking, and access

authorization. Secure  communication

protocols are integrated to safeguard

sensitive data.
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Figure: Block Diagram

User-friendly interfaces are meticulously
designed for both workers and system
administrators, prioritizing clarity and

simplicity. Rigorous testing and validation

129



% .
‘Gnternatlonal Journal of

er cngmeenng

follow, evaluating the system's
functionality, reliability, and performance
under diverse conditions. The deployment
phase involves real-world implementation,
accompanied by comprehensive training
programs for users and administrators.
Monitoring mechanisms are established to
track the system's performance over time,
collecting feedback and conducting
periodic reviews. Continuous improvement
measures, informed by stakeholder
feedback, are implemented to address any
identified issues or areas for optimization.
This comprehensive methodology aims to
deliver an Intelligent Access Control
System that not only enhances safety and
efficiency but also seamlessly integrates
advanced technologies within safety-
critical areas of industrial environments.

CONCLUSION Based on the RFID
technology, we developed an intelligent
access control and monitoring system. By
means of the system the manager can
realize real-time monitoring and manage to
the doors’ situation and the work state of the
access controllers etc. The system can
provide the entrance and exit records of
people in real-time and history such that the
manager can master the access situation of
the whole or the special zones so as to
realize the automatic management in access

control and security. The system provides
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an integrated solution for enterprises’
security. In addition, the system has a great
scalability such that can be easily expanded
to realize functions such as patrol,
attendance management and personnel

positioning and so on.
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