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Abstract: The main focus of the research is on
detecting fraudulent actions in financial data using
machine learning techniques. The detection and
prevention of fraudulent transactions is of the utmost
importance in the financial industry, making this a
significant  problem. The research  presents
hyperparameters for class weight tweaking with the
goal of improving fraud detection. By adjusting these
parameters, the model is able to better distinguish
between real and fraudulent transactions, which
improves the system's ability to identify fraud. Three
well-known machine learning algorithms—CatBoost,
LightGBM, and XGBoost—are strategically used in
the research. The goal of combining these algorithms
is to improve the fraud detection approach as a whole
by capitalizing on their individual capabilities.In
order to optimize hyperparameters, the research
incorporates deep learning approaches. The fraud
detection system becomes more efficient and flexible
as a result of this integration, allowing it to better
detect developing fraud strategies. Using real-world
data, the project does comprehensive assessments.
According to these tests, when compared to other
approaches, the one that combines LightGBM with
XGBoost performs better across the board. This
proves that the suggested strategy outperforms the
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alternatives when it comes to identifying fraudulent
actions. One of its features is a Stacking Classifier
that takes into account both RandomForest and
LightGBM classifier predictions while taking certain
parameters into account. This ensemble method
improves prediction accuracy by combining the best
features of many models; the final estimator is a
GradientBoostingClassifier.

Hyperparameter, data imbalance, machine learning,
Bayesian optimization, deep learning, ensemble
learning, and data mining are some of the index
phrases.

1. INTRODUCTION

2. The proliferation of banks and the rise of
online shopping have both contributed to a
dramatic increase in the number of monetary
transactions in recent years. Online banking
has seen an increase in fraudulent
transactions, and detecting such activity has
proven difficult in the past [1, 2]. There has
always been a new pattern to credit card
theft that follows the evolution of credit
cards. Credit card theft has always evolved,
and con artists strive to make their work
seem authentic. Con artists make every
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effort to make it seem authentic. They keep
stimulating these systems in an effort to
understand how they identify fraud, which
makes fraud detection more difficult. So,
scientists are always looking for new
approaches or ways to make the current ones
work better [3].
Commercial programs often have security,
management, and monitoring flaws that
fraudsters exploit. But technology may also
help fight fraud [4]. An early detection of
fraud is critical in preventing its recurrence
[5]. Intentional and unlawful use of deceit
for monetary or personal benefit is known as
fraud. Whether done online or in-store,
credit card fraud occurs when someone uses
your card details without your permission to
make a transaction. Since cards often
provide the number, expiry date, and
verification number over the phone or
online, fraud may occur during digital
transactions [6].
Losses due to fraud may be mitigated via the
use of two mechanisms: fraud detection and
fraud prevention. Preventing fraud from
occurring is the primary goal of fraud
prevention strategies. However, in the event
that a fraudster attempts to conduct a
fraudulent transaction, fraud detection
becomes necessary. [7]. Data must be
categorized as either valid or fraudulent in
order for fraud detection in banking to be
seen as a binary classification issue [8].
Finding patterns for fraudulent transactions
manually is either difficult or takes a long
time due to the vast number of financial data
and datasets that include a big quantity of
transaction data. Consequently, algorithms
that rely on machine learning are crucial for
detecting and predicting fraud [9].
The capacity to efficiently manage massive
datasets and identify fraud is enhanced by
machine learning algorithms and powerful
processing capabilities. [15] Additionally,
deep learning and machine learning
algorithms provide quick and effective
answers to issues that arise in real time [10].
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Using optimized algorithms such as
LightGBM, XGBoost, CatBoost, and
logistic  regression  separately, majority
voting combined methods, deep learning,
and hyperparameter settings, we present an
effective method for detecting credit card
fraud in this paper. The method has been
tested on publicly available datasets. More
fraudulent cases should be detected by an
ideal fraud detection system, and the
accuracy of those cases should be high; in
other words, all results should be correctly
detected. This will go a long way toward
earning customers' trust and preventing the
bank from losing money because of false
positives.

LITERATURE SURVEY

The fact that fraud patterns are so varied and
ever-changing is the biggest obstacle to
preventing fraud in online transactions. [1]
This work presents two new approaches to
the problem of fraud pattern detection: fraud
islands (link analysis) and a multi-layer
machine learning model [10, 15, 20]. To
find hidden complex fraud patterns in a
network, researchers use link analysis to
create "Fraud Islands" and study the
connections between various fraudulent
organizations. Because fraud patterns are so
varied, a multi-layer paradigm is necessary
for their handling. There are now several
routes that contribute to the determination of
fraud labels. These include the decision-
making process inside banks, the rejection
choices made by human review agents, the
fraud alerts generated by banks, and the
chargeback requests made by consumers.
The bank, the human review team, and the
fraud machine learning model are all
potential fraud risk prevention forces, and it
is reasonable to believe that they may detect
distinct fraud patterns. The results of the
tests demonstrated that the accuracy of fraud
choices may be greatly enhanced by
combining a small number of machine
learning models that were trained using

315



&

nternational Journal of

Information Technology & Computer Engineering

various fraud labels [10].
Cases of fraudulent invoicing are on the
increase with the exponential growth of
health-supporting programs funded by both
the public and commercial sectors. [9]
Because there are so many moving parts and
interdependent  variables in healthcare
systems—including providers, patients, and
services—the detection of fraudulent
transactions is a top priority. Therefore, in
order to bring accountability to health
assistance programs, it is necessary to create
smart fraud detection models that can
identify fraudulent medical billing instances
by identifying the gaps in current processes.
In addition, it is important to maximize the
clients  medical  advantages  while
minimizing the service provider's financial
burden. [2] Using sequence mining
principles, this research introduces a new
process-based fraud detection approach for
healthcare insurance claims fraud detection.
In place of identifying frauds via the
production of service sequences within each
specialty, recent study has focused on
amount-based analysis or medicine versus
illness  sequential  analysis.  Regular
sequences of varying pattern lengths are
produced using the suggested technique.
Each sequence has its own set of confidence
values and a corresponding degree of
confidence. A comparison is made between
the actual patient values and the often
occurring sequences and confidence values
for each hospital's specialty that are
generated by the sequence rule engine [2, 7,
9]. Since these two sequences don't match
up with the rule engine's sequences, it finds
out when anything is wrong. A local
hospital's transactional data from the
previous five years, which contains several
reported occurrences of fraud, is used to
verify the process-based fraud detection
technique.

As the economy and stock market have
continued to thrive, the use of credit cards
has also been on the rise. There has been a
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corresponding  uptick in  the scam
enterprises. Given this context, detecting
fraud has grown in importance. This task is
made considerably more difficult by the
imbalanced dataset, because the fraction of
fraud is far smaller than the genius
transaction. In this research, we primarily
discuss how to use boosting approaches to
deal with the credit card fraud detection
issue. We also provide a short comparison of
different boosting methods [29, 30].
As the number of online stores and payment
methods continues to skyrocket, credit card
theft has emerged as a major concern on a
worldwide scale. Credit card fraud detection
using machine learning algorithms as a data
mining approach has recently attracted a lot
of attention. But then a lot of problems arise,
such unequal class sizes, different types of
fraud, and a dearth of publicly accessible
data sets. [5] In this study, we evaluate the
efficacy of three ML algorithms—Logistic
Regression, Random Forest, and Support
Vector Machine—in identifying fraudulent
activities using actual credit card transaction
data [20]. Our use of the SMOTE sampling
approach helps to reduce the impact of
unequal class sizes. Using incremental
learning of chosen ML algorithms in tests,
the issue of constantly evolving fraud
tendencies is taken into account. Two widely
used metrics, recall and precision, are used
to assess the methods' efficacy.
The financial services industry has a major
issue with credit card fraud. Annually, credit
card fraud costs businesses and consumers
billions of dollars. Confidentiality concerns
have prevented several studies from
examining actual credit card data. This work
presents a method for detecting credit card
fraud using machine learning techniques
[10, 15, 20]. At initially, we utilize standard
models. Subsequently, systems that combine
AdaBoost with majority voting techniques
are used. The effectiveness of the model is
tested using a credit card dataset that is
accessible to the public. [6]After that, we
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look at a credit card data collection that a
bank really has. Also, to make sure the
algorithms are as strong as possible, we
introduce noise to the data samples. The
majority voting mechanism successfully
detects credit card theft at high rates,
according to the  testing data.
In the US, healthcare fraud is a costly white-
collar crime that affects many people. The
public pays for fraud either via higher
premiums or catastrophic damage to
recipients [2, 7]. To counter this social
danger, digital healthcare fraud detection
technologies must rapidly advance. Digital
healthcare innovations are challenging to
deploy due to the heterogeneity and
complexity of data systems and health
models in the United States. In healthcare
fraud detection, the ultimate purpose is to
offer investigators leads that may be further
investigated in the hopes of recovering
losses, recovering funds, or reporting the
case to the proper authorities. Systematic
reviews and summaries of healthcare fraud
detection techniques are provided in this
article [7]. The following is a table
containing a list of peer-reviewed
publications that have been published in this
field of study. Each article includes an
abstract, major points, conclusions, and data
attributes. The possible problems that may
arise when using these technologies to actual
healthcare data will be covered. To address
these deficiencies, the authors suggest other
areas for further study in this field.
5. METHODOLOGY

i) Proposed Work:

Using machine learning methods, the project presents
a state-of-the-art solution for detecting fraud in
financial data. Class weight-tuning and Bayesian
optimization, using methods such as [29, 30, 31,
32]CatBoost, LightGBM, and XGBoost, improve its
performance. To make sure it can detect and prevent
fraudulent activity, the system is evaluated
thoroughly using real-world data and important
metrics, and deep learning is used to further fine-tune
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it. Included in it is a Stacking Classifier that, given
certain parameters, combines the predictions of
RandomForest and LightGBM [17, 28]. This
ensemble method improves prediction accuracy by
combining the best features of many models; the final
estimator is a GradientBoostingClassifier. To further
enhance the system's usability and usefulness in real-
world fraud detection apps, we have designed a user-
friendly Flask framework that is linked with SQLite.
This framework has signup and signin functions,
which  allow for efficient user testing.
ii) Architecture of the System: Credit card transaction
information, including characteristics and labels that
indicate authenticity or fraud, are input into the
system as raw data. In order to get the data ready for
machine learning, it is preprocessed using methods
like feature extraction and selection. A training set is
used for developing models, while a test set is used to
evaluate their performance. The dataset is separated
into these two parts. To make ML algorithms run
more smoothly, hyperparameters are fine-tuned via
Bayesian optimization. To guarantee the model's
resilience, machine learning methods including
XGBoost, CatBoost, LightGBM, and [17] are used to
the training data using 5-fold cross-validation. We
have also investigated the possibility of including a
stacking classifier into the project. To measure how
well the algorithms identify credit card fraud with
few false positives, we use a variety of assessment
indicators.

)

RAW Data

Model Evaluation
Data Preprocessing

Splitting data into
training & testing

Bayesian Optimization

Fig 1 Proposed architecture

iii) Dataset collection:
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CREDIT CARD FRAUD DATASET: To train our
machine learning algorithms, we used the Credit Card
Fraud Detection dataset that we received from
Kaggle. There were other transaction-related
characteristics in the original dataset, such as
"Amount,” "Time,"” and "V1" through "V28." To
provide successful fraud detection training without
compromising sensitive information, we have omitted
precise data about these original features for privacy
and security reasons. The five most important rows in
the dataset used to identify credit card fraud are
therefore these. With that said, it has 32 columns,
some of which are seen here [6, 17].

« Qoo

Fig 2 NSL KDD dataset

iv) Data Processing:

Processing data entails making sense of raw data for
companies.  Collecting,  organizing, cleaning,
validating, analyzing, and transforming data into
understandable representations like graphs or papers
are all part of data processing. There are three main
ways that data may be processed: mechanically,
electronically, or by hand. Improving the usefulness
of data and making decisions easier are the goals.
Companies may then use this information to make
better strategic choices and enhance their operations.
Software development and other forms of automated
data processing are crucial here. Quality management
and decision-making may benefit from its ability to
transform massive data sets, particularly big data,
into actionable insights.
v) Feature selection refers to the process of
identifying which characteristics are most relevant,
consistent, and free of duplication before building a
model. With the proliferation of datasets comes the
need to systematically reduce their sizes. The primary

ISSN 2347-3657

Volume 12, Issue 2, 2024

objective of feature selection is to decrease the
computational cost of modeling while simultaneously
improving the performance of a predictive model.
An essential part of feature engineering is feature
selection, which entails picking out the most relevant
characteristics to feed into ML algorithms. By
removing superfluous or unimportant characteristics
and keeping just the most important ones, feature
selection strategies help to decrease the amount of
input variables used by machine learning models.
Rather than relying on the machine learning model to
prioritize features, it is recommended to undertake
feature selection beforehand.
the sixth section, algorithms:
The Light Gradient Boosting Machine, or LGBM for
short, is an efficient gradient boosting system that
does great job with massive datasets. It's ideal for
jobs like fraud detection because to its reputation for
speed and accuracy. In order to optimize the boosting
process and achieve quicker convergence, LGBM
constructs an ensemble of decision trees [28].

Fig 3 LGBM

XGBoost (Extreme Gradient Boosting): One other
gradient boosting technique with several applications
in machine learning is XGBoost. Its performance and
resilience have made it famous. Important for fraud
detection, XGBoost's regularized gradient boosting
architecture makes it adept at managing unbalanced
datasets.
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def xgb_cv(learning rate, max_depth, n_estimstors):
sodel - XGEClassifier(learning rate = learni

wax_depth « i

n_estimators = i

scale_pos_weight

e,
max_depth)),
d(n_estimators)),

)
cv = StratifiedkFold(n_splitses)

scores = cross_validate(model, X_train, y_train, cvecv, scoringe'neg log loss')
return np.mean(scores|

from bayes_opt import BayesianOptimization
xgbBO = BayesianOptimization(xgb_cv, parsms)

start = time.time()
xgbBO. maximize(init_points«5, n_iter = 8, acqe'el’)

print(‘It takes Xs m

X ((time.time() - start)/60))

params_xgb = xgbBO.max[
params_xgb[ ‘max_depth'] params_xgbl 'm th'])
nd(parans_xgb
und((params_xgb[

Fig 4 XGBoost

CatBoost (Categorical Boosting): To efficiently
deal with categorical characteristics, the developers
of the gradient boosting toolkit created CatBoost.
This makes it simpler to deal with datasets that
include categorical data by automating their
treatment. It's practical for handling real-world
financial data, resilient, and well-suited to avoiding
overfitting [29, 30, 31, 32].

# create purpose function

import catboost as cgb

from bayes_opt import BayesisnOptimizstion

def cat_cv(learning rate, depth, iterations):

model - CatBoostClassifier(learning rate » learning rate,

depth « int
iterations = ir
closs_weights
)

tions)),
}iverbose-false

14

cv « StratifiedkFold(
scores = cross_vall

_train, y_troin,verbose-False, cvecv, scorings'neg log loss)
return np.mean(scores|

from bayes_opt import BayesisnOptimization
atBO ~ BayesianOptisization(cat_cv, parsms)

start - time.time()

catBO. maxinize(init_polatsed, n_iter = 8, acqe'el’)

print('It takes ¥s minutes' X ((time.time() - stert)/60))

parass_cat « cot80.max[
porams_cat( depth’] = r
params_cat[
print(porams_

d(perams_cat['depth'])
fons'] = round(params_cot|iterations’])

Fig 5 Catboost

. Logistic Regression:

log_reg = LogisticRegression(class_weight="balanced")
cv_results(log_reg, output_type="dict')

Fig 6 Logistic regression

Voting Classifier: A number of machine learning
models, including XGBoost, CatBoost, and Logistic
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Regression, contribute to the Voting Classifier's final
forecast. In order to achieve better accuracy and
resilience, this ensemble method uses the combined
knowledge of several models. We have developed
voting  classifiers  using  various  algorithm
combinations [19, 24].

(lgte’, LGSACLassifen(learning rates'0. 182

Lassifier(n_estisatorss1008, learning ratesl. i

Fig 7 Voting classifier

Neural Network: In deep learning, a model that
mimics the way the brain works is called a Neural
Network. When used in this way, it is able to detect
intricate data patterns and correlations. One use of
Neural Networks is their capacity to learn complex
fraud patterns, particularly in big datasets.

def generate_model(batch_size, epochs, meuroedct):

20 and layer ¢5:

nodel . add(Dense(neurons, input_dim=31 , activation= ‘rely’, kernel initializer="he_uniforn’)
else:
wode].add(Dense(neurons, activations'relu'))

layer ¢= 1
neurons = round((neurons +1)/2)

wodel.add(Dense(1,activation="sigmid")) # output
return sodel

Fig 8 Neural network

Stacking classifier:
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Recall x Precision
00

#Extension F]_ Score = 2 * *
from sklearn.ensemble import RandomForestClassifier Recall + PFECiSj()]'l
from sklearn.tree import DecisionTreeClassifier

from sklearn.ensemble import GradientBoostingClassifier

from sklearn.ensemble import StackingClassifier il
estimators = [('rf’, RandomForestClassifier(n_estimators=1808, random_state=4088

clf = StackingClassifier(estimators=estimators, final_estimator=GradientBoosting

Fig 9 Stacking classifier

$ E2 8 S E 0 3 3

6. EXPERIMENTAL RESULTS

Precision: The accuracy rate, or precision, is the e

percentage of true positives relative to the total
number of occurrences or samples. Consequently, the
following is the formula for determining the
accuracy:

Preciseness is TP divided by (TP plus FP), which is S D
the sum of true positives and false positives. =

True Positive Fig 11 Home page
True Positive+False Positive

Precision =

Recall: The capacity of a model to detect all
significant occurrences of a given class is measured
by recall, a statistic in machine learning. The
completeness of a model in capturing instances of a
particular class is shown by the ratio of properly
predicted positive observations to the total actual
positives.

Fig 12 Signin page

TP
TP+ FN

Recall =

Accuracy:
TP+TN
Accuraey=
T TP+ FP+TN+ FN
F1 Score:
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Fig 13User input
ﬁ

Fig 14 Predict result for given input

7. CONCLUSION

By outperforming all other models in terms of
accuracy, the Stacking Classifier proved to be the
most effective at detecting fraud. The project's
versatility was on display when it demonstrated
strong performance across many machine
learning models, such as neural networks, voting
classifiers, and XGBoost, LightGBM, and
CatBoost [29, 30, 31, 32]. It is worth noting that
the use of varied sampling and scaling strategies
greatly enhanced the accuracy of fraud detection.
To highlight the efficacy of the ensemble
technique, Stacking Classifier was used to
considerably increase the accuracy of fraud
detection. Making a Flask front-end that is easy
to use simplifies authentication and user testing,
making it more accessible and practical. Testing
the system in Flask, where it received input,
ensures that it works as intended and provides a
good user experience. items[1,2, 3] Findings
from this study pave the path for future uses of
sophisticated machine learning methods to solve
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banking industry fraud detection problems. By
delving into other ensemble approaches and
optimization tactics, the project's results open up
possibilities for further progress. The project's
end goal is to improve banking sector security
and confidence via increasing fraud detection
skills, decreasing financial losses, and
guaranteeing safe transactions.

8. FUTURE SCOPE

To further improve the accuracy and resilience of
fraud detection, future research will look at
integrating more hybrid models with CatBoost
[29]. Optimizing the number of trees to enhance
the model's efficiency will be the primary focus
of future work to fine-tune CatBoost's
hyperparameters [33]. To keep the model
successful in detecting new fraudulent activity,
researchers will concentrate on ways to adjust to
shifting fraud trends. To better respond to new
threats, researchers are working to make systems
more sensitive and adaptable using real-time
data. The next step is to improve the model's
rationale for making decisions, so we can better
understand how it builds trust and how to
identify fraud.
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