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Abstract - This idea strengthens the validity of online l. INTRODUCTION

exam results by introducing a novel architecture that

) . ; . Today's digital environment makes storing online test
incorporates blockchain technology into a website. ysdig g

L . L results through centralized storage systems risky.
The legitimacy of academic assessments is at jeopardy

. . These vulnerabilities include the potential for
due to the weaknesses in centralized storage systems

tampering, unauthorized access, and data breaches, all
that allow for data tampering. This methodology pening

of which can compromise the reliability and integrit
guarantees data integrity and security by utilizing the P y grity

. . L of academic assessments. In order to tackle these
decentralized and immutable characteristics of

. . . . obstacles, this proposal presents a novel framework
blockchain technology. It involves integrating

. . that incorporates blockchain technology into currently
seamlessly into a web infrastructure and securely

. . used exam management systems. The decentralized
storing exam data with smart contracts and

. . . . . . and unchangeable characteristics of blockchain
cryptographic hashing. Extensive testing verifies this

technology make it the perfect choice for improvin
blockchain-based  system's  superiority  over 9y P P g

. . o data security and integrity. The distribution of data
conventional storage techniques, indicating a more

. . ! across a network of nodes in blockchain, as opposed to
reliable and secure platform for evaluating students

. . . . centralized systems, removes the possibility of a single
academic achievement and transforming educational 4 P y g

oint of failure and greatly lowers the danger of data
assessment standards. P g y g

. . breaches. Data cannot be changed or erased once it is
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. recorded since every transaction and entry on the
Security, Smart Contracts.

blockchain is time-stamped and cryptographically
encrypted. The suggested framework makes use of

smart contracts and cryptographic hashing, two
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important aspects of blockchain technology. Since
each record has a distinct digital fingerprint thanks to
cryptographic hashing, it is nearly impossible to
change data without being discovered. Smart contracts
automate the validation and verification processes,
guaranteeing that only authorized parties can access or
amend exam results. This lowers the possibility of
fraud and human error. Smart contracts are self-
executing contracts with the provisions of the
agreement explicitly encoded into code. There are
various benefits to using this blockchain-based system
as opposed to more conventional centralized
approaches. Because of its transparency, it permits
real-time auditing and verification, improves security
by guarding against unwanted access and tampering,
and is highly scalable, handling massive volumes of
data without sacrificing performance. The first phase
of deployment will comprise pilot testing in a
controlled setting to assess the system's functionality,
dependability, and user acceptability. Blockchain will
be integrated into current systems with the least
amount of disturbance possible, guaranteeing a
seamless transition. Stakeholder input will be essential
for system optimization and refinement to match the
unique requirements of educational institutions. This
idea solves the shortcomings of centralized solutions
by incorporating blockchain technology into the
administration of online exam results. Smart contracts,
cryptographic  hashing, and the decentralized,
unchangeable, and secure characteristics of blockchain
technology offer a strong means of guaranteeing the
accuracy and dependability of academic evaluations.
Extensive testing and validation will prove the
effectiveness of this novel strategy, establishing new
benchmarks for dependability and honesty in

education.
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1. LITERATURE SURVEY

Academic assessments' integrity and reliability may be
compromised by the dependence on centralized
storage systems for storing online exam results, which
presents serious vulnerabilities. Ensuring the
confidentiality and accuracy of exam results becomes
crucial as educational institutions utilize digital
platforms more and more. The promising answer
provided by blockchain technology, which is
renowned for its immutable and decentralized
features. With an emphasis on improving the security
and dependability of online exam results, this literature
review examines the body of research on the use of
blockchain  technology in  educational data
management.

In their paper titled " A Novel Personalized Learning
Framework with Interactive e-Mentoring," Nazish
Nouman et al implemented a mixed-method approach
to conduct two experiments to find problems with the
current learning management systems. In the first
experiment, instructors and students from various
universities participated in surveys and interviews, and
in the second, a biomedical student did a laboratory
investigation. By using data triangulation to validate
conclusions, the study's credibility was increased.[1].
Another notable contribution is the " Organizing
Online Exams during the COVID-19 Pandemic " by
Frano Skopljanac-Magina et al. The authors present a
solution starting with pre-exam Teams sessions for
communication and assistance, the methodology
combines Microsoft Teams with an e-learning system
for online written tests during the COVID-19
pandemic. Exams can be accessed through the e-
learning system, where students can upload

handwritten solutions for authenticity and take use of
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parameterized and randomized questions to
discourage cheating. To fully evaluate students'
understanding following an exam, teachers administer
written evaluations by hand and oral assessments
during team meetings.[2].

Anissa Cheriguene et al. implemented “On the Use of
Blockchain  Technology for Education During
Pandemics ” demonstrating Blockchain-based online
learning frameworks are safe and reliable when they
are implemented using a methodical approach. The
framework is designed and developed by a thorough
literature research, prototype creation, and pilot
testing, after a needs assessment and stakeholder
feedback. Online learning environments are subject to
obstacles that require post-implementation monitoring
and evaluation to ensure continuous improvement [3].
Thanh-Cong Truong et al. present a " Technological
Spotlights of Digital Transformation in Tertiary
Education," offering the trends, difficulties, and
potential uses of digital technology in postsecondary
education are examined in this paper using a mixed-
methods research design. A thorough assessment of
the literature is combined with quantitative
information from surveys and qualitative information
from case studies and interviews. By conducting a
thorough analysis, the study seeks to pinpoint major
technological developments, evaluate how they affect
the processes of teaching and learning, and offer
solutions to remove obstacles to the efficient use of
technology in higher education [4].

Huiping Wang et al. present an Design and
Implementation of Online Exam System Based on
Data Mining " in their research. Their system helps to
identify current system inadequacies and particular
improvement requirements, a thorough needs

assessment is the first step in the technique for
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designing an online test system based on data mining.
Preprocessing is done when data is gathered from
many sources, such as exam questions and student
records, to guarantee quality and relevance. To
improve performance, appropriate data mining
techniques are chosen, and models are trained and
assessed. Smooth operation is ensured via integration
with the exam system architecture, with real-time
monitoring  for  adaptive  modifications and
optimizations. All throughout, security and privacy
concerns are given first priority, and user assistance
and training facilitate adoption for a productive and
efficient system that uses data mining to improve user
experience and performance [5].
. METHODOLOGY

To implement this system, make the administration of
student exams and grading procedures more efficient,
this Django web application makes use of blockchain
technology. Exam attempts, student registrations, and
associated grades are all securely stored and retrieved
thanks to the system's utilization of blockchain's
decentralized structure. Facilitating communication
with distributed ledgers, the system's architecture is
centered around its smooth integration with
blockchain networks. The integration allows the
application to connect to blockchain nodes with
consistency and ease, which in turn makes it easier to
implement smart contracts that are specifically
designed for the education sector.A fundamental
component of the application's functioning is user
management. Students can safely register on the
system by giving the necessary personal information
for authentication and identification. After being saved
on the blockchain, this data becomes the foundation

for further platform interactions, such as trying to pass
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exams and  getting  your grades  back.
The application's user interface is created with user
roles in mind, guaranteeing that administrators and
students alike have customized experiences that meet
their needs. Administrators can access detailed
information on student data, such as exam results and
personal information, by logging in. On the other
hand, students have easy-to-use interfaces that allow
them to easily review their own grades and take tests.
Students can access interactive forms that assist the
process of taking and marking exams. With these
forms, students can choose how they want to answer
pre-written test questions. Grading is done
automatically when the forms are turned in. Data
integrity and transparency are ensured by securely
storing the computed marks and related exam
metadata on the blockchain. Django's templating
engine, which dynamically creates HTML pages
enhanced with data derived from blockchains, serves
as the foundation for the user interface. The user
experience is improved while crucial data security and
integrity are preserved thanks to the smooth
integration of blockchain data into the user interface.
Although the application's technique shows a great
deal of progress in using blockchain for educational
purposes, there is always room for improvement,
especially when it comes to strengthening security and

streamlining user authentication procedures.

System Architecture
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Fig 1: System Architecture

Proposed work

The proposed system contains a number of crucial
processes are involved in the suggested solution that
combines smart contracts and blockchain technology
with an online exam autograding system. First,
requirement elicitation is the first step in the process,
during which stakeholder needs and priorities are
determined and ranked via dialogue. The architectural
layout of the system, the integration of smart contracts
and blockchain technology with the auto-grading
system, and the definition of data structures,
algorithms, and protocols for exam procedures are all
included in system design. The actual building of
system components in accordance with design
standards, such as the blockchain network, smart
contracts, auto-grading algorithms, and user
interfaces, is referred to as implementation. Building a
functioning model of the system is known as prototype
development, and it is done to show off functionality
and get input from users. Next, in order to guarantee
accuracy, dependability, and security, extensive
testing and validation are carried out. This includes
evaluating how well smart contracts work to automate
exam procedures and guarantee data integrity on the

blockchain ledger. While performance evaluation

741



W .
‘T{Internatmnal Journal of
Information Technology & Computer Engineering

gauges responsiveness, scalability, and transaction
throughput, security assessment focuses on finding
and fixing vulnerabilities. Stakeholders participate in
user acceptance testing to rate their level of
satisfaction with the usability and features of the
system, such as its transparency, security, and ease of
use. By contrasting the suggested system with current
options, comparative analysis quantifies the
advantages and disadvantages of each. By ensuring the
system satisfies predetermined success criteria and
resolving any outstanding issues, validation and
deployment get it ready for actual system deployment.
Findings, suggestions, and insights are compiled for
future development and implementation in educational
institutions through documentation and reporting.

A) Modules

1.User Management:

e Handles user registration, authentication, and
authorization for students, educators, and

administrators accessing the system.
2.Exam Creation:

e  Allows educators to create new exams, define
exam parameters, set questions, and establish

grading criteria.
3.Auto-Grading:

e Incorporates algorithms for automatically
grading exam submissions based on
predefined criteria, reducing manual effort

and ensuring consistency in evaluation.

4.User Interface:
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e Provides user-friendly interfaces for students
to access exams, submit answers, and view
results, as well as for educators to create
exams, review submissions, and analyze

results.
5.Notification:

e Sends notifications to users regarding exam
schedules, submission deadlines, and result
availability, keeping stakeholders informed

throughout the examination process.
6.Reporting:

e Generates reports and analytics on exam
performance, including student scores,
question statistics, and trends, to support
decision-making and assessment

improvement efforts.
7.Integration:

o Facilitates seamless integration with existing
educational platforms and systems, enabling

interoperability and smooth data exchange.

B) BLOCKCHAIN INTEGRATION

Blockchain is a decentralized digital ledger technology
that enables the secure recording, storing, and sharing
of data across a network of computers (nodes). It
consists of a chain of blocks, each containing a set of
transactions, cryptographically linked to the previous
block, forming a chronological record of transactions.
This distributed ledger system ensures transparency,
immutability, security, and trust among participants

without the need for a central authority. Blockchain
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technology is the foundation of cryptocurrencies like
Bitcoin and Ethereum, but its applications extend
beyond digital currencies to various industries,
including finance, supply chain management,

healthcare, and more.
C) SMART CONTRACT

Smart contracts are self-executing contracts with the
terms of the agreement directly written into code.
These contracts automatically enforce and execute the
terms and conditions of an agreement when
predetermined conditions are met. Smart contracts run
on blockchain platforms, where they are stored,
replicated, and executed across a decentralized
network of computers (nodes). They enable parties to
engage in transactions without the need for
intermediaries, reducing the risk of fraud, enhancing
transparency, and streamlining processes. Smart
contracts are often associated with blockchain
platforms like Ethereum, where they facilitate various
decentralized  applications(DApps)  such  as
decentralized  finance  (DeFi), supply chain

management, voting systems, and more.
D) ETHEREUM

Ethereum is a decentralized, open-source blockchain
platform that enables developers to build and deploy
decentralized applications (DApps) and smart
contracts. Ethereum introduced the concept of a
programmable blockchain, allowing for a wide range
of applications beyond simple digital currency
transactions. Its native cryptocurrency, Ether (ETH), is
used to pay for transaction fees, computational
services, and participation in decentralized finance

(DeFi) protocols. The Ethereum Virtual Machine
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(EVM) provides a decentralized runtime environment
for executing smart contracts, enabling developers to
write and deploy these contracts in various
programming languages. Ethereum's decentralized
network of nodes ensures security, resilience, and
censorship resistance, while continuous community-
driven development and regular protocol upgrades aim
to improve scalability, security, and functionality as
the network grows in popularity and usage.

E) SOLIDITY

Solidity is a high-level, statically-typed programming
language designed for writing smart contracts on
blockchain platforms, particularly Ethereum, but also
compatible with others like Tron and EOS. It supports
object-oriented programming concepts such as
inheritance, polymorphism, and encapsulation, which
enhance code modularity, readability, and
maintainability. Statically typed, Solidity ensures
errors are caught early in development, bolstering the
reliability and security of smart contracts. Its syntax is
similar to JavaScript and C++, making it accessible to
developers familiar with these languages. Solidity
requires optimization for gas efficiency since each
smart contract operation consumes computational
resources paid in Ether. The language has a robust
community  offering extensive documentation,
support, and best practices, helping developers write

secure, efficient smart contracts.

743



Vg .
o International Journal of ISSN 2347-3657

Information Technology & Computer Engineering

Volume 12, Issue 2, 2024

(AVA RESULTS Fig 5: Student Home Page

WriteBxam  ViewYourGrades  Logout

Your Gruge - 60.0

Fig 7: Autograding

Adminlogin -~ Studentlogin  New User Register Here

Student Login Screen

= e | e | e | o | g =
- m Name | Question | Question = Question | Question | Question Complotod Date Taken |G

Fig 4: Student Login
Fig 8: View Grades

744



LY .
‘flntematmnal Journal of
Information Technology & Computer Engineering

i [ BEIAGEA B P o

Adminlogin -~ StudentLogin  New User Register Here

N |-

Admin Login Screen

Login

Fig 9: Admin Login Page

= : .
Relig’bilﬂ}'}of Online Exam Results Using Blockehain

Student | Student Finsl Second Third Fourth FKiflh Time
| I | Name | Question | Question | Question | Question Quuliun! Completed Date | gy Grade
frachana il 0 d

kbl

Fig 11: Admin views student grades
V.  CONCLUSION

In the rapidly evolving landscape of education, the
integrity and efficiency of online exams have become
paramount. Our project, which integrates blockchain
technology, smart contracts, and an auto-grading
system, represents a significant leap forward in

addressing the shortcomings of traditional centralized
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exam systems. Through meticulous planning,
innovative design, and rigorous testing, we have
developed a solution that offers unprecedented
security, reliability, and efficiency in educational
assessments. By harnessing the decentralized ledger
and immutability of blockchain technology, our
system ensures the integrity and transparency of exam
data. Smart contracts further enhance security by
automating exam processes and eliminating the risk of
human error or manipulation. This fortified security
framework instills confidence among students,
educators, and stakeholders, safeguarding the
credibility of academic assessments. Moreover, the
integration of an auto-grading system revolutionizes
the way exams are administered and assessed. Manual
grading processes, prone to errors and inefficiencies,
are replaced by automated algorithms that ensure
consistency and accuracy. This not only saves valuable
time for educators but also expedites result processing,
providing timely feedback to students and enabling
them to track their academic progress more
effectively. Beyond its immediate benefits, our project
paves the way for future innovations in educational
technology. The immutable nature of blockchain
opens up opportunities for secure credentialing and
certification, while smart contracts facilitate
transparent and tamper-proof agreements. Moreover,
the scalability and adaptability of our system lay the
foundation for collaborative efforts within the
education sector, driving forward the pursuit of
excellence in teaching and learning. As we embark on
the next phase of our journey, we envision further
advancements and refinements to our system. Future
developments may include the integration of advanced
analytics for personalized learning experiences, the

utilization of artificial intelligence for adaptive
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assessments, and the expansion of our platform to
encompass a broader range of educational activities
beyond exams. In conclusion, our project represents
not only a technological breakthrough but also a
testament to the power of innovation and collaboration
in education. By embracing cutting-edge technologies
and reimagining traditional practices, we have set new
standards for security, reliability, and efficiency in
online exams. As we continue to push the boundaries
of educational technology, we remain committed to
empowering students, educators, and institutions with

the tools they need to thrive in the digital age.
VI. FUTURE SCOPE

Our project sets the stage for future advancements in
online exams and educational technology. There's
ample room for growth and improvement in several
key areas. Firstly, we can integrate advanced analytics
tools to analyze exam data, offering personalized
learning recommendations for students. Aurtificial
intelligence can be leveraged to create adaptive
assessments, adjusting difficulty levels based on
performance. Blockchain technology can extend
beyond data storage to include secure credentialing
and certification, combating fraud and enhancing
credibility. Collaboration and communication tools
can be developed to facilitate seamless interaction
among students, educators, and administrators.
Prioritizing accessibility and inclusivity through
features like screen readers and adjustable font sizes
ensures equitable access to educational materials.
Gamification elements and interactive features
enhance engagement, while continuous monitoring
allows for dynamic adjustments in instruction.

Integrating with existing learning management
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systems streamlines administrative processes and
improves  usability. By  embracing  these
enhancements, we aim to create transformative
learning experiences that meet the evolving needs of
all stakeholders in education.
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