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ABSTRACT

Many individuals all around the globe utilise cloud storage services to save and share
their own media files, documents, photos, and videos. Many organisations, both public
and commercial, as well as the military, are increasingly storing their databases in the
cloud. Users' confidence in media cloud service providers' offerings is an important
concern, nevertheless. To protect user data during transmission to the media cloud,
many conventional security measures have been suggested. But here's the rub: military
users face the dilemma of how to trust the cloud to securely provide launching codes to
military admirals and chiefs when scientists create new weapons for the military.
Hackers may readily access sensitive information and military weapon data stored in
cloud storage these days. To prevent the potentially disastrous disclosure of sensitive
military weapon data stored in the cloud to terrorists or hostile nations, this article
suggests using a number of security measures, including steganography, watermarking,
picture encryption, and visual cryptography. Using steganography, one may conceal the
code to fire a weapon behind an image captcha. The number of individuals in a military
group determines how visual cryptography distributes picture captchas. Every sharing
of the captcha will be encrypted. Following this, the cloud and users may authenticate
each share by adding a watermark. Recipients must first de-watermark images, decode
them using visual cryptography, and then get the launch code and captcha. The results
of our research demonstrate that the recommended strategy successfully safeguards the

nation's future.
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I.INTRODUCTION
Instead of wusing local servers or
individual devices to run programs, cloud
computing makes use of shared
computing resources. In cloud computing,
"the cloud" refers to "the Internet,” and
"cloud computing” means "a type of
Internet-based computing,” wherein an
organization's computers and devices
access various services like servers,
storage, and applications through the
Internet. Grid computing, in which all
computers in a network are used to tackle
issues that no one system can handle, is
similar to cloud computing. Many people
are worried about the safety of their data
when using the cloud. However, these
worries mainly affect two groups: the
companies that provide cloud services
(such as software platforms or
infrastructure as a service) and the people
who use these services (the customers).
The onus is usually on the provider to
safeguard their infrastructure and the data
and applications of their customers, while
the onus is on the consumer to verify that
the provider has done the same.
Customers and tenants of public cloud
services have special security issues due
to the widespread usage of virtualisation

in cloud infrastructure implementation.

Il.Literature Survey
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The growth of digital content and the
growing dependence on cloud and
mobile technologies make digital
watermarking and mobile media security
critical topics of study. "Image Digital
Watermarking Algorithm Using Multi-
Resolution Wavelet Transform” is an
innovative watermarking technique that
uses the discrete wavelet transform and
the Arnold transform, as described in the
research paper by J. Huang and C. Yang.
The

recognisable

approach integrates  visually

patterns, including
greyscale pictures, into the wavelet
coefficients of the middle and low
frequency components of image blocks,
as opposed to prior methods that embed
watermarks as random bit sequences.
This method improves resistance to a
number of distortions, such as JPEG
cropping,
sharpening, and blurring, by using many

compression, picture
energy levels for embedding watermarks.
A major step forward in digital
watermarking methods, the suggested
solution is resistant to such assaults.

S. Dey examines the coming together of
three major trends in his article "Cloud
Mobile Media Opportunities, Challenges,
and Directions": the expansion of mobile
broadband, the increasing number of
people with access to smartphones and

tablets, and the popularity of cloud
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computing. Because of these reasons,
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there is a chance for a new wave of Cloud

Mobile Media (CMM) services

emerge, which will use the flexibility and

to

pervasiveness of cloud storage to

circumvent restrictions imposed by
mobile devices and the availability of
material. Dey's research brings attention
to the possible pros and downsides of
CMM services, such as concerns about
scalability, cost, energy usage, privacy,
response time, and user experience.
Improving response time management,
creating scalable cloud media apps, and
expanding cloud services to the edge of
wireless networks are just a few of the
that CMM

recommended to be improved in this

ways services  are
study.

Honggang Wang and Shaoen Wu provide
a solution in their work titled "Security
Protection between Users and the Mobile
Media Cloud" that addresses the security
problems related to mobile media cloud
services. Given the constraints of mobile
devices and their growing use for media
processing, this study highlights the need
of lightweight security approaches to
safeguard data while it is exchanged with
media cloud services. Secure sharing and
watermarking approaches are proposed
as a dual approach by the authors. Data

may be securely shared by dispersing it
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over numerous clouds, which prevents
any one source from having total access
to the data. A scalable watermarking
technique is also described for user

to
that

authentication, and a solution

transmission faults is offered
combines watermarking with Reed-
Solomon coding. This method tackles
major issues with mobile media cloud
security while simultaneously improving
media quality, reducing transmission

overhead, and enhancing security.

1. EXISTING SYSTEM:

1. Many individuals all around the globe
utilise cloud storage services to save and
share their own media files, documents,
photos, and videos. Many organisations,
both public and commercial, as well as
the military, are increasingly storing their
databases in the cloud. Users' confidence
media cloud

in service providers'

offerings is an important concern,
nevertheless.

2. To safeguard the data transfer between
consumers and the media cloud, several
conventional security measures are

recommended.
Disadvantages of existing system

3. In today's world, hackers may quickly

breach cloud storage and get sensitive
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information, including details on military

weapons.
The report warns that selling this
information to terrorists or a hostile
government  might have  serious
consequences.

IV. PROPOSED SYSTEM

To safeguard data related to military
weaponry stored in cloud storage, we
suggest using steganography,
watermarking, picture encryption, and
visual cryptography techniques.

Users are able to conceal the weapon
launch code in picture captchas via the
use of steganography. The number of
in

individuals a

military  group
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determines how visual cryptography

distributes picture captchas. Every
sharing of the captcha will be encrypted.
this,

watermarked to provide authentication

Following each share is

between users and the cloud.

Advantages of proposed system

Launch codes and captchas can only be
obtained by a series of steps that include
de-watermarking, picture decoding, and
visual cryptography.

Based on our research, the recommended
strategy successfully safeguards the
nation's future and produces excellent

security performance.

Figl: System Architecture

V.IMPLEMENTATION
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MODULES DESCSRIPTION

1. User:

It is necessary for the user to register with
the application. Once registered, the user
will not be able to use the program
directly; instead, he will need to get a
password from the administrator.

The user may see what weapons are
available and request to download them
after logging into the app. Once the
scientist accepts the request, the user will
get a code to download the picture of the
weapon.

The administrator must approve all
requests for the weapon code before the
scientist may release it. The user is the

only one who can access the weapon

code download if he approves the request.

2. Scientist:

It is necessary for the user to register with
the application. Once registered, the user
will not be able to use the program
directly; instead, he will need to get a
password from the administrator.

Once the user has signed into the
application, they will need to download

the weapon's picture and code. Once
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done, they may then check for user

requests and approve or reject them.

3. Admin:

Here, the administrator doesn't need to
create an account; he can just log in
straight; then, when he's logged in, he

may authorise users and scientists.

VI.CONCLUSION

Visual cryptography, image encryption,
and watermarking are the three stages
that make up the current system. Through
each of these stages, the finished product
emerges. Codes are safely sent to military
generals when weapons are launched.
The picture captcha is used to create text
as the final result. After reviewing the
relevant literature and conducting an
analysis of the current system, we have
determined that the proposed system
would effectively safeguard military
secrets while also providing extra

protection against hackers and terrorists.
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