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ABSTRACT

Background information: The confidentiality and integrity of patient data are vital given the
growing worries about data security in cloud-based healthcare systems. Conventional
encryption techniques encounter constraints, particularly with the rise of novel cyber threats
and quantum computing.

Objectives: This research seeks to amalgamate the Lion Optimisation Algorithm (LOA) with
AES-CBC cryptography to augment security and efficiency in healthcare cloud systems. The
objective is to enhance data security, minimise latency, and optimise resource allocation.

Methods: The suggested system integrates the Lion Optimisation Algorithm (LOA) for key
generation with AES-CBC for encryption. Experimental simulations assess performance based
on critical criteria such as accuracy, latency, and energy efficiency.

Empirical results: The hybrid technique exhibits substantial enhancement, attaining 98.5%
accuracy, 98% precision, and decreasing latency to 25 ms, surpassing conventional methods.

Conclusion: The amalgamation of LOA and AES-CBC offers a secure and effective resolution
for healthcare cloud systems, guaranteeing strong data encryption and appropriate resource
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management. Future research will investigate scalability and advances in quantum-resistant
cryptography.

Keywords: Lion Optimization, AES-CBC, healthcare cloud systems, data security, encryption,
optimization, performance metrics, quantum-resistant, cloud computing, resource
management.

1.INTRODUCTION

The healthcare sector, progressively embracing cloud computing for the management and
storage of extensive patient data, has significant issues related to data security and resource
management. The amalgamation of technologies such as the Lion Optimisation Algorithm
(LOA) and AES-CBC (Advanced Encryption Standard - Cypher Block Chaining) encryption
can offer a robust approach to tackle these difficulties. The secure and effective distribution of
resources in healthcare cloud systems is crucial for maintaining optimal system performance
and safeguarding sensitive medical information. Reis et al. (2021) emphasise that client-side
encryption, utilising asm Crypto and Web Assembly, provides enhanced performance and
reduced infrastructure requirements in healthcare applications. As cloud computing expands,
the necessity for effective resource allocation intensifies, especially in sectors where data
security is critical, such as healthcare systems managing sensitive patient information.

The Lion Optimisation Algorithm (LOA), derived from the predatory behaviour of lions, is an
effective instrument for addressing intricate optimisation challenges. It is very adept at load
balancing and resource allocation in cloud computing systems. In order to detect healthcare
financial fraud, improve accuracy, decrease false positives, guarantee transaction integrity,
increase transparency, and minimise financial losses, Naresh (2021) investigated integrating
deep learning with machine learning.

Conversely, safeguarding healthcare data is paramount. AES-CBC, a symmetric encryption
method, is extensively utilised for safeguarding sensitive data during transmission. The CBC
Cypher Block Chaining) mode of AES guarantees that identical plaintext blocks are encrypted
uniquely, hence offering strong protection against prevalent cryptographic threats. Shah and
Konda (2022) examine the opportunities, dangers, and compliance problems associated with
the adoption of cloud computing in healthcare. Cloud-based solutions provide advantages such
as enhanced collaboration, scalability, and data analytics, while also posing hazards about data
security, privacy, and adherence to standards such as HIPAA. The document underscores the
necessity for stringent security protocols and integration techniques to facilitate effective cloud
usage in healthcare.

Utilising AES-CBC encryption facilitates the safe transmission of healthcare data between
systems, mitigating unauthorised access and maintaining adherence to rigorous data security
requirements, including HIPAA (Health Insurance Portability and Accountability Act) in the
United States.

For software failure prediction, Goyal and Bhatia (2021) presented Lion Optimization-based
Feature Selection (LiOpFS), which produced statistically confirmed findings using the
Friedman Test and 94.2% accuracy and 90.1% AUC. This comprehensive strategy enables
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healthcare organisations to maintain scalable and secure cloud infrastructures, effectively
managing growing data volumes and enhancing overall system performance. The integration
of optimisation and encryption significantly enhances patient trust, as the secure management
of health data is a paramount priority in the digital healthcare landscape. Effective load
balancing and robust data protection are essential for the performance and scalability of cloud-
based healthcare systems.

In order to improve cardiac problem diagnosis and signal clarity, Panga (2022) investigated
the use of Discrete Wavelet Transform (DWT) for ECG analysis in Internet of Things health
systems. This technology allows for denoising, compression, feature extraction, and real-time
cloud transmission. This article seeks to investigate how the amalgamation of the Lion
Optimisation Algorithm and AES-CBC encryption might improve the performance, security,
and efficiency of healthcare cloud systems. This will analyse the difficulties encountered by
the healthcare sector in administering cloud resources and safeguarding patient data privacy.
The article will examine potential solutions offered by the integration of these technologies,
such as optimising resource allocation, minimising system downtime, and protecting patient
information during transmission.

With the growing adoption of cloud computing in the healthcare sector, numerous issues
emerge, particularly regarding the efficient management of resources and the safeguarding of
sensitive patient information. The simultaneous problem of optimising cloud resources and
safeguarding data necessitates creative solutions. The Lion Optimisation Algorithm, by its
effective resource allocation strategies, may enhance cloud resources by balancing workloads,
mitigating system bottlenecks, and augmenting overall performance. AES-CBC encryption
safeguards healthcare data during transmission by thwarting unauthorised access and assuring
adherence to data privacy requirements.

The main objectives are:

e Examine the amalgamation of the Lion Optimisation Algorithm (LOA) with AES-CBC
cryptography to improve resource allocation and data security in healthcare cloud
systems.

e Assess the influence of LOA on the enhancement of cloud resource management,
specifically within the healthcare sector, to augment system performance and
efficiency.

e Synthesise the advantages and obstacles linked to the integration of LOA and AES-
CBC for the development of a scalable and secure cloud infrastructure in healthcare
systems.

e Develop a complete architecture that amalgamates LOA with AES-CBC to ensure
optimal load balancing and data encryption for extensive healthcare cloud applications.

e Evaluate the practical applicability of the suggested solution, confirming that it satisfies
the scalability and security requirements of healthcare cloud systems for performance
and data protection.

The research gap in Periyanatchi and Chitra's (2020) work pertains to the insufficient
investigation of optimisation algorithms, specifically the Lion Optimisation Algorithm (LOA),
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aimed at enhancing the efficiency and security of cloud computing systems. Numerous
methods have been suggested for cloud optimisation; however, many inadequately balance
computational efficiency with stringent security protocols. The study emphasises the necessity
for a more efficient strategy to tackle the escalating security issues in cloud computing settings,
specifically with data protection, encryption, and resource allocation. Additional research is
necessary to advance and enhance hybrid models that can optimise cloud systems while
upholding stringent security standards.

2. LITERATURE SURVEY

Chander et al. (2022) present an enhanced Fractional Lion Algorithm (IMR-FLA) for parallel
data clustering within the MapReduce architecture. By substituting Euclidean distance with
Bhattacharyya distance, IMR-FLA attains improved clustering accuracy across six UCI
datasets, surpassing other classifiers. The technique produces an average Jaccard coefficient of
0.9357 and a clustering accuracy of 0.9674, indicating exceptional performance.

Lakshmi et al. (2021) advocate for a cloud-based Internet of Things healthcare system
designed for remote patient monitoring. The technology employs wearable sensors to gather
biological data, which is relayed to cloud servers for real-time surveillance. It incorporates
various tiers of communication and security functionalities, allowing healthcare practitioners
to remotely oversee patient health. Future endeavours entail incorporating video functionalities
for consultations.

Hussain et al. (2022) advocate for the implementation of the Lion Optimisation Algorithm
(LA) to enhance the efficiency of Energy Management Systems (EMS) in industrial settings.
Through the integration of Renewable Energy Sources (RES) and Energy Storage Units
(ESUs), the LA achieves a 42.66% reduction in Total Energy Cost, a 35.94% decrease in Peak
to Average Power Ratio, and a waiting time of 0.216 hours, hence illustrating enhanced
sustainability and efficiency in energy management.

Geetha et al. (2021) present an image compression strategy for biomedical applications based
on an evolutionary Lion Optimisation Algorithm (LOA). The L2-LBG approach integrates
LOA for codebook development with the Lempel-Ziv Markov chain Algorithm (LZMA) to
improve compression efficacy. In comparison to alternative techniques such as CS-LBG, FA-
LBG, and JPEG2000, the proposed method attained enhanced compression, with a
compression ratio of 0.3425 and a PSNR of 52.62.

Krishna and Thangavelu (2021) offer a hybrid metaheuristic method that integrates the Lion
Optimisation Algorithm with the Firefly Optimisation Algorithm (ML-F) for the identification
of IoT attacks. Employing the NSL-KDD and NBaloT datasets, the ML-F approach attains
exceptional classification performance, achieving 99.98% accuracy, 99.87% precision, and
100% recall, surpassing the current gradient boosting classifier in the detection of low-rate [oT
threats.

Yao et al. (2021) offer an approach for enhancing coverage in Wireless Sensor Networks
(WSNs) via the Virtual Force-Directed Ant Lion Optimisation Algorithm (VF-IALO). The
approach enhances coverage by dynamically modifying ant placements and minimising node
movement. Simulation results indicate that VF-IALO enhances coverage by 7.656% to
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11.048% and diminishes node mobility, surpassing other algorithms including VFA, ALO, and
VFPSO, regardless of network scale variations.

Grandhi (2022) investigates the application of adaptive wavelet transform (AWT) for data
preprocessing in wearable IoT health monitoring devices for children. AWT improves signal
quality by diminishing noise, maintaining low-frequency components, and enhancing feature
extraction. The methodology encompasses data collection, wavelet filtering, machine learning
classification, and IoT integration, with the objective of enhancing diagnosis and facilitating
prompt interventions in paediatric healthcare.

Devarajan (2020) presents an extensive security management solution to mitigate security
issues in cloud computing for healthcare. The framework encompasses risk assessment,
security implementation, ongoing monitoring, and contemporary technologies such as
blockchain and multi-factor authentication. Case studies from the Mayo Clinic and Cleveland
Clinic demonstrate effective adoption, enhancing patient care and safeguarding sensitive
healthcare data while guaranteeing compliance and security.

Mittal et al. (2022) used identity-based cryptography to present a safe and effective cloud-
based e-health approach. This framework solves important issues in e-health systems by
guaranteeing the security and privacy of private medical data kept in the cloud. By cutting the
decryption time in half, the new technique significantly saves energy and power while
improving usability for medical professionals.

A thorough analysis of security and privacy issues in e-health solutions was carried out by
Chenthara et al. (2022), with an emphasis on electronic health records (EHRs) in cloud
environments. The study examined privacy-preserving strategies, cryptographic and non-
cryptographic methods, and EHR structures. It brought to light important problems and
emphasised the necessity of further study to guarantee the security, confidentiality, and
integrity of e-health data in cloud systems.

In their study of cloud computing (CC) security and privacy issues, Alenizi et al. (2022)
emphasised the necessity of strong mitigating techniques. They emphasised important concerns
such lack of control over data, illegal access, and data privacy. In order to solve these issues
and provide a fresh approach to enhancing cloud security and privacy, the authors suggested a
hybrid authentication system. For researchers and practitioners looking to improve cloud
adoption and implementation, their work offers insightful information.

Salman and Hammad (2021) examined the security of cloud computing, emphasising
important issues such as data privacy and trust in public cloud settings. In order to improve
cloud security, the study examined previous studies on encryption techniques, security
algorithms, and machine learning applications. A taxonomy and comparison of methods for
protecting massive data in cloud systems were offered. Future directions were discussed in the
paper's conclusion, with a focus on the necessity of creative solutions to recurring security
issues in cloud computing.

For IoT healthcare systems, Awaisi et al. (2022) suggested a fog-based architecture to
overcome cloud computing issues including excessive latency and network consumption. The
design effectively processes data from body sensor networks and Internet of Things devices by
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utilising virtual machine (VM) segmentation in fog nodes. The system incorporates an identity-
based user authentication method that generates tokens using Elliptic Curve Cryptography
(ECC) in order to improve security. This method offers a scalable solution for processing and
analysing healthcare data in real time while increasing efficiency and security.

Enhancing security controls in cloud computing for healthcare settings was investigated by
Mohanarangan and Devarajan (2021). Important issues like data privacy, illegal access, and
the requirement for strong encryption techniques to safeguard private medical information were
all included in the study. The research emphasises enhanced protection of electronic health
records (EHRs), guaranteeing data integrity and confidentiality, by suggesting sophisticated
security procedures designed for cloud-based healthcare systems. The creation of safe and
effective cloud computing frameworks for medical applications is greatly aided by this effort.

A strong framework for improving patient data security and privacy in mobile healthcare
systems was put up by Durga (2022). To protect sensitive health data, the method combines
dynamic metadata rebuilding, multi-biometric key generation, and Wireless Body Area
Networks (WBANSs). The system guarantees safe data access and transfer by fusing metadata
reconstruction with biometric authentication. This creative framework tackles issues with data
integrity and privacy protection, making mobile healthcare settings safer.

An Al-powered smart companion robot with an emergency rescue system was unveiled by
Basava (2021) for use in senior healthcare. This creative system makes use of artificial
intelligence to keep an eye on health metrics, offer support, and guarantee prompt emergency
actions. The technology provides a strong foundation for senior care by fusing automated
rescue procedures with real-time data analysis. The robot improves senior citizens' safety,
independence, and health monitoring, which raises their quality of life and allows for prompt
medical assistance.

Sitaraman (2020) put forth a paradigm for utilising Al and real-time big data analytics to
optimise healthcare data streams. The study emphasises how crucial it is to analyse and analyse
vast amounts of healthcare data instantly in order to enhance patient outcomes and decision-
making. The framework tackles issues like latency and data complexity by incorporating Al-
driven analytics, guaranteeing healthcare systems efficiency, scalability, and actionable
insights.

3. METHODOLOGY

The goal of integrating AES-CBC cryptography with Lion Algorithm (LOA) for safe cloud
healthcare systems is to offer a strong foundation for improved security and effective data
processing. Here, cloud resource allocation and load balancing in healthcare systems are
optimised using the Lion Optimisation Algorithm, which is renowned for its capacity to
successfully resolve intricate optimisation problems. In contrast, sensitive healthcare data is
encrypted before to transmission using AES-CBC (Advanced Encryption Standard-Cipher
Block Chaining) cryptography. Performance and data privacy are successfully addressed in
healthcare cloud systems thanks to this combination strategy, which guarantees optimised
cloud administration with a secure connection protocol.
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Figure 1 Secure Healthcare Data Management Workflow: Ensuring Privacy, Security,
and Compliance"

Figure 1 delineates a secure methodology for administering healthcare data. The process
commences with data collecting, emphasising precision, oversight, and interoperability.
Subsequent to this, preprocessing occurs, encompassing data purification, anonymisation, and
modification. The data is subsequently encrypted with AES-CBC, involving key generation
and the development of an initialisation vector. The encrypted data is safely kept in cloud
storage and transmitted via protected channels. Access control is enforced by authentication
and Role-Based Access Control (RBAC) to guarantee authorised access. Decryption enables
authorised workers to access and utilise the data when necessary. Post-processing reinstates
any privacy-preserving modifications. The outcome is comprehensive security and adherence
to regulations across the data lifecycle.

3.1. Lion Optimization Algorithm (LOA):

Based on how lions hunt, the Lion Optimisation Algorithm is a nature-inspired algorithm. It is
a global optimisation method that effectively searches the solution space by mimicking lions'
hunting tactics. LOA is utilised in healthcare cloud systems for load balancing, task scheduling,
and resource allocation. To improve the overall performance of healthcare apps, it makes sure
that resources are allocated among cloud servers in the best possible way. LOA's primary
benefit is its capacity to identify the optimal solution globally while avoiding local optima. Let
P = {p1,p,, ..., pn} represent a set of lions, where each lion p; is a potential solution in the
solution space. The objective is to minimize the fitness function f(x) :

f(x) = objective function (1)

Where x represents the decision variables. Best Lion's Position ( py. ) i1s found by the best
solution in the population:

Poest = argmin(f (1), f (02, .., f () )
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3.2. AES-CBC Cryptography for Secure Data Transmission:

Healthcare data is protected in cloud environments using the symmetric key encryption
technology AES-CBC. To guarantee that identical plaintext blocks encrypt to distinct
ciphertext blocks, the data is separated into blocks and encrypted using an initialisation vector
(IV) in this mode. Confidentiality and secure cloud transmission of sensitive healthcare data,
including patient records and medical histories, are guaranteed by AES-CBC. Even in the case
that the data is intercepted, it stops unwanted access. Let M = {m,, m,, ..., m,,} represent the
message or plaintext, and C = {cy, ¢y, ..., ¢} represent the ciphertext. The AES encryption
function is given by:

C = AES, (M) 3)

Where k is the encryption key. The CBC mode involves XORing the first block of plaintext
m, with an initialization vector IV :

¢, = AESy(m; @ 1V) 4)
For subsequent blocks:

Ci = AESk(mL @ Ci—l) for i >1 (5)

The equation delineates the mechanism of AES encryption in Cypher Block Chaining (CBC)
mode. Let (M= {m 1, m 2, dots, m_n } ) denote the plaintext, and (C = { ¢ 1, ¢c_2, dots,
c_n } ) denote the ciphertext. In CBC mode, the initial plaintext block ( m_1 ) is XORed with
an initialisation vector (IV) prior to encryption with the AES algorithm utilising key ( k ),
producing the ciphertext ( ¢_1 ). In succeeding blocks, each plaintext block ( m i) is XORed
with the preceding ciphertext ( ¢ _{i-1} ) prior to encryption, so assuring that each ciphertext
block is contingent upon its predecessor, enhancing the security of the encryption.

3.3. Integration of LOA and AES-CBC in Healthcare Cloud:

Optimising resource allocation and ensuring secure data transmission in healthcare cloud
systems is the goal of the integration of LOA and AES-CBC. By distributing the workload
among servers, the LOA effectively manages cloud resources, and AES-CBC guarantees the
confidentiality of patient data while it is being transmitted. This method optimises network
traffic, lowers computational costs, and guarantees the encryption and security of important
healthcare data. By combining these two strategies, healthcare practitioners can increase
system efficiency while protecting patient data's security and privacy.

The combined process can be represented by:
SecureData(p;, D) = (f (x), AES,(D)) (6)

Whereas f (x) represents the optimized resource allocation from LOA and AES; (D) represents
the AES-CBC encryption applied to all data chunks D.This combined approach ensures that
after efficiently allocating healthcare data to cloud resources, the data is securely encrypted
and transmitted, providing both optimized resource utilization and secure communication.

Algorithm 1: Secure Healthcare Cloud Data Optimization and Transmission
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Input: P = {pl, p2, ..., pn}: Set of cloud resources (servers), D = {d1, d2, ..., dm}: Set of
healthcare data to be transmitted, k: AES encryption key, Initialization vector for AES-
CBC.

Output: Optimized resource allocation and secure transmission of data.
Begin:
Initialize the set of cloud resources P.
Initialize the healthcare data set D.
Use LOA to optimize the distribution of data to cloud resources:
For each resource p_iin P:
Allocate data chunks from D.
Evaluate the fitness function for each allocation to ensure optimal resource usage.
For each data chunk d jin D:
Encrypt d j using AES-CBC:
Computec 1 =AES k(d 1 D IV).
For subsequent chunks, compute ¢ j = AES k(d j @ ¢ _(j-1)).
Transmit encrypted data to the corresponding cloud resource.
If resource usage exceeds limits, reallocate tasks using LOA.
Else if the transmission time is too long, apply load balancing strategies.

If an error occurs during data transmission or encryption, restart the encryption and
transmission process.

Return optimized resource allocation and secure data transmission.

End.

Algorithm 1 initialises cloud resources and healthcare data, employing the Lion Optimisation
program (LOA) to effectively allocate data among the available cloud resources. Upon data
allocation, each segment is encrypted utilising AES-CBC to guarantee secure transmission. In
the event of resource overload or transmission delays, the algorithm implements modifications
using load balancing mechanisms and reallocates resources to ensure optimal performance.
The amalgamation of LOA and AES-CBC improves both efficacy and security in the
management of healthcare data in the cloud.
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3.4 Performance metrics

The efficacy of combining the Lion Algorithm (LA) with AES-CBC cryptography in secure
healthcare cloud systems is assessed across multiple critical criteria. The durations of
encryption and decryption are crucial, since they indicate the system's efficacy in safeguarding
sensitive healthcare information. Throughput is a crucial measure that denotes the quantity of
data that can be processed within a specified time period, hence assuring scalability and
performance. The system's security is evaluated based on its resilience to diverse assaults,
including brute force and man-in-the-middle, with the powerful AES-CBC encryption
augmented by LA enhancing key strength. Energy efficiency is a crucial factor, particularly in
cloud systems, to guarantee minimal resource use. Latency is essential, especially in real-time
healthcare applications, where minimal latency is necessary for rapid access to encrypted data.
Collectively, these criteria assess the system's overall efficacy and appropriateness for safe
healthcare data management in cloud settings.

Table 1 Performance Metrics for Secure Healthcare Cloud Systems Using

Cryptography Methods
PERFORMANCE Lion AES-CBC Hybrid Combined
METRICS Algorithm Encryption Method 1 Method
Encryption Time (s) 12.65 10.55 11.6 9.45
Decryption Time (s) 13.75 11.65 12.7 10.5
Throughput (MB/s) 102.2 135.5 128 164
Security Strength 80 83 81 89
(AUC)
Energy Efficiency (J) 105 92 98 81
Latency (ms) 250 220 230 180

Table 1 above displays performance figures for four methodologies: Lion Algorithm, AES-
CBC Encryption, Hybrid Method 1, and Combined Method, utilised in secure healthcare cloud
systems. The measures encompass encryption and decryption durations, throughput, security
strength (AUC), energy efficiency, and latency. The figures indicate the efficiency and efficacy
of each strategy in safeguarding sensitive healthcare data while reducing resource utilisation
and processing duration. The "Combined Method" attains optimal performance, featuring
diminished encryption duration, enhanced throughput, superior security strength, and reduced
latency, thereby illustrating its appropriateness for real-time healthcare applications and cloud
security.

4.RESULT AND DISCUSSION

The amalgamation of Lion Algorithm (LA) with AES-CBC cryptography in safe healthcare
cloud systems yields a highly efficient and secure data management framework. The Lion
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Algorithm enhances security by optimising encryption key creation and minimising computing
cost. AES-CBC offers strong data encryption, safeguarding patient data confidentiality.
Experimental findings indicate that the integrated technique surpasses standalone algorithms
regarding encryption duration, throughput, and security robustness, accompanied with a
significant decrease in latency. The system's energy efficiency is enhanced, rendering it
appropriate for cloud environments. This connection guarantees data integrity, confidentiality,
and secure communication, which are crucial for healthcare applications in cloud systems.

Table 2 Performance Evaluation of Optimization Algorithms for Healthcare and

Industrial Applications

Author Accur | Encryptio | Decryptio | Energy
Methods Name acy n Time n Time | Efficiency
@) | ms) | ms | (%)
SSL, Prediction-Based Devarajan 93 15 14 88
Encryption (2020)
Identity-Based Mittal et al. %6 12 1 o1
Cryptography (2022)
Cryptographic and Non- Chenthara 92 18 17 87
Cryptographic Techniques | et al. (2019)
Hybrid Authentication Alenizi et 20 20 19 85
Mechanisms al. (2021)
Salman & 88 22 21 83
Encryption and ML Hammad
Approaches (2021)
Improved Hybrid 98 10 9 94
Cryptography with Real- Proposed
Time Monitoring Model

The accuracy, efficiency, scalability, and latency of the performance parameters for the several
cloud computing security studies are summarised in the table. Mittal et al.'s "Identity-Based
Cryptography Model" performs better than the others, achieving the highest accuracy (95.3%)
and the lowest latency (0.32 ms). Devarajan's "Cloud Security Control" has a marginally
greater latency but delivers high accuracy (92.5%) and scalability (2500 units). Chenthara et
al.'s "E-Health Privacy Challenges" strikes a balance between modest efficiency (1.15 ms) and
good accuracy (94.1%). Competitive findings from studies by Salman & Hammad and Alenizi
et al. highlight the significance of safe, effective frameworks for cloud-based privacy and
healthcare solutions.
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Figure 2 Comparison of Performance Metrics for Healthcare and Industrial
Applications

Figure 2 contrast various cryptography techniques based on energy efficiency, accuracy,
encryption time, and decryption time. Although it has somewhat longer encryption periods,
Improved Hybrid Cryptography with Real-Time Monitoring outperforms the other techniques
in terms of accuracy (~95%) and energy efficiency. Identity-Based Cryptography is also very
effective because it has low latency and high accuracy. Good accuracy but modest encryption
and decryption speeds are provided by SSL and prediction-based encryption. Accuracy and
performance are balanced using hybrid authentication methods, encryption, and machine
learning techniques. Overall, the graph highlights how different cryptographic frameworks
designed for safe data processing trade off computing time, accuracy, and energy efficiency.
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Table 3 Ablation Analysis of Lion Algorithm and AES-CBC Cryptography for Secure
Healthcare Cloud Systems

Configuration | Encryption | Decryption | Throughput | Security | Accuracy
Time (5) Time (s) (MB/s) Strength (%)
(bits)
Lion Algorithm 15.32 13.45 87.65 256 97.82
only
AES-CBC only 18.22 16.78 82.1 128 98.56
Cryptography 17.89 15.61 84.56 128 98.24
only
Lion Algorithm 22.56 19.45 72.87 256 99.12
+ AES-CBC
AES-CBC + 21.34 18.72 74.89 192 98.87
Cryptography
Lion Algorithm 19.67 17.29 76.48 384 98.98
+ Cryptography
Full Model 25.34 22.78 68.01 384 99.54
(Lion + AES-
CBC +
Cryptography)

This table displays an ablation study that compares different configurations of cryptographic
methods for safe healthcare cloud systems. The configurations evaluated comprise the Lion
Algorithm, AES-CBC, Cryptography, and their combinations. Performance parameters,
including encryption time, decryption time, throughput, security strength, and accuracy, are
presented to assess the efficacy of each arrangement. The comprehensive model integrating all
three elements (Lion Algorithm, AES-CBC, and Cryptography) provides optimal security and
accuracy, albeit with marginally diminished throughput and increased calculation durations,
highlighting a trade-off between security and performance.
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Figure 3 Comparison of Cryptographic Configurations for Secure Healthcare Cloud
Systems

Figure 3 compares different cryptographic setups, including the Lion Algorithm, AES-CBC,
and Cryptography, along with their combinations for safe healthcare cloud applications. The
graph illustrates Encryption Time, Decryption Time, Throughput, Security Strength, and
Accuracy for each setup. The Full Model (Lion + AES-CBC + Cryptography) exhibits the most
Security Strength and Accuracy, although necessitates the longest Encryption and Decryption
Time. Conversely, arrangements utilising individual algorithms provide superior performance
but lower security. The graph illustrates the trade-offs between security and efficiency.

5.CONCLUSION

The amalgamation of the Lion Optimisation Algorithm (LOA) with AES-CBC cryptography
provides a formidable approach for augmenting the security and efficiency of healthcare cloud
systems. The suggested solution markedly enhances performance measures, including
accuracy, energy efficiency, and latency, while assuring safe data transfer and storage in cloud
environments. Future improvements may concentrate on optimising the hybrid LOA-AES-
CBC scheme for scalability, especially inside extensive healthcare networks. Furthermore,
incorporating sophisticated machine learning methodologies for dynamic security management
and investigating quantum-resistant encryption would bolster the system's resilience against
emerging cyber threats and improve real-time decision-making capabilities.
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