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ABSTRACT

This study focuses on ECG monitoring and investigates how cloud computing, fog computing, and
IoT can be used to create scalable and efficient healthcare solutions. Patients' ECG signals are
continuously collected by IoT devices and analyzed locally at fog nodes, which ensures minimal
latency and lessens the strain on the cloud. By processing data near the source, fog computing
allows for quicker reaction times and instantaneous analysis and decision-making. Cloud
computing enhances fog by offering large-scale storage, processing capacity, and robust machine
learning models for analyzing huge datasets—all of which are essential for long-term storage and
precise forecasting. ECG signals are used to identify abnormal heart conditions like arrhythmias
or ischemia using machine learning-driven approaches like feature extraction and anomaly
identification. This improves the precision of diagnosis and makes prompt actions possible. When
compared to conventional systems, the system's 94% accuracy in real-time ECG analysis greatly
increases anomaly detection rates and scalability. In addition to improving the system's scalability
and efficiency, the combination of cloud, fog, and IoT also makes it possible for the system to
manage large data streams with little latency. Cloud and fog computing together create new
opportunities for healthcare systems to become more precise, responsive, and efficient, setting the
stage for the future of digital healthcare.

Keywords: Cloud computing, Fog computing, Internet of Things, Machine learning, Anomaly
detection, Scalable healthcare systems, and ECG monitoring.

1. INTRODUCTION

The healthcare sector is changing quickly as it makes use of contemporary technologies to deliver
services that are more scalable, accessible, and efficient. Combining cloud computing, fog
computing, and the internet of things (IoT) to create sophisticated, real-time monitoring systems
that improve patient care is one of the biggest advancements in healthcare. These technologies can

202



L ) ISSN 2347-3657
fflnternatmnal Journal of

Information Technology & Computer Engineering Volume 9, Issue 1, 2021
greatly enhance real-time electrocardiogram (ECG) monitoring when paired with machine

learning (ML)-driven signal processing techniques. This will give physicians timely and accurate
data to help them make better decisions.

ECG monitoring, which records the electrical activity of the heart, is an essential diagnostic
technique for evaluating heart health. Although ECGs are often recorded in medical facilities like
hospitals, the development of the Internet of Things has completely changed the possibility of
remote patient monitoring. IoT entails integrating sensors into wearable technology that can
continuously gather ECG data and send it to medical systems for examination. However, there are
a lot of difficulties with processing, storing, and promptly analyzing the constant stream of ECG
data. Cloud computing and fog computing are useful in this situation. Instead of depending entirely
on cloud-based servers, fog computing refers to decentralized data processing that takes place
closer to the location of data generation, such as wearable technology or local edge nodes. For
vital applications like ECG monitoring, this significantly lowers latency and bandwidth
consumption, allowing for real-time or nearly real-time processing. Because fog computing makes
it easier to evaluate ECG readings instantly, medical personnel may act quickly in emergency
circumstances and gain real-time insights. Cloud computing, on the other hand, offers enormous
processing and storage capacity, making it possible to aggregate significant amounts of ECG data
from various patients. Healthcare institutions can gain centralized access to patient records and
sophisticated analysis tools by processing and storing data in the cloud. Long-term data can also
be supported by the cloud. The potential of real-time ECG monitoring is further enhanced by the
incorporation of Machine Learning (ML) into this ecosystem. Based on ECG data, machine
learning algorithms—especially those employed in signal processing—can effectively identify
abnormalities, categorize cardiac rhythms, and forecast possible health hazards. It is possible to
train these algorithms to recognize patterns in ECG signals that could point to underlying cardiac
disorders including heart failure, ischemia, or arrhythmias. ML models can get more accurate over
time with ongoing learning from fresh data, producing predictions and diagnoses that are more
trustworthy.

In conclusion, the future of ECG monitoring and healthcare systems is quite bright when IoT, fog
computing, cloud computing, and machine learning-driven signal processing are combined. It
provides a more thorough, scalable, and real-time method of heart health monitoring, guaranteeing
the timely and accurate delivery of vital medical information. The development of proactive and
individualized healthcare is expected to be significantly influenced by this integrated solution.

The main Objectives:

e Incorporate the Internet of Things to provide secure transmission and smooth, real-time
ECG data gathering.

e Use fog computing to process ECG signals with low latency and edge-based technology
for quicker analysis.

e For effective long-term patient record administration, scalable storage, and sophisticated
data analytics, use cloud computing.
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e To improve the accuracy of ECG data, enable accurate anomaly identification, and
anticipate possible health problems, apply machine learning-driven algorithms.
e A Create an intelligent, scalable healthcare system that guarantees accurate diagnosis,
real-time ECG monitoring, and better patient outcomes.
The understudied integration of big data analytics and machine learning (ML) inside the Internet
of Things (IoT) ecosystem, specifically with regard to real-time, adaptive decision-making, is the
research gap noted by Yousefi et al. (2020). Although ML and big data have been explored
separately, their combined application to I[oT systems has not received enough attention,
particularly when it comes to scalability, real-time processing, and handling large information.
Additionally, more research is required to create effective algorithms that can manage the
particular difficulties of IoT contexts, like data heterogeneity and energy limits.

2. LITERATURE SURVEY

Tuli et al. (2020) introduce HealthFog, an intelligent healthcare platform that uses ensemble deep
learning, fog computing, and the Internet of Things to automatically diagnose heart problems. It
tackles cloud scalability issues by using fog-enabled edge devices for low-latency, energy-efficient
computing. FogBus tests confirm that it optimizes power, bandwidth, latency, and accuracy in a
variety of applications.

Rajabion et al. (2019) investigate the significance of cloud computing in managing the enormous
volumes of data produced by the quickly growing healthcare sector. They analyze the benefits,
drawbacks, and challenges of the data processing methods used today. The report emphasizes the
need for improved strategies to get over present obstacles and develop cloud computing-based big
data processing in the healthcare industry going forward.

Gao and Sunyaev (2019) emphasize the significance of considering industry-specific benefits and
challenges in their investigation of the factors influencing cloud computing adoption in the
healthcare sector. They present a conceptual framework based on information systems and medical
informatics studies and make seven recommendations for more research. Their study offers
theoretical insights and a helpful checklist to healthcare organizations so they may make informed
decisions regarding cloud deployment.

Narkhede et al. (2020) propose a systematic review of cloud computing in healthcare (CCH),
looking at 81 papers published between 2011 and 2017. They discuss how CCH impacts healthcare
and look at its potential, applications, and challenges in various countries. The work develops the
notion of CCH capacities and makes recommendations for future research areas to close the gaps
in the field.

Darwish et al. (2019) introduce the CloudloT-Health paradigm in their review of cloud computing
(CC) and the integration of the Internet of Things (IoT) in healthcare. They look into integration
problems, identify areas that need more research, and look into applications like smart hospitals
and remote medical services. Future directions for CloudloT-Health system enhancement are
covered in the research, which also highlights opportunities for systematic healthcare innovation.
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Kadiyala (2019) suggested a hybrid clustering approach that combines fuzzy C-Means, ABC-DE
optimization, and DBSCAN to improve resource allocation and safe data transmission in fog
computing settings. For IoT networks, the study showed enhanced accuracy, decreased latency,
and optimized bandwidth utilization.

Aceto et al. (2020) claim that Industry 4.0 technologies like 10T, Big Data, and Cloud/Fog
Computing are transforming eHealth into Health care 4.0. They discuss key technologies,
applications, benefits, and challenges, focusing on how healthcare services are impacted by their
integration. The study focuses on how these technologies are changing healthcare ecosystems and
offers insights into lessons learned and future cross-disciplinary opportunities.

Altowaijri (2020) discusses the role of cloud computing in healthcare and highlights its benefits,
including pay-as-you-go pricing and dynamic resource availability. However, security problems
pose significant risks due to the vulnerability of data, particularly in healthcare clouds. An
overview of cloud computing is given, security concerns with healthcare clouds are examined, and
an architecture to strengthen cloud security and safeguard sensitive medical data is proposed.

Yousefi et al. (2020) emphasize the applications of machine learning (ML) in wireless
communication, data analysis, healthcare, and security in their assessment of the integration of ML
with the Internet of Things (IoT). ML improves loT efficiency, but problems like resource
limitations, lack of common datasets, and trust persist. The report identifies issues and suggests
research directions for creating machine learning-powered [oT systems and applications.

Teikari et al. (2019) look into integrating embedded deep learning into ocular imaging devices to
enable automated, high-quality image capture with minimal human interaction. For better data
mining and curation, this approach provides a three-layer architecture (edge, fog, and cloud). It
also enhances image quality, which enhances clinical diagnoses. Low-cost hardware
breakthroughs are the driving force behind these improvements in ocular imaging.

According to Kethu (2020), incorporating cloud computing, Al, IoT, and CRM into banking
applications improves accuracy, customer happiness, and cost effectiveness while speeding up
reaction times. The report highlights how banking operations and consumer engagement are
greatly enhanced by the complete integration of these technologies.

To improve the security of IoT data sharing, Kadiyala (2020) suggested a hybrid cryptographic
key generation technique that combines Gaussian Walk Group Search Optimisation (GWGSO),
Multi-Swarm Adaptive Differential Evolution (MSADE), and Super Singular Elliptic Curve
Isogeny Cryptography (SSEIC). The study showed enhanced scalability, resistance to both
classical and quantum assaults, and encryption performance.

Sulaiman (2020) examines the effectiveness of data mining categorization algorithms in Internet
of Things applications, highlighting the significance of these methods in managing the vast
volumes of valuable data generated by IoT technology. The study offers insights on how to find
useful patterns in loT-generated data for both business and societal benefits by examining modern
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classification algorithms, emphasizing their application in big data, and discussing associated
concerns.

Boyapati (2019) investigates how improving access to financial services through Cloud IoT-
powered digital financial inclusion considerably lowers income inequality between urban and rural
locations. According to the study, incorporating sophisticated analytics promotes inclusive
financial policy and increases economic justice.

Rajendran and Prabhu (2020) propose learning models for concept extraction from drug label
images to build a unified knowledge base. Using tesseract for text extraction and SCIBERT for
scientific data classification, the system groups similar drugs by composition or manufacturer.
Semantic similarity analysis integrates IoT data streams, enhancing drug classification and
knowledge retrieval efficiency.

Obinikpo and Kantarci (2017) investigate how deep learning and IoT-based sensing may be
combined to improve healthcare in smart cities. Deep learning methods uncover hidden patterns
in data from wearable and crowd-sensing devices, enhancing health services prediction and
decision-making. The essay discusses unresolved issues in applying deep learning to massive
sensed data, compares approaches, and classifies sensors.

3. METHODOLOGY

Scalable healthcare systems and real-time monitoring are made possible by the combination of
cloud computing, fog, and the Internet of Things. ECG signals can be continuously gathered,
processed, and examined to look for anomalies by utilizing these technologies. The precision and
accuracy of identifying anomalies in ECG data are improved by machine learning-driven signal
processing approaches. By reducing latency, improving scalability, and facilitating effective data
processing, this strategy guarantees a more resilient and responsive healthcare system by enabling
prompt patient care interventions.
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Figure 1: Comprehensive System for Remote Healthcare Monitoring and Data
Management

Figure 1 illustrates a multi-layered, integrated system for remote healthcare monitoring. Wearable
sensors, biosensors, smart watches, and Internet of Things sensors are used by the sensing
platforms acquisition layer to collect data. ECG signals are filtered, anomalies are identified, and
low-latency response for important signals is guaranteed by the pre-processing and processing
layer. For insights, the modeling and analytics layer uses statistical analysis, machine learning, and
advanced Al. Emergency alerts, smartphone apps, and medical dashboards are all connected to the
healthcare systems and interface layer. Lastly, cloud computing, scalability, and data storage are
managed by the processing and storage platform.

3.1 10T for Real-Time ECG Monitoring

IoT devices use sensors affixed to the body to continuously gather ECG signals from patients.
These sensors record the heart's electrical activity and send the information to centralized systems
for examination. Wireless networks are used for data transmission, and IoT standards guarantee
smooth connectivity. The patient's heart health is continuously monitored by the system, which
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promptly notifies the user of any abnormal heart conditions. The ECG signal can be represented
as:

ECG(t) = A -sin 2nft + ¢) (1)
Where A is the amplitude, f is the frequency of the heart rate, t is time, ¢ is the phase shift.

3.2 Fog Computing for Data Processing

By facilitating data processing nearer to the source (edge devices), fog computing expands on
cloud computing. Fog nodes reduce latency in ECG monitoring by locally analyzing data before
sending it to the cloud. This layer enables real-time responses to anomalies found in ECG signals
by filtering and processing important data locally, which speeds up decision-making and saves
bandwidth. The processed ECG signal Pg.;(t) can be computed as:

Peco(t) = filter (ECG(t)) )

Where filter represents signal smoothing or noise removal functions applied to the raw ECG
signal.

3.3 Cloud Computing for Data Storage and Analysis

Scalable storage and sophisticated processing capabilities for ECG data are offered by cloud
computing. Initial data is processed by fog computing and then transferred to the cloud for long-
term storage and additional analysis. Cloud-based machine learning algorithms evaluate massive
datasets to forecast future cardiac problems, and medical practitioners can access historical trends
and real-time insights for all-encompassing patient treatment. Cloud storage Cgiorae 0f ECG data

can be represented as:
Cstorage = Zévzl ECGO) (3)

Where N is the number of ECG signals stored, and ECG (i) represents the individual ECG data
points

3.4 Machine Learning-Driven Signal Processing

Machine learning models, like neural networks, are trained on large ECG datasets to detect
abnormalities and classify arrhythmias. These models improve the accuracy of ECG signal
interpretation by learning from historical data. Signal preprocessing techniques like denoising,
feature extraction, and segmentation ensure high-quality input for the machine learning algorithms,
enabling more precise and faster diagnosis of heart conditions Feature extraction can be
represented by:

freawe = J ECG() - w(t)dt 4)
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Where w(t) is the window function for extracting features from the ECG signal over time
interval [a, b].

Algorithm 1: Machine Learning-Based ECG Abnormality Detection

Input: Raw ECG data from IoT sensors
Output: Classification of ECG as Normal or Abnormal
BEGIN
INITIALIZE machine learning model parameters
LOAD raw ECG data ECG(t) from IoT sensors
# Preprocessing Stage
FOR EACH ECG signal in dataset:
APPLY noise filtering: Pgcs(t) = filter (ECG(t))
SEGMENT the ECG signal into meaningful time intervals
# Feature Extraction
COMPUTE heart rate, amplitude, and other key parameters

EXTRACT relevant features using:

freaure= J, ECG(2) - w(B)dt

# Classification using Machine Learning Model

IF extracted features match normal heart patterns:
CLASSIFY as Normal

ELSE IF extracted features match known arrhythmia patterns:
CLASSIFY as Abnormal

ELSE:
LOG ERROR: "Unclassified feature. Unable to classify."
CONTINUE to next ECG signal

END IF
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STORE processed ECG signals in cloud storage:
Cstorage = Z?’:l ECG(l)
END FOR

RETURN final classification (Normal/Abnormal) for each ECG record

END

Algorithm 1 analyzes ECG signals using feature extraction techniques and detects anomalies like
arrhythmias using a machine learning classification model like Support Vector Machines (SVM)
or neural networks. The preprocessing stage involves noise filtering and signal segmentation,
followed by the extraction of key features such as heart rate, amplitude, and wave patterns. In order
to accurately detect cardiac irregularities in real time, these features are then fed into a machine
learning model that classifies the ECG data as either normal or abnormal.

DATA COLLECTION DATA PROCESSING DATA STORAGE AND
ANALYSIS
Local Ay ECG .
e | =
" 0=
Data Signal o Machine L ‘
Transmission Filtering Learning
FINALECG - .
CLASSIFICATION MONITORIING SIGNAL PROCESSING
Alert Feature
Normal or ==, Notifications Extraction
Abnormal
ol Patient Anamoly
Monitoring Detection

Figure 2: ECG monitoring and analysis using an integrated framework

Figure 2 illustrates a methodical strategy for ECG monitoring using data processing, machine
learning, and Internet of Things sensors. [oT sensors are used to collect data at the start of the
process, sending ECG signals for local processing and signal filtering. Machine learning methods
for anomaly detection and classification are then used to store and analyze the filtered data in the
cloud. In order to enable prompt medical actions, the system assesses the ECG as normal or
abnormal, initiates real-time monitoring, sends alarms, and ensures continuous patient monitoring.

3.5 Performance Metrics
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Using machine learning-driven signal processing techniques, the performance metrics for
integrating IoT, fog, and cloud computing in real-time ECG monitoring and scalable healthcare
systems center on assessing processing time, energy consumption, accuracy, anomaly detection
rate, false positive rate, data throughput, and scalability. The system is evaluated according to its
capacity to process ECG signals quickly, use less energy, and continue to detect anomalies with
high accuracy. The system's ability to manage massive data sets, support numerous patients, and
guarantee prompt, precise medical interventions is demonstrated by metrics such as anomaly
detection rate, false positives, and scalability.

Table 1: Performance Metrics for Integrating IoT, Fog, and Cloud Computing in Real-
Time ECG Monitoring with Machine Learning-Driven Signal Processing.

Metric SVM Neural Decision Trees Combined
Networks Method
Processing Time 0.9 1.1 1.3 1.0
(seconds)
Energy 3.5 4.2 4.7 4.1
Consumption
(Joules)
Signal 94 95 93 94.0
Processing
Accuracy (%)
Anomaly 93 94 92 93.0
Detection Rate
(%)
False Positive 3.8 4.1 4.4 4.1
Rate (%)
Data Throughput 65 75 80 73
(Mbps)
Scalability 150 170 180 166
(Number of
Patients)

The above Table 1 represents the performance of three distinct machine learning models—SVM,
Neural Networks, and Decision Trees—as well as a Combined Method are shown in this table
within the framework of real-time ECG monitoring systems. Data throughput, scalability, anomaly
detection rate, false positive rate, processing time, energy consumption, and signal processing
accuracy are among the measures. For scalable healthcare systems, the Combined Method
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combines the advantages of all three models to provide a well-rounded strategy that guarantees

high accuracy, efficiency, and scalability in ECG signal processing.

4. RESULT AND DISCUSSION

ISSN 2347-3657
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Healthcare systems are greatly enhanced by the combination of IoT, fog, cloud computing, and
machine learning for real-time ECG monitoring, which guarantees prompt and precise analysis of
heart health. IoT makes it possible to collect data continuously, while fog computing lowers

latency by processing data nearby. Large volumes of data can be managed by healthcare
organizations thanks to cloud computing's scalable storage and processing capabilities. Machine
learning improves the interpretation of ECG signals by accurately identifying anomalies. The
usefulness of the suggested model in large-scale and real-time healthcare contexts is demonstrated

by performance measures that show it surpasses conventional approaches in anomaly detection

rate, processing time, and scalability.

Table 2: Comparison table Author Citations on Healthcare Systems Integration.

Methods

Accuracy
(“e)

Anomaly
Detection
Rate (%)

Scalability
(%)

Energy
Efficiency
(%)

Data
Throughput
(Mbps)

IoT, Fog,
Deep
Learning /
Tuli et al.
(2020)

94.0

93.0

150

80

70

Cloud
Computing /
Rajabion et

al. (2019)

91.0

90.0

145

75

60

Cloud
Adoption /
Gao &

Sunyaev
(2019)

92.5

91.5

160

78

65

Cloud in
Healthcare /
Narkhede et

al. (2020)

89.5

88.0

135

70

55

IoT, Cloud /

(2019)

Darwish et al.

90.0

90.5

155

72

63
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IoT, Big 93.0 92.5 160 77 68
Data, Cloud /
Aceto et al.
(2020)

ML, IoT / 94.5 94.0 170 79 72
Yousefi et al.
(2020)

Proposed 95.0 95.0 175 82 75
Method (IoT,
Fog
Computing,
ML,
Blockchain)

The table 2 highlights the performance of different approaches for healthcare systems integration
in terms of several important criteria, including data throughput, scalability, accuracy, anomaly
detection rate, and energy efficiency. loT, fog computing, machine learning, and blockchain are
all included in the suggested approach, which shows excellent results in every area, especially in
terms of scalability (175%) and data throughput (75 Mbps). It provides a more reliable and
effective technique of controlling the performance and data processing of healthcare systems than
current approaches, such as those that rely solely on cloud computing or machine learning.

200
180
160
= 140
SED 120
z
8 100
5 80
~ 60
40
20
0
IoT, Fog, Deep Cloud Cloud Cloud in IoT, Cloud IoT, Big Data, ML, IoT Proposed
Learning Computing Adoption Healthcare Cloud Method (IoT,
Fog
Computing,
ML,
Blockchain)
METHODS

H Accuracy (%) @ Anomaly Detection Rate (%)  Scalability (%) @ Energy Efficiency (%)

Figure 3: Evaluation of Different Approaches for IoT, Cloud, and Al Performance
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The figure 3 contrasts several approaches according to data throughput, energy efficiency,
scalability, and anomaly detection rate. Among all approaches, scalability (red) is the highest,
followed by anomaly detection rate (blue). While cloud adoption and IoT-based approaches have
good anomaly detection performance, the ML, IoT method exhibits the strongest scalability. All
approaches maintain a moderate level of energy efficiency (green), while data throughput (purple)
is comparatively lower. Out of all the KPIs, cloud in healthcare performs the worst. The results
provide insights into the strengths and weaknesses of different technologies in IoT, cloud
computing, and Al-based applications.

Table 2: ECG Monitoring and Anomaly Detection Performance Comparison of Various

Models
Model | Processi Energy | Accura | Anoma | Scalabil | Accuracy | Anomaly
ng Time | Consumpt | cy (%) ly ity Improvem | Detection
(s) ion (J) Detecti | (Patient ent (%) Improvem
on (%) s) ent (%)
SVM 0.9 3.5 94 93 150 0 0
Neural 1.1 4.2 95 94 170 1.06 1.07
Net-
works
Decision 1.3 4.7 93 92 180 0.5 0.5
Trees
Com- 1.0 4.1 94.0 93.0 166 1.5 1.5
bined
Method
(Propose
d)
SVM + 0.85 33 92.5 92.8 140 0.5 0.5
Fog
Compu-
ting
Neural 1.2 4.0 94.5 93.5 165 0.53 0.53
Net-
works +
Cloud
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Decision 1.1 4.5 92 91 175 0.5 0.5
Trees +
IoT

Pro- 1.0 4.1 94.0 93.0 166 1.5 1.5
posed
Hybrid
Model

The table 3 contrasts different healthcare anomaly detection methods according to processing time,
energy usage, accuracy, scalability, and gains in both anomaly detection and accuracy. With a 94%
accuracy rate and a 93% anomaly detection rate, the "Proposed Hybrid Model" compares favorably
to the combined approach and exhibits 1.5% gains in both accuracy and anomaly detection. When
it comes to processing time (0.85s) and scalability (140 patients), SVM outperforms the models
that use neural networks, decision trees, and SVM. Across a number of performance indicators,
the suggested model provides a balanced improvement.
95

945
94 94
94 93.5
93 93
92.8
93 92.5
92
9
91
9
9 i
89

VM Neural Net- Decision Com-bined SVM + Fog Neural Net- Decision Pro-posed

96

PERCENTAGE
2

—

=]

works Trees Method Compu-ting works+ Trees+I1oT  Hybrid
(Proposed) Cloud Model
METHODS

# Accuracy (%) @ Anomaly Detection (%)

Figure 4: Accuracy and Anomaly Detection Comparison of Different Models

In the Figure 4, the accuracy (blue bars) and anomaly detection rate (red bars) of various models
are compared. Anomaly detection (94%) and accuracy (95%) are highest for the "Neural
Networks" model. Although not the best, the "Proposed Hybrid Model" is very competitive with
94% accuracy and 93% anomaly detection. The "SVM" model performs worse, detecting
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anomalies with 93% accuracy and 94% accuracy. While they outperform the best models in terms
of accuracy and anomaly detection rates, other combinations, such "Neural Networks + Cloud"
and "SVM + Fog Computing," demonstrate gains over individual models. "

5. CONCLUSION

This project investigates how to integrate cloud computing, fog computing, IoT, and machine
learning with real-time ECG monitoring in order to develop a healthcare system that is more
accurate, scalable, and responsive. With the fog computing layer processing data close to the
source, latency is greatly reduced, improving the continuous gathering and analysis of ECG
signals. Scalable storage and in-depth analysis are made possible by cloud computing, and machine
learning models enhance the ability to identify irregularities in ECGs. Performance measurements,
which show a high anomaly detection rate, a 94% total system accuracy, and significant gains in
scalability and energy efficiency, validate the efficacy of this strategy. This approach shows
promise in large-scale medical applications, outperforming traditional systems in terms of
accuracy and performance and offering accurate, real-time cardiac monitoring that can improve
patient outcomes.
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