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Abstract— 

Medical applications including X-ray, ultrasound, computer 

tomography scans, and so on produce a massive amount of 

patient pictures daily. Patient privacy and individual rights 

are at the heart of medical data. As a result, protecting the 

confidentiality of medical pictures is crucial. Having a 

secure system in place to preserve medical photographs is 

essential for meeting the requirements of the Personal Data 

Protection Act. So, we came up with a blockchain-based 

solution for safely storing chest X-ray pictures uploaded to 

Kaggle. To validate medical photos and manage role-based 

access rights, we built a smart contract. After every medical 

inspection, we preserved the picture fingerprint in the 

blockchain by performing a cryptographic operation on the 

X-Ray image. In order to detect illnesses associated with 

pneumonia, artificial intelligence was used. In this study, we 

evaluated the time needed for X-ray retrieval in comparison 

to more traditional PACS systems. The testing findings 

demonstrated that the suggested blockchain architecture had 

a very low overhead of around 5%. "Keywords": blockchain 

technology, smart contracts, Dapp, and medical picture data.  

  

INTRODUCTION  
Applications in the medical field, such as ultrasound, CT 

scans, X-ray, and others, produce a flood of patient pictures 

daily. There is a pressing need for massive amounts of data 

storage space as a result of the exponential growth of IT [1]. 

Ensuring the security and privacy of medical pictures is 

crucial, since medical information is closely tied to patients' 

personal rights and privacy. Notwithstanding, the centralized 

Electronic Medical Record (EMR) remains the primary 

repository for medical imaging data. Safeguarding medical 

pictures is essential for meeting the requirements of the 

Personal Data Protection Act. Using blockchain technology, 

we presented a safe approach for storing medical picture 

data in this research. The blockchain is used as both an 

encrypted data storage system and a safe method of 

recording transactions. [2] Other nodes begin verifying 

when one node modifies material. This modification takes 

effect when the number of verifications exceeds 51% of all 

nodes [3]. So, a strong encryption method ensures that no 

one can alter the data on the blockchain. There is a high 

level of protection for the original data since every change is 

subject to a stringent verification process. In this research, 

we used Ethereum's smart contract technology to put the 

suggested approach into action [4]. We built a mechanism to 

store medical images on the blockchain to ensure the safety 

of patient data. Part II: General Information Part A. 

Blockchain Technology Distributed ledger technology is 

known as blockchain. All data is disseminated when 

participants are linked via a peer-to-peer network. The 

common node and the billing node are the two main 

positions [4]. Bookkeeping nodes provide bookkeeping 

services and maintain ledgers, while ordinary nodes process 

transactions and other activities. Both parties may more 

effectively record the transaction on the distributed ledger 

linked via the blockchain, and the substance of the 

transaction can be permanently searched and confirmed. 

Bitcoin and other digital currency transactions that are part 

of blockchain 1.0 take place on the ever-changing 

blockchain ecosystem. "Smart contracts" are the center of 

Blockchain 2.0, a technology created by Ethereum [5]. 

Following the success of AI technology, Blockchain 3.0 is 

starting to take shape [6]. An Ethereum smart contract, a 

component of the blockchain 2.0, is the technological 

backbone of this study. You can find a quick description of 

blockchain's characteristics below. Database that is not 

centralized: Information is checked and exchanged between 

users. The nodes may directly converse, store, and send 

information with one another in a peer-to-peer transmission. 

Users are recognized by a code that is more than 30 

characters long and they stay anonymous, making it both 

visible and anonymous. Permanently stored: once the 

transaction data is written, it cannot be altered in any way. 

Users have the option to personalize the logic algorithm so 

that it initiates node transactions automatically. Every block 

in a blockchain system is strongly connected to every other 

block. It is necessary to re-verify each block if its content 

changes; this also applies to newly-created blocks. In 

addition to the current block's label and the hash value of the 

preceding block, each block contains a wealth of other 

information.  

 

data integrity is ensured by using the following: the current 

block hash value, the exhaustive guess value (nonce), the 

timestamp, the hash value of the transaction content, and the 

content of the transaction [7,8]. The content of each 

transaction is hashed twice in each block to ensure the 

security of the information. To ensure the safety of patient 
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information, this study does a hash conversion on the picture 

data before uploading it to the blockchain. Additionally, 

each node competes to determine the exhaustive guess value 

(once) of the new block as part of the blockchain's 

verification procedure. More than half of the nodes in the 

network must be verification nodes for the block's contents 

to be considered authentic. Figure 1 shows the blockchain 

architecture.  

 

 

 

Fig. 1. Blockchain structure.  

 

B. Intelligent Contract "A Next-Generation Smart Contract 

and DecentralizedApplication Platform" was the moniker 

given to the blockchain platform Ethereum in its 2015 white 

paper. Before Ethereum re-introduced and applied smart 

contracts to numerous fields—becoming the so-called 

"Blockchain 2.0"—they did not attract much attention, 

despite being presented by Nick Szabo in the early 1990s 

[9]. Among the many uses for smart contracts are in the 

realms of finance, meteorology, flight control, currency 

exchange, and proportional payment. Section C. EMR, or 

Electronic Health Record Taiwanese healthcare facilities 

have embraced electronic medical records (EMR) after the 

amendment of Article 69 of the "Medical Law" on January 

29, 2013. The time savings, ease of data analysis, and other 

benefits outweigh the expense [10,11]. After making a 

diagnosis, clinicians may utilize the EMR system to update 

the patient's record and add pertinent test findings, including 

X-ray pictures. All of the patient's information is shared on 

the hospital's main server. Medical records may only be 

accessed by authorized individuals via the host computer. 

Figure 2 shows its operational diagram.  

 

Fig. 2. Electronic medical record.  

The PACS System for Image Archiving and Communication 

The Picture Archiving and Communication System (PACS) is 

the backbone of the electronic medical record (EMR) 

system, which stores and transmits patient picture data. This 

system captures and converts images after acquiring image 

data, such X-rays. Converting the picture to the Service-

Object Pair (SOP) standard of Digital Imaging and 

Communications in Medicine (DICOM) allows for 

operations like storing, remembering, and transmitting, 

which are necessary for the image to work with the EMR 

system. Figures 3 and 4, correspondingly, show them.  

 

 

Fig. 3. SOP standard DICOM image object group.  

 

 

Fig. 4. Picture Archiving and Communication System 

(PACS).  

RESEARCH METHODS  
Here are some suggested enhancements to the current 

PACS that would make it more secure and reliable: 

creating smart contracts to check role permissions 

automatically, deploying those contracts to the 

blockchain, hash converting image data, and finally 

uploading the data to the blockchain. A. Platform for 

System Development Firstly, Node.js The OpenJS 

Foundation is now responsible for maintaining node.js, 

an open-source execution environment that supports 

several platforms and allows server-side JavaScript 

execution. This framework is great for building web 



           ISSN2347–3657 

         Volume13, Issue 1,2025 

 
 

579 

applications since it is both powerful and extensible. 

There are a number of noteworthy aspects about it. 

Each user accesses the server over the web, and low-

power third-party modules are supported by high-

performance "asynchronous I/O" that does not 

postpone waiting. 2) Truffles At the moment, the most 

popular framework for developing Ethereum is Truffle. 

To facilitate smart contract compilation, deployment, 

and testing, JavaScript is its programming language. 

Smart contracts are developed using either JS or 

Solidity for writing and automatically testing. When 

switching between the public and private chains for 

deployment, Truffle is in charge of the transition. To 

finish installing Truffle, just run the command "$ npm 

install truffle -g" from the Windows command line 

after the Node.js installation is complete. The 

following command is entered once the installation has 

finished. The following commands will establish a new 

folder named "Dapp_xray": "$ mkdirDapp_xray"; "$ 

cd Dapp_xray" will shift the absolute path to that 

folder; and "$ truffle init" will start a new Ethereum 

project. When you run the instructions above, you will 

see files in the Dapp Xray folder. Then, three Solidity 

files—xray.sol, xr.sol, and strlib.sol—are generated in 

the contracts. The X-Ray contract's parent contract, 

xray.sol, defines the contract's internal functions, state 

variables, enumeration, structure, modification word, 

and event. The X-Ray contract xr.sol provides a 

number of operations for managing the contract, 

including as Get, Set, and Remove. One such string 

library is strlib.sol. The necessary configuration 

parameters for deployment are established by 

executing 1_initial_migration.js in the migrations 

folder once the contract is written. In Figure 5, you can 

see the configuration. Following the completion of the 

settings, the following commands are run. The 

command "$ truffle compile" puts the smart contract 

together. 

 

 

 

 

Fig. 5. Related settings before deployment.  

The truffle-config.js file establishes the blockchain 

connection after compilation is finished. Ganache is 

the package that the setting is associated with. The 

following command is executed when the setting is 

finished. For the smart contract to be deployed, run 

"$truffle migrate". Choc ganache Together, Ganache 

and the Truffle suite, which was introduced in the 

previous section, launch a virtual Ethereum blockchain 

and run a battery of tests. The makers of Ganache don't 

have to worry about setting up private nodes since it 

mimics the Ethereum network. At now, it can see the 

balance, status, address, key, and transactions of every 

node. Additionally, many mining solutions may have 

their log output from the internal blockchain 

configured and inspected at any time. Trading on 

Ganache's node accounts begins after reviewing the 

Truffle deployment contract instructions in the 

preceding section. B. Procedure for System Operation 

The system's architectural diagram is shown in Figure 

6. The original PACS serves as the foundation for the 

front-end, which processes medical images; the back-

end processes the programs by hashing them and then 

sends them on to the smart contract for role 

verification. The last step is to post the picture on the 

blockchain.  

 

Fig. 6. System architecture.  

Here, MetaMask is responsible for acquiring 

blockchain accounts and giving users a spot to log any 

data alteration. In order to verify permissions after 

registering MetaMask, the user must input the smart 

contract (Fig. 7). The doctor's account does not 

correspond to their position, even if the smart contract 

grants authorization verification access to all hospital 

physicians. It is instead considered a patient and 

granted access to their medical records.  
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Fig. 7. Users registration process.  

Also, after registration is finished, medical professionals and 

patients alike will be able to access and query the picture 

data. Nevertheless, the only purpose of the blockchain in 

this system is to guarantee the safety of data storage. After 

patients get the hash value of their imaging data from their 

physicians, they may use the query method shown in Figure 

8 to double-check the data with their doctors.  

 

IMPLEMENTATION AND 

ANALYSIS  
 

After following Truffle's instructions, the smart contract can 

be deployed and the necessary rights and data may be set up. 

Furthermore, prior to carrying out the pre-work, it is 

necessary to get the hash value of the patient's X-Ray 

picture. As seen in Figure 9, we conducted an experiment 

using the Chest X-Ray Images data set available on Kaggle. 

We developed a softwarein Python to add hash values to the 

system from images. You can see the outcomes of the 

procedure in Figure 10.  

 

 

Fig. 9. Chest X-Ray images.  

Section A. Initial Tasks To access the console mode and run 

the simulated transactions, we entered >truffle console once 

the deployment was finished. The variables to install all 

accounts were stated, allowing users to swap accounts and 

begin transactions at any moment. Next, we executed 

actions like >web3.eth.getAccounts(function(err,res) { 

accounts = res; } in the console mode using the built-in 

web3.js function library, a library often used by DApps for 

querying accounts. We made it easy by assigning each 

variable the number of stated edges: >let gov = accounts[0] 

>let host = accounts[1] >let doctor = accounts[2]. This 

allowed us to define each and every one of the variable 

accounts' addresses. At last, the smart contract was acquired 

and its instance, xr, was declared as xry. Then, the smart 

contract was deployed. then for each instance, set xry to 

instance Setting Permissions (B.) Dr. Lee's power was 

granted for the purpose of permission establishing. With 

>xry.setPermission(doctor, 'Dr.Lee,' 1, true), the "1" on the 

command line denotes the doctor in the UserType 

enumeration. Part C: Data Entry After the necessary 

permissions are established up, Ken's examination image 

data is put up using Dr. Lee's account. As a starting point for 

the investigation, we used the chest X-ray scans. Below you 

will find the directions for configuring the patient's picture 

data. The command line takes two arguments: the image 

hash value and the location to be inspected.  

 

 

Then, under the "personal information," use the 

following command lines to set up the "birthday" and 

"contact" fields using the host account. The first line is 

for the birthday and the second is for the contact 

information. In the first line, "19970522" is set as the 

birthdate and in the second line, "0912-321-456" is set 

as the contact information. D. Data Queries Following 

the completion of the aforementioned configuration, 

we requested information pertaining to the patient's 

images. Please see below the command line that was 

used to inquire the patient's basic information. The 

function xry.profile() You need to use the two 

command lines >xry.getXrayhashCount() 

>xry.getXrayhash(0) to get the array field before you 

can query the picture data. We ran the command to 

query the picture data after the previous two steps. 

Figure 11 displays the query command along with the 

result. 
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Fig. Eleven. Browse the patient's picture dossier. E. 

Removing Permissions Medical professionals lose their 

authority when they quit. The physician will no longer have 

the ability to make changes to the patient's medical records 

after they have lost this authorization. Here is the command: 

>xry.removePermission(doctor). To check whether the 

permission has been deleted, use the command above. The 

doctor will not be able to change the picture by running the 

following command: >xry.setXrayhash('chest', 

'16c8a694c91b80f1d97efb91455ab8b3facd6221ea401d7400 

86722d4bad0134', { from: doctor }. The user communicates 

with the system by means of the functions listed above. One 

use case is data querying by both the patient and the 

physician. The findings are checked with the EMR system 

once the command is typed, allowing for the verification of 

the patient's medical data. Section F: Analyzing 

Performance Here, we show how much it cost to construct 

our system, as well as examine and evaluate its storage 

performance and security. At current time, smaller and 

medium-sized healthcare facilities are better suited to 

implement the method suggested in this research. The 

experimental setup used in this work may be seen in Table I.  

 

 

TABLE I. EXPERIMENTAL ENVIRONMENT  

 

 

First, an examination of expenses To strengthen the data 

security of the current PACS, the suggested design builds on 

top of it. Here we outline the use cases in smaller and 

medium-sized healthcare facilities so that resources may be 

better used. Since it is compatible with the previous system, 

there's no need to hire more or replace existing staff, which 

means human expenses won't go up. Building the private 

chain takes time and virtual money, which is the system's 

most significant added expense. Additionally, the Ethereum 

private chain is suggested for setup, and after that, mining 

Ethereum requires the Genesis block. Cost of the mining 

equipment is taken into account by this procedure. Lastly, 

frequent node mining is all that's needed to keep the private 

chain running well and avoid any additional maintenance or 

specialized skills for the follow-up operational expenses, so 

data storage and trading should go smoothly. 2) Evaluation 

of Time For varying picture densities, the time required to 

convert hashes and upload them to the blockchain is shown 

in Figure 12. Uploading to the blockchain is a time-

consuming process since nodes must validate each other. 

This experiment used a test environment consisting of ten 

nodes. It took 56830 milliseconds for the upload and 685 

milliseconds for the hash with 100 photos, for instance. 

 

 

 

 

Figure 12: Hash and upload times for varying picture 

counts. Table II shows the results of our comparison of the 

three systems' X-Ray retrieval times. There is a 5% 

overhead with the suggested strategy ((4.1-3.9)/3.9=0.05). 

 

TABLE II. SYSTEM COMPARISON  

 

Analysis of Security (G.) The PACS forms the basis of the 

proposed system, which aims to enhance security. In terms 

of data transfer performance, there is little variation. We 

take use of the immutable nature of the blockchain to ensure 

the safety of your data. As a result, safety is better than with 

the present PACS and the conventional X-Ray film 

operating mode. We compared the three systems' 

dependability and security, as indicated in Table III. 

Modifying data without the agreement of relevant units, 

such as attending physicians and patients, is the first 

challenge associated with tampering. It is simple to 

interchange patients' picture data while using standard X-

Rays. In addition, patient data might be lost or corrupted in 

PACS systems due to hacking attempts on the main server. 

To further fortify the original PACS, this system employs 

the decentralized storage of the blockchain and mandates 

verification of over half of the entire number of nodes, 

making it very impossible to tamper with patient data. 

Moreover, in the event of human mistake or the failure of a 

single computer node within the system as a whole, the 

system's dependability is dependent on the system operating 
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procedure. The less impact on system functioning there is 

when dependability is high. The level of protection against 

unauthorized access to data stored in a database is known as 

data confidentiality. The likelihood of data theft and 

unauthorized access decreases as the level of secrecy 

increases. Lastly, a distributed denial of service (DDoS) 

assault involves the use of several controlled sources to 

flood the target server with packet requests, rendering it 

impossible to load and ultimately leading to failure.  

 

TABLE III. SECURITY COMPARISON  

 

 

CONCLUSION  
 

In order to mitigate the possibility of tampering with patient 

picture data, we present a new blockchain application that 

integrates the robust security features of blockchain 

technology with an already established and widely used 

electronic medical record system. When it comes to 

verification, the permission verification is the most crucial 

step. Our solution to the user permission issue is based on 

Ethereum's smart contracts, and the private test blockchain's 

settings and queries are finished using a mix of Truffle Suite 

and MetaMask. The front-end user interface is being 

improved to better mimic medical records and remove 

special permissions. Protecting medical photographs in a 

way that complies with the provisions of the Personal Data 

Protection Act is essential for information security and 

privacy. Our main concern is the safekeeping of data 

pertaining to medical images. When it comes to healthcare, 

blockchain technology has a lot of potential future uses.  
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